
CHAPTER 4 

INTRODUCTION 


On 18 March 1999, the President requested the 
President’s Foreign Intelligence Advisory Board 
(PFIAB), chaired by former Senator Warren 
Rudman, to review the security threat at DOE’s 
nuclear weapons laboratories and the measures that 
have been taken to address that threat. On 15 June 
1999, the PFIAB presented its report, Science at Its 
Best—Security at Its Worst (the “Rudman report”), 
to the President. The report found that DOE 
“is a dysfunctional bureaucracy that has proven 
it is incapable of reforming itself.”  The report 
stated that the “nuclear weapons and research 
functions of DOE need more autonomy, a clearer 
mission, a streamlined bureaucracy, and increased 
accountability.” 

Following its extensive 1999 review of DOE 
security and counterintelligence (CI) problems, 
the House Intelligence Committee continued 
its oversight over DOE’s CI and intelligence 
programs. The Committee closely monitored 
DOE’s implementation of Presidential 
Decision Directive-61 (PDD-61)—the DOE 
Counterintelligence Implementation Plan and 
the National Defense Authorization Act of Fiscal 
Year 2000—to ensure that DOE followed through 
on these and other long-overdue reforms.  The 
Committee was disappointed that, in DOE’s initial 
CI inspections of the major weapons laboratories, 
only one lab—Lawrence Livermore National 
Laboratory—received a satisfactory rating.   The 
Committee was also concerned that neither the 
DOE Director of CI, the DCI, nor the FBI Director 
could certify to Congress that DOE’s foreign 
visitors program complied with applicable DOE 
directives and PDD and similar requirements and 
did not pose an undue risk to US national security. 

Congressional concern over security at the 
nuclear weapons laboratories increased again in 
June 2000 when several computer hard drives 
containing nuclear weapons information were lost 
at Los Alamos.  The hard drives were later found 

behind a photocopier close to the vault where 
the drives were stored.  The FBI, which had been 
investigating the disappearance of the hard drives, 
believed that one or possibly more scientists took 
the drives from the vault in April and misplaced 
them. Fearful of possible punishment for a security 
lapse, the scientist or scientists engaged in the 
coverup—put the drives behind the copier. 

During the previous seven years, new CI 
mechanisms to address economic and industrial 
espionage were created and procedures 
implemented to improve coordination among 
intelligence, CI, and law enforcement agencies.  
It was felt that these measures had considerably 
strengthened the US Government’s ability to 
counter the foreign intelligence threat. However, 
there was a difference of opinion. 

On 8 March 2000, during a closed hearing before 
the Senate Select Committee on Intelligence 
(SSCI), DCI George Tenet, FBI Director 
Louis Freeh, and Deputy Secretary of Defense 
John Hamre unveiled a draft proposal entitled 
“Counterintelligence for the 21st Century.”  This 
plan, generally referred to as “CI 21,” resulted from 
an extensive review assessing existing CI structures 
and capabilities to address emerging, as well as 
traditional, CI issues. The drafters of the CI 21 plan 
found current US CI capabilities to be “piecemeal 
and parochial,” and recommended adoption of a 
new CI philosophy—described as more policy-
driven, prioritized, and flexible, with a strategic, 
national-level focus—as well as a restructured 
national CI system. CI 21 proposed signifi cant 
changes in the way the US Government approaches 
and organizes itself to meet the threat of foreign 
espionage and intelligence gathering. 

Congress noted that the FBI’s National 
Infrastructure Protection Center (NIPC)—charged 
with detecting, preventing, and responding 
to cyber and physical attacks on US critical 
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infrastructures—and the new Office of National 
Counterintelligence Executive (NCIX) had 
similarities in mission and interagency focus.  This 
prompted Congress to suggest that both these 
offices be co-located at one site.  They directed 
a joint written assessment be done by the NCIX 
Executive, the DCI, and the FBI Director and 
provide to the intelligence oversight committees.  
This assessment, of the desirability and feasibility 
(including a budgetary assessment) of colocating 
the NIPC and NCIX at one site, separate and 
apart from CIA, FBI, and Department of Defense 
facilities, was due by sometime in late 2002. 

The Fiscal Year 2001 Intelligence Authorization Bill 
had provisions to establish criminal penalties for 
the unauthorized disclosure of properly classifi ed 
information. Previous legislation established 
penalties only for disclosure of specifi c types 
of classified material—codes and cryptographic 
devices and information related to nuclear 
programs. After some debate about the provision, 
President William Clinton vetoed the bill on 4 
November 2000.  Another version of the FY2001 
authorization bill without the disclosure provision 
was enacted on 27 December 2000.  Proponents 

of the provision tried again after President George 
W. Bush came into office, but nonsupport from the 
White House again killed the provision. 

Leaks continue to plague the government and the 
Intelligence Community.  This was quite evident by 
information being made available to the media by 
Congress relating to the US war against terrorism 
following the 11 September 2001 destruction of the 
World Trade Center Towers in New York and part of 
the Pentagon by terrorists using hijacked US airlines.  
President Bush ordered that only a few selected 
members of Congress were to be briefed. Still, the 
media obtained classified information and published it. 
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The Rudman Repor t  reforms instituted by Secretary of Energy Bill 

(Editor’s Note: The following is an edited summary 
of the Rudman Report.) 

On 18 March 1999, President William J. Clinton 
requested that the President’s Foreign Intelligence 
Advisory Board (PFIAB) undertake an inquiry 
and issue a report on “the security threat at the 
Department of Energy’s (DOE) weapons labs and 
the adequacy of the measures that have been taken 
to address it.” 

Specifically, the President asked the PFIAB 
to “address the nature of the present 
counterintelligence security threat, the way in 
which it has evolved over the last two decades 
and the steps we have taken to counter it, as well 
as to recommend any additional steps that may 
be needed.”  He also asked the PFIAB “to deliver 
its completed report to the Congress, and, to the 
fullest extent possible consistent with our national 
security, release an unclassified version to the 
public.” 

This report, including an appendix of supporting 
documents, is unclassified.  A large volume of 
classified material, which was also reviewed and 
distilled for this report, has been relegated to a 
second appendix that is available only to authorized 
recipients. This report examines: 

• 	 The 20-year history of security and 
counterintelligence issues at the DOE national 
laboratories, with an emphasis on the fi ve labs 
that focus on weapons-related research. 

• 	 The inherent tension between security concerns 
and scientific freedom at the labs and its effect 
on the institutional culture and effi cacy of DOE. 

• 	 The growth and evolution of the foreign 
intelligence threat to the national labs, 
particularly in connection with the Foreign 
Visitor’s Program. 

• 	 The implementation and effectiveness of 
Presidential Decision Directive No. 61, the 

Richardson, and other related initiatives. 

• 	Additional measures that should be taken to 
improve security and counterintelligence at the 
labs. 

Foreword From the Specia l  Invest igat ive 

Panel  

For the past two decades, DOE has embodied 
science at its best and security of secrets at its worst. 

Within DOE are a number of the crown jewels 
of the world’s government-sponsored scientifi c 
research and development organizations.  With 
its record as the incubator for the work of many 
talented scientists and engineers—including many 
Nobel prize winners—DOE has provided the nation 
with far-reaching advantages.  Its discoveries not 
only helped the United States to prevail in the Cold 
War, but they undoubtedly will also continue to 
provide both technological benefits and inspiration 
for the progress of generations to come. The 
vitality of its national laboratories is derived to a 
great extent from their ability to attract talent from 
the widest possible pool, and they should continue 
to capitalize on the expertise of immigrant scientists 
and engineers. However, we believe that the 
dysfunctional structure at the heart of DOE has too 
often resulted in the mismanagement of security in 
weapons-related activities and a lack of emphasis on 
counterintelligence. 

DOE was created in 1977 and heralded as the 
centerpiece of the federal solution to the energy crisis 
that had stunned the American economy.  A vital part 
of this new initiative was the Energy Research and 
Development Administration (ERDA), the legacy 
agency of the Atomic Energy Commission (AEC) 
and inheritor of the national programs to develop safe 
and reliable nuclear weapons. The concept, at least, 
was straightforward: take the diverse and dispersed 
energy research centers of the nation, bring them under 
an umbrella organization with other energy-related 
enterprises, and spark their scientific progress through 
closer contacts and centralized management. 
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However, the brilliant scientific breakthroughs at 
the nuclear weapons laboratories came with a very 
troubling record of security administration. For 
example: 

• 	Classified documents detailing the designs of 
the most advanced nuclear weapons were found 
at the Los Alamos laboratory on library shelves 
accessible to the public. 

• 	Employees and researchers were receiving 
little, if any, training or instruction regarding 
espionage threats. 

• 	Multiple chains of command and standards of 
performance negated accountability, resulting in 
pervasive inefficiency, confusion, and mistrust. 

• 	Competition among laboratories for contracts 
and among researchers for talent, resources, and 
support distracted management from security 
issues. 

• 	Sloppy accounting bedeviled fiscal management. 
• 	 Inexact tracking of the quantities and flows of 

nuclear materials was a persistent worry. 
• 	Geographic decentralization fractured policy 

implementation, and changes in leadership 
regularly depleted the small reservoirs of 
institutional memory. 

Permeating all of these issues was a prevailing 
cultural attitude among some in the DOE scientifi c 
community that regarded the protection of nuclear 
know-how with either fatalism or naivete. 

In response to these problems, DOE has been 
the subject of a nearly unbroken history of dire 
warnings and attempted but aborted reforms.  A 
cursory review of the open-source literature on the 
DOE record of management presents an abysmal 
picture. Second only to its world-class intellectual 
feats has been its ability to fend off systemic 
change. Over the last dozen years, DOE has 
averaged some kind of major departmental shakeup 
every two to three years.  No President, Energy 
Secretary, or Congress has been able to stem the 
recurrence of fundamental problems. All have been 
thwarted time after time by the intransigence of this 
institution. The Special Investigative Panel found 
a large organization saturated with cynicism, an 
arrogant disregard for authority, and a staggering 

pattern of denial. For instance, even after President 
Clinton issued Presidential Decision Directive 61 
ordering DOE to make fundamental changes in 
security procedures, compliance by Department 
bureaucrats was grudging and belated. 

Repeatedly over the past few decades, officials 
at DOE Headquarters and at the weapons labs 
have been presented with overwhelming evidence 
that their lackadaisical oversight could lead to an 
increase in the nuclear threat against the United 
States. Throughout its history, DOE has been 
the subject of scores of critical reports from the 
General Accounting Office (GAO), the Intelligence 
Community, independent commissions, private 
management consultants, its Inspector General, and 
its security experts.  It has repeatedly attempted 
reforms. Yet the DOE’s ingrained behavior and 
values have caused it to continue to falter and fail. 

Prospects  for  Reforms 

We believe that Secretary of Energy Richardson, 
in attempting to deal with many critical security 
matters facing the Department, is on the right 
track regarding some, though not all, of his 
changes. We concur with and encourage many of 
his recent initiatives, and we are heartened by his 
aggressive approach and command of the issues.  
But we believe that he has overstated the case 
when he asserts, as he did several weeks ago, that 
“Americans can be reassured: our nation’s nuclear 
secrets are, today, safe and secure.” 

After a review of more than 700 reports and studies, 
thousands of pages of classified and unclassified 
source documents, interviews with scores of senior 
federal officials, and visits to several of the DOE 
laboratories at the heart of this inquiry, the Special 
Investigative Panel has concluded the Department 
of Energy is incapable of reforming itself— 
bureaucratically and culturally—in a lasting way, 
even under an activist Secretary. 

The panel has found that DOE and the weapons 
laboratories have a deeply rooted culture of low 
regard for and, at times, hostility toward security 
issues, which has continually frustrated the efforts 
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of its internal and external critics, notably the GAO 
and the House Energy and Commerce Committee.  
Therefore, a reshuffling of offices and lines of 
accountability may be a necessary step toward 
meaningful reform, but it almost certainly will not 
be sufficient. 

Even if every aspect of the ongoing structural 
reforms is fully implemented, the most powerful 
guarantor of security at the nation’s weapons 
laboratories will not be laws, regulations, or 
management charts. It will be the attitudes 
and behavior of the men and women who are 
responsible for the operation of the labs each 
day.  These attitudes will not change overnight, 
and they are likely to change only in a different 
cultural environment—one that values security as 
a vital and integral part of day-to-day activities and 
believes it can coexist with great science. 

We are convinced that when Secretary Richardson 
leaves office his successor is not likely to have 
a comparable appreciation of the gravity of the 
Department’s past problems nor a comparable 
interest in resolving them. The new secretary will 
have a new agenda to pursue and may not focus 
on DOE’s previous mismanagement of national 
secrets. Indeed, the core of the Department’s 
bureaucracy is quite capable of revising Secretary 
Richardson’s reforms and may well be inclined to 
do so if given the opportunity. 

Ultimately, the nature of the institution and the 
structure of the incentives, under a culture of 
scientific research, require great attention if they are 
to be made compatible with the levels of security 
and the degree of command and control warranted 
where the research and stewardship of nuclear 
weaponry is concerned. Yet it must be done. 

Solut ions 

Our panel has concluded that the Department 
of Energy, when faced with a profound public 
responsibility, has failed.  Therefore, this report 
suggests two alternative organizational solutions, both 
of which we believe would substantially insulate the 
weapons laboratories from many of DOE’s historical 

problems and, over time, promote the building of a 
responsible culture. We also offer recommendations 
for improving various aspects of security and 
counterintelligence at DOE, such as personnel 
assurance, cyber security, program management, 
and interdepartmental cooperation under the Foreign 
Intelligence Surveillance Act of 1978. 

• 	 The weapons research and stockpile 
management functions should be placed wholly 
within a new semiautonomous agency within 
DOE that has a clear mission, streamlined 
bureaucracy, and drastically simplified lines of 
authority and accountability.  Useful lessons 
along these lines can be taken from the National 
Security Agency (NSA) or Defense Advanced 
Research Projects Agency (DARPA) within 
the Department of Defense or the National 
Oceanographic and Atmospheric Administration 
(NOAA) within the Department of Commerce. 

• 	A wholly independent agency, such as the 
National Aeronautics and Space Administration 
(NASA), should be created. 

There was substantial debate among the members 
of the panel regarding the strengths and weaknesses 
of these two alternatives.  In the final analysis, 
whether to adopt or reject either of the above 
solutions rests in the hands of the President and the 
Congress, and we trust that they will give serious 
deliberation to the merits and shortcomings of the 
alternatives before enacting major reforms.  We all 
agree, nonetheless, that the labs should never be 
subordinated to the Department of Defense. 

With either proposal it will be important for the 
weapons labs to maintain effective scientific contact 
on unclassified scientific research with the other 
DOE labs and the wider scientific community.  To 
do otherwise would work to the detriment of the 
nation’s scientific progress and security over the 
long run. This argument draws on history: nations 
that honor and advance freedom of inquiry have 
fared better than those who have sought to arbitrarily 
suppress and control the community of science. 

However, we would submit that we do not face 
an either/or proposition. The past 20 years have 
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provided a controlled experiment of a sort, the 
results of which point to institutional models that 
hold promise. Organizations such as NASA and 
DARPA have advanced scientific and technological 
progress while maintaining a respectable record of 
security.  Meanwhile, the Department of Energy, 
with its decentralized structure, confusing matrix 
of crosscutting and overlapping management, and 
shoddy record of accountability, has advanced 
scientific and technological progress, but at the cost 
of an abominable record of security with deeply 
troubling threats to American national security. 

Thomas Paine once said that, “government, even 
in its best state, is but a necessary evil; in its worst 
state, an intolerable one.”  This report finds that 
DOE’s performance, throughout its history, should 
have been regarded as intolerable. 

We believe the results and implications of this 
experiment are clear.  It is time for the nation’s 
leaders to act decisively in the defense of America’s 
national security. 

Bot tom Line 

DOE represents the best of America’s scientific talent 
and achievement, but it has also been responsible for 
the worst security record on secrecy that the members 
of this panel have ever encountered. 

With its record as the incubator for the work of 
many talented scientists and engineers—including 
many Nobel Prize winners—DOE has provided 
the nation with far-reaching advantages.  DOE’s 
discoveries not only helped the United States to 
prevail in the Cold War, they will also undoubtedly 
provide both technological benefits and inspiration 
for the progress of generations to come. Its 
vibrancy is derived to a great extent from its ability 
to attract talent from the widest possible pool, and 
it should continue to capitalize on the expertise 
of immigrant scientists and engineers. However, 
the Department has devoted far too little time, 
attention, and resources to the prosaic but grave 
responsibilities of security and counterintelligence 
in managing its weapons and other national 
security programs. 

Findings 

The preponderance of evidence accumulated by the 
Special Investigative Panel, spanning the past 
25 years, has compelled the members to 
reach many definite conclusions—some very 
disturbing—about the security and well being of 
the nation’s weapons laboratories. 

As the repository of America’s most advanced 
know-how in nuclear and nuclear-related 
armaments and the home of some of America’s 
finest scientific minds, these labs have been and 
will continue to be a major target of foreign 
intelligence services, friendly as well as hostile. 
Two landmark events, the end of the Cold War and 
the overwhelming victory of the United States and 
its allies in the Persian Gulf war, markedly altered 
the security equations and the outlook of nations 
throughout the world.  Friends and foes of the 
United States intensified their efforts to close the 
technological gap between their forces and those 
of America, and some redoubled their efforts in 
the race for weapons of mass destruction. Under 
the restraints imposed by the Comprehensive Test 
Ban Treaty, powerful computers have replaced 
detonations as the best available means of testing 
the viability and performance capabilities of new 
nuclear weapons. Research done by US weapons 
laboratories with high performance computers 
stands particularly high on the espionage hit 
list of other nations, many of which have used 
increasingly more sophisticated and diverse means 
to obtain US research necessary to join the nuclear 
club. 

Reports, studies, and formal inquiries written over 
the past 25 years—by executive branch agencies, 
Congress, independent panels, and DOE have 
identified a multitude of chronic security and 
counterintelligence problems at all of the weapons 
labs. These reviews produced scores of stern, 
almost pleading entreaties for change. Critical 
security flaws in management and planning, 
personnel assurance, some physical security 
areas, control of nuclear materials, protection of 
documents and computerized information, and 
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counterintelligence have been continuously cited 
for immediate attention and resolution. 

The open-source information on the weapons 
laboratories overwhelmingly supports a troubling 
conclusion: for decades their security and 
counterintelligence operations have been seriously 
hobbled and relegated to low-priority status.  The 
candid, closed-door testimony of current and 
former federal officials, as well as the content of 
voluminous classified materials received by this 
panel in recent weeks, reinforce this conclusion. 
When it comes to a genuine understanding of 
and appreciation for the value of security and 
counterintelligence programs, especially in 
the context of America’s nuclear arsenal and 
secrets, the DOE and its weapons labs have been 
Pollyannaish. The predominant attitude toward 
security and counterintelligence among many DOE 
and lab managers has ranged from half-hearted, 
grudging accommodation to smug disregard.  
Thus, the panel is convinced that the potential for 
major leaks and thefts of sensitive information 
and material has been substantial. Moreover, such 
security lapses would have occurred in bureaucratic 
environments that would have allowed them to go 
undetected with relative ease. 

Organizational disarray, managerial neglect, and a 
culture of arrogance—at both DOE headquarters 
and the labs—conspired to create an espionage 
scandal waiting to happen.  The physical security 
efforts of the weapons labs (often called the 
“guns, guards, and gates”) have had some isolated 
shortcomings, but on balance they have developed 
some of the most advanced security technology 
in the world.  However, perpetually weak systems 
of personnel assurance, information security, and 
counterintelligence have invited attack by foreign 
intelligence services. Among the defects, this 
panel found: 

• 	 Inefficient personnel clearance programs, 
wherein haphazard background investigations 
could take years to complete and the backlogs 
numbered in the tens of thousands. 

• 	 Loosely controlled and casually monitored 
programs for thousands of unauthorized foreign 
scientists and assignees—despite more than 
a decade of critical reports from the General 
Accounting Office, the DOE Inspector General, 
and the Intelligence Community. 

• 	 This practice occasionally created bizarre 
circumstances in which regular lab employees 
with security clearances were supervised by 
foreign nationals on temporary assignment. 

• 	 Feckless systems for control of classifi ed 
documents, which periodically resulted in 
thousands of documents being declared lost. 

• 	Counterintelligence programs with part-time 
CI officers, who often operated with little 
experience and minimal budgets and who 
employed little more than crude “awareness” 
briefings of foreign threats and perfunctory and 
sporadic debriefings of scientists traveling to 
foreign countries. 

• 	A lab security management reporting system that 
led everywhere except to responsible authority. 

• 	Computer security methods that were naive at 
best and dangerously irresponsible at worst. 

Why were these problems so blatantly and 
repeatedly ignored? DOE has had a dysfunctional 
management structure and culture that only 
occasionally gave proper credence to the need for 
rigorous security and counterintelligence programs 
at the weapons labs. For starters, there has been a 
persisting lack of strong leadership and effective 
management at DOE. 

The nature of the intelligence-gathering methods 
used by the People’s Republic of China (PRC) 
poses a special challenge to the United States in 
general and the weapons labs in particular.  More 
sophisticated than some of the blatant methods 
employed by the former Soviet bloc espionage 
services, PRC intelligence operatives know 
their strong suits and play them extremely well.  
Increasingly more nimble, discreet, and transparent 
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in their spying methods, the Chinese services have 
become very proficient in the art of seemingly 
innocuous elicitation of information. This 
modus operandi has proved very effective against 
unwitting and ill-prepared DOE personnel. 

Despite widely publicized assertions of wholesale 
losses of nuclear weapons technology from 
specific laboratories to particular nations, the 
factual record in the majority of cases regarding 
the DOE weapons laboratories supports plausible 
inferences—but not irrefutable proof—about 
the source and scope of espionage and the 
channels through which recipient nations received 
information. The panel was not charged, nor was 
it empowered, to conduct a technical assessment 
regarding the extent to which alleged losses at the 
national weapons laboratories may have directly 
advanced the weapons development programs of 
other nations. However, the panel did find these 
allegations to be germane to issues regarding 
the structure and effectiveness of DOE security 
programs, particularly the counterintelligence 
functions. 

The classified and unclassified evidence available 
to the panel, while pointing out systemic security 
vulnerabilities, falls short of being conclusive.  The 
actual damage done to US security interests is, at 
the least, currently unknown; at worst, it may never 
be known.  Numerous variables are inescapable.  
Analysis of indigenous technology development 
in foreign research laboratories is fraught with 
uncertainty.  Moreover, a nation that is a recipient 
of classified information is not always the sponsor 
of the espionage by which it was obtained.  
However, the panel does concur, on balance, with 
the findings of the recent DCI-sponsored damage 
assessment. We concur also with the findings of 
the subsequent independent review, led by Ret. 
Adm. David Jeremiah, of that damage assessment. 

DOE is a dysfunctional bureaucracy that has 
proven it is incapable of reforming itself.  
Accountability at DOE has been spread so thinly 
and erratically that it is now almost impossible to 
find.  The long traditional and effective method 
of entrenched DOE and lab bureaucrats is to 

defeat security reform initiatives by waiting them 
out. They have been helped in this regard by 
the frequent changes in leadership at the highest 
levels of DOE—nine Secretaries of Energy in 
22 years. Eventually, DOE’s reform-minded 
management transitions out, either due to a change 
in administrations or as a result of the traditional 
“revolving door” management practices.  Then 
the bureaucracy reverts to old priorities and 
predilections. Such was the case in December 
1990 with the reform recommendations carefully 
crafted by a special task force commissioned by 
then-Energy Secretary James D. Watkins (Adm. 
Ret.). The report skewered DOE for unacceptable 
“direction, coordination, conduct, and oversight” 
of safeguards and security.  Two years later, 
the new administration came in, priorities were 
redefined, and the initiatives all but evaporated.  
Deputy Secretary Charles Curtis, in late 1996, 
investigated clear indications of serious security 
and CI problems and, in response, drew up a list of 
initiatives.  Those initiatives were dropped after he 
left office. 

Reorganization is clearly warranted to resolve 
the many specific problems with security and 
counterintelligence in the weapons laboratories and 
also to address the lack of accountability that has 
become endemic throughout the entire Department. 
Layer upon layer of bureaucracy, accumulated 
over the years, has diffused responsibility to the 
point where scores claim it, no one has enough 
to make a difference, and all fight for more.  
Convoluted, confusing, and often contradictory 
reporting channels make the relationship between 
DOE headquarters and the labs, in particular, 
tense, internecine, and chaotic. In between the 
headquarters and the laboratories are fi eld offices, 
which the panel found to be a locus of much 
confusion. In background briefings of the panel, 
senior DOE officials often described them as 
redundant operations that function as a shadow 
headquarters, often using their political clout 
and large payrolls to push their own agendas and 
budget priorities in Congress.  Even with the latest 
DOE restructuring, the weapons labs are reporting 
far too many DOE masters. 
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The criteria for the selection of Energy Secretaries 
have been inconsistent in the past.  Regardless of 
the outcome of ongoing or contemplated reforms, 
the minimum qualifications for an Energy Secretary 
should include experience in not only energy and 
scientific issues, but also national security and 
intelligence issues. The list of former Secretaries, 
Deputy Secretaries, and Under Secretaries meeting 
all of these criteria is very short.  Despite having a 
large proportion (roughly 30 percent) of its budget 
devoted to functions related to nuclear weapons, 
DOE has often been led by men and women with 
little expertise and background in national security. 
The result has been predictable: security issues 
have been a low priority, and leaders unfamiliar 
with these issues have delegated decision-making 
to lesser-ranking officials who lacked the incentives 
and authority to address problems with dispatch 
and forcefulness. For a Department in desperate 
need of strong leadership on security issues, this 
has been a disastrous trend. The bar for future 
nominees at the upper levels of the Department 
needs to be raised significantly. 

DOE cannot be fixed with a single legislative act: 
management must follow mandate.  The research 
functions of the labs are vital to the nation’s 
long-term interest, and instituting effective gates 
between weapons and non-weapons research 
functions will require disinterested scientifi c 
expertise, judicious decision-making, and 
considerable political finesse.  Thus, both Congress 
and the executive branch—whether along the lines 
suggested by the Special Investigative Panel or 
others—should be prepared to monitor the progress 
of the Department’s reforms for years to come.  
This panel has no illusions about the future of 
security and counterintelligence at DOE. There 
is little reason to believe future DOE Secretaries 
will necessarily share the resolve of Secretary 
Richardson, or even his interest.  When the next 
Secretary of Energy is sworn in, perhaps in the 
spring of 2001, the DOE and lab bureaucracies will 
still have advantages that could give them the upper 
hand: time and proven skills at artful dodging and 
passive intransigence. 

The Foreign Visitors’ and Assignments Program 
has been and should continue to be a valuable 
contribution to the scientific and technological 
progress of the nation. Foreign nationals working 
under the auspices of US weapons labs have 
achieved remarkable scientific advances and 
have contributed immensely to a wide array of 
America’s national security interests, including 
nonproliferation. Some have made contributions 
so unique that they are all but irreplaceable.  The 
value of these contacts to the nation should not be 
lost amid the attempt to address deep, well-founded 
concerns about security lapses. That said, DOE 
clearly requires measures to ensure that legitimate 
use of the research laboratories for scientifi c 
collaboration is not an open door to foreign 
espionage agents. Losing national security secrets 
should never be accepted as an inevitable cost of 
obtaining scientific knowledge. 

In commenting on security issues at DOE, we 
believe that both Congressional and Executive 
Branch leaders have resorted to simplification 
and hyperbole in the past few months.  The panel 
found neither the dramatic damage assessments nor 
the categorical reassurances of the Department’s 
advocates to be wholly substantiated.  We 
concur with and encourage many of Secretary 
Richardson’s recent initiatives to address the 
security problems at the Department, and we 
are heartened by his aggressive approach and 
command of the issues. He has recognized the 
organizational dysfunction and cultural vagaries 
at DOE and has taken strong, positive steps to 
try to reverse the legacy of more than 20 years of 
security mismanagement. However, the Board 
is extremely skeptical that any reform effort, no 
matter how well-intentioned, well-designed, and 
effectively applied, will gain more than a toehold at 
DOE, given its labyrinthine management structure, 
fractious and arrogant culture, and the fast-
approaching reality of another transition in DOE 
leadership. Thus, we believe that he has overstated 
the case when he asserts, as he did several weeks 
ago, that “Americans can be reassured: our nation’s 
nuclear secrets are, today, safe and secure.” 

349




Similarly, the evidence indicating widespread 
security vulnerabilities at the weapons laboratories 
has been ignored for far too long, and the work of 
the Cox Committee and intelligence offi cials at 
the Department has been invaluable in gaining the 
attention of the American public and in helping to 
focus the political will necessary to resolve these 
problems. Nonetheless, there have been many 
attempts to take the valuable coin of damaging new 
information and decrease its value by manufacturing 
its counterfeit, innuendo; possible damage has been 
minted as probable disaster; workaday delay and 
bureaucratic confusion have been cast as diabolical 
conspiracies. Enough is enough. 

Fundamental change in DOE’s institutional culture— 
including the ingrained attitudes toward security 
among personnel of the weapons laboratories—will 
be just as important as organizational redesign.  The 
members of the Special Investigative Panel have 
never witnessed a bureaucratic culture so thoroughly 
saturated with cynicism and disregard for authority.  
Never before has this panel found such a cavalier 
attitude toward one of the most serious responsibilities 
in the federal government—control of the design 
information relating to nuclear weapons. Particularly 
egregious have been the failures to enforce cyber 
security measures to protect and control important 
nuclear weapons design information. Never before 
has the panel found an agency with the bureaucratic 
insolence to dispute, delay, and resist implementation 
of a Presidential directive on security as DOE’s 
bureaucracy tried to do to the Presidential Decision 
Directive No. 61 in February 1998. 

The best nuclear weapons expertise in the US 
Government resides at the national weapons labs, 
and the Intelligence Community should better use 
this asset. For years, the PFIAB has been keen 
on honing the Intelligence Community’s analytic 
effectiveness on a wide array of nonproliferation 
areas, including nuclear weapons. We believe 
that the DOE Office of Intelligence, particularly 
its analytic component, has historically been an 
impediment to this goal because of its ineffective 
attempts to manage the labs’ analysis.  The office’s 
mission and size (about 70 people) is totally 
out of step with the Department’s intelligence 

needs. A streamlined intelligence liaison body, 
much like Department of Treasury’s Office of 
Intelligence Support—which numbers about 20 
people, including a 24-hour watch team—would 
be far more appropriate.  It should concentrate on 
making the Intelligence Community, which has 
the preponderance of overall analytic experience, 
more effective in fulfilling the DOE’s analysis and 
collection requirements. 

Root  Causes 

The sources of DOE’s difficulties in both 
overseeing scientific research and maintaining 
security are numerous and deep. The Special 
Investigative Panel primarily focused its inquiry on 
the areas within DOE where the tension between 
science and security is most critical: the nuclear 
weapons laboratories.1 To a lesser extent, the panel 
examined security issues in other areas of DOE and 
broad organizational issues that have had a bearing 
on the functioning of the laboratories. 

Inherent in the work of the weapons laboratories, 
of course, is the basic tension between scientifi c 
inquiry, which thrives on freewheeling searches 
for and wide dissemination of information, and 
governmental secrecy, which requires just the 
opposite. But the historical context in which the 
labs were created and thrived has also figured into 
their subsequent problems with security. 

Big,  Byzant ine,  and Bewi lder ing 

Bureaucracy 

DOE is not one of the federal government’s largest 
agencies in absolute terms, but its organizational 
structure is widely regarded as one of the most 
confusing. That structure is another legacy 
of its origins, and it has made the creation, 
implementation, coordination, and enforcement of 
consistent policies very difficult over the years.   

The effort to develop the atomic bomb was 
managed through an unlikely collaboration of 
the Manhattan Engineering District of the US 

Army Corps of Engineers (hence the name, 

“the Manhattan Project”) and the University of 
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California—two vastly dissimilar organizations 

in both culture and mission. The current form 

of the Department took shape in the first year of 

the Carter Administration through the merging of 
more than 40 different government agencies and 
organizations, an event from which it has arguably 
never recovered. 

The newly created DOE subsumed the Federal 
Energy Administration, the Energy Research and 
Development Administration (ERDA), the Federal 
Power Commission, and components and programs 
of several other government agencies.  Included 
were the nuclear weapons research laboratories 
that were part of the ERDA and, formerly, of the 
Atomic Energy Commission. 

Many of these agencies and organizations have 
continued to operate under the DOE umbrella with 
the same organizational structure that they had 
before joining the Department. 

Even before the new Department was created, 
concerns were raised about how high the nuclear 
weapons-related operations would rank among the 
competing priorities of such a large bureaucracy.  A 
study of the issue completed in the last year of the 
Ford Administration considered three alternatives: 
shifting the weapons operations to the Department 
of Defense, creating a new freestanding agency, or 
keeping the program within ERDA—the options 
still being discussed more than 20 years later.  As 
one critic of the DOE plan told The Washington 
Post, “Under the AEC, weapons was half the 
program. Under ERDA, it was one-sixth.  Under 
DOE, it will be one-tenth. It isn’t getting the 
attention it deserves.”  Although the proportions 
cited by that critic would prove to be inaccurate, he 
accurately spotted the direction of the trend. 

Lack of  Accountabi l i ty  

Depending on the issue at hand, a line worker 
in a DOE facility might be responsible to DOE 
headquarters in Washington, a manager in a field 
office in another state, a private contractor assigned 
to a DOE project, a research team leader from 
academia, or a lab director on another fl oor of the 

worker’s building.  For example, prior to Secretary 
Richardson’s restructuring initiative earlier this 
year, a single laboratory, Sandia, was managed or 
accountable to nine DOE security organizations. 

Last year, after years of reports highlighting the 
problem of confused lines of authority, DOE was 
still unable to ensure the effectiveness of security 
measures because of its inability to hold personnel 
accountable. A 1998 report lamented that, “short 
of wholesale contract termination, there did not 
appear to be adequate penalty/reward systems to 
ensure effective day-to-day security oversight at the 
contractor level.”2 

The problem is not only the diffuse nature of 
authority and accountability in the Department, 
but it is also the dynamic and often informal 
character of the authority that does exist.  The 
inherently unpredictable outcomes of major 
experiments, the fluid missions of research teams, 
the mobility of individual researchers, the internal 
competition among laboratories, the ebb and 
flow of the academic community, the setting and 
onset of project deadlines, the cyclical nature of 
the federal budgeting process, and the shifting 
imperatives of energy and security policies 
dictated from the White House and Congress 
all contribute to volatility in the Department’s 
work force and an inability to give the weapons-
related functions the priority they deserved.  
Newcomers, as a result, have an exceedingly hard 
time when they are assimilated; incumbents have 
a hard time in trying to administer consistent 
policies; and outsiders have a hard time divining 
departmental performance and which leaders 
and factions are credible.  Such problems are not 
new to government organizations, but DOE’s 
accountability vacuum has only exacerbated them. 

Management and security problems have recurred 
so frequently that they have resulted in nonstop 
reform initiatives, external reviews, and changes 
in policy direction.  As one observer noted in 
Science magazine in 1994, “Every administration 
sets up a panel to review the national labs. The 
problem is that nothing is done.”  The constant 
managerial turnover over the years has generated 
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nearly continuous structural reorganizations and 
repeated security policy reversals.  Over the last 
12 years, DOE has averaged some kind of major 
departmental shakeup every two to three years.  
During that time, security and counterintelligence 
responsibilities have been “punted” from one office 
to the next. 

Cul ture and At t i tudes 

One facet of the culture mentioned more than 
others is an arrogance borne of the simple fact that 
nuclear researchers specialize in one of the world’s 
most advanced, challenging, and esoteric fi elds 
of knowledge.  Nuclear physicists, by definition, 
are required to think in literally other dimensions 
not accessible to laymen. Thus it is not surprising 
that they might bridle under the restraints and 
regulations of administrators and bureaucrats who 
do not entirely comprehend the precise nature of 
the operation being managed. 

Operating within a large, complex bureaucracy 
with transient leaders would tend to only 
accentuate a scientist’s sense of intellectual 
superiority: if administrators have little more than 
a vague sense of the contours of a research project, 
they are likely to have little basis to know which 
rules and regulations constitute unreasonable 
burdens on the researchers’ activities. 

With respect to at least some security issues, the 
potential for conflicts over priorities is obvious.  
For example, how are security officials to weigh 
the risks of unauthorized disclosures during 
international exchanges if they have only a general 
familiarity with the cryptic jargon used by the 
scientists who might participate? 

The prevailing culture of the weapons labs is 
widely perceived as contributing to security and 
counterintelligence problems. At the very least, 
restoring public confidence in the ability of the labs 
to protect nuclear secrets will require a thorough 
reappraisal of the culture within them. 

Changing T imes,  Changing Missions 

The external pressures placed on DOE in general, 
and the weapons labs in particular, are also 
worth noting.  For more than 50 years, America’s 
nuclear researchers have operated in a maelstrom 
of shifting and often contradictory attitudes. In 
the immediate aftermath of World War II, nuclear 
discoveries were simultaneously hailed as a 
destructive scourge and a panacea for a wide array 
of mankind’s problems.  The production of nuclear 
arms was regarded during the 1950s and 1960s as 
one of the best indices of international power and 
the strength of the nation’s military deterrent. 

During the 1970s, the nation’s leadership turned to 
nuclear researchers for solutions to the energy crisis at 
the same time that the general public was becoming 
more alarmed about the nuclear buildup and the 
environmental implications of nuclear facilities. 

During the past 20 years, some in Congress have 
repeatedly called for the dissolution of the 
Department of Energy, which has undoubtedly 
been a distraction to those trying to make long-term 
decisions affecting the scope and direction of the 
research at the labs. And in the aftermath of the 
Cold War, the Congress has looked to the nation’s 
nuclear weapons labs to help in stabilizing or 
dismantling nuclear stockpiles in other nations. 

Each time that the nation’s leadership has made a 
major change in the Department’s priorities or added 
another mission, it has placed additional pressure on 
a government agency already struggling to preserve 
and expand one of its most challenging historical 
roles: guarantor of the safety, security, and reliability 
of the nation’s nuclear weapons. 

Recurr ing Vulnerabi l i t ies  

During the past 20 years, six DOE security issues 
have received the most scrutiny and criticism from 
both internal and external reviewers: long-term 
security planning and policy implementation; 
physical security over facilities and property; 
screening and monitoring of personnel; protection 
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of classified and sensitive information, particularly 
information that is stored electronically in the 
Department’s computers; accounting for nuclear 
materials; and the foreign visitors’ programs. 

Management  and Planning 

Management of security and counterintelligence 
has suffered from chronic problems since the 
creation of the Department of Energy in 1977.  
During the past decade, the mismatch between 
DOE’s security programs and the severity of 
the threats faced by the Department grew more 
pronounced. While the number of nations 
possessing, developing, or seeking weapons of 
mass destruction continued to rise, America’s 
reliance on foreign scientists and engineers 
dramatically increased, and warnings mounted 
about the espionage goals of other nations, 
and DOE spending on safeguards and security 
decreased by roughly one-third.3 

The widening gap between the level of security 
and the severity of the threat resulted in cases 
where sensitive nuclear weapons information was 
certainly lost to espionage. In countless other 
instances, such information was left vulnerable to 
theft or duplication for long periods, and the extent 
to which these serious lapses may have damaged 
American security is incalculable. DOE’s failure 
to respond to warnings from its own analysts, much 
less independent sources, underscores the depth of 
its managerial weakness and inability to implement 
legitimate policies regarding well-founded threats. 

A Sample of  Secur i ty  Issues 

Management and Planning 

• 
consistency of policies. 

• 

• 

• 

Physical Security 

• 

• 
designed for containment purposes. 

• 

• 

• 

• 

• 
• 
• 

• 

• 
policies. 

• 

• 

• 

• 

Decentralized decisionmaking undermines 

Lack of control of security budget has allowed 
diversion of funds to other priorities. 
Department leaders with little experience in 
security and intelligence. 
Lack of accountability. 

Training insuffi cient for some security 
personnel. 
Nuclear materials stored in aging buildings not 

Recurring problems involving lost or stolen 
property. 
Poor management results in unnecessary 
training and purchasing costs. 

Personnel Security Clearances 

Extended lags in obtaining clearances, 
reinvestigating backgrounds, and terminating 
clearance privileges for former employees. 
Some contractors not adequately investigated 
or subject to drug and substance abuse policies. 
Lack of uniform procedures and accurate data. 
Inadequate pre-employment screening. 
More clearances granted than necessary. 

Protection of Classified Information 

Poor labeling and tracking of computer media 
containing classifi ed information. 
Problems with lax enforcement of password 

Network, e-mail, and Internet connections make 
transfer of large amounts of data easier. 

Accounting for Nuclear Materials 

Chronic problems in devising and operating an 
accurate accounting system of tracking stocks 
and fl ows of nuclear materials. 

Foreign Visitors 

Weak systems for tracking visits and screening 
backgrounds of visiting scientists. 
Decentralization makes monitoring of 
discussions on sensitive topics diffi cult. 
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During the mid-1980s, the predominant concern of 
DOE officials was improving the physical security 
of the nuclear weapons laboratories and plants. 
Following a January 1983 report4 that outlined 
vulnerabilities of the weapons labs to terrorism, 
the Department embarked on a five-year program 
of construction and purchases that would see its 
overall safeguards and security budget roughly 
double and its spending on upgrades nearly triple. 
Included was money for additional guards, security 
training, helicopters, fortified guard towers, vehicle 
barriers, emergency planning, and advanced alarm 
systems.5 

Improving physical security in a wide array of 
nuclear weapons facilities, whose replacement 
value was an estimated $100 billion,6 proved to be 
difficult.  Reports through the late 1980s and early 
1990s continued to highlight deficiencies in the 
management of physical security. 

In the late 1980s, priorities began to shift 
somewhat. Listening devices were discovered 
in weapons-related facilities,7 and a 1990 
study advised the Department leadership of an 
intensifying threat from foreign espionage. Less 
and less able to rely on the former Soviet Union 
to supply technology and resources, an increasing 
number of states embarked on campaigns to bridge 
the economic and technological gap with the 
United States by developing indigenous capabilities 
in high-technology areas. The study noted that the 
freer movement of goods, services, and information 
in a less hostile world “intensified the prospects 
and opportunities for espionage as missing pieces 
of critically needed information became more 
easily identified.”8 

An intelligence report further highlighted the 
changing foreign threat to the labs by noting that 
“new threats are emerging from nontraditional 
adversaries who target issues key to US national 
security.  DOE facilities and personnel remain 
priority targets for hostile intelligence collection.”9 

Anecdotal evidence corroborates, and intelligence 
assessments agree, that foreign powers stepped 
up targeting of DOE during the early 1990s (see 
the classified Appendix). While this threat may 

have been taken seriously at the highest levels 
of the DOE, it was not uniform throughout the 
Department. 

A former FBI senior official noted in discussions 
with the PFIAB investigative panel that DOE lab 
scientists during these years appeared naive about 
the level of sophistication of the nontraditional 
threat posed by Chinese intelligence collection. 
The trend in openness to foreign visitors and visits 
does not indicate any sense of heightened wariness. 
A 1997 GAO report concluded that, from mid-1988 
to the mid-1990s, the number of foreign visitors to 
key weapons labs increased from 3,800 to 5,900 
annually, and sensitive country visitors increased 
from 500 to more than 1,600. 10 Meanwhile, the 
DOE budget for counterintelligence was in near-
constant decline. 

As noted in the previous chapter, federal officials in 
charge of oversight of nuclear weapons laboratories 
have historically allowed decision-making on basic 
aspects of security to be decentralized and diffuse.  
With their budget spread piecemeal throughout a 
number of offices, security and counterintelligence 
officials often found themselves with a weak voice 
in internal bureaucratic battles and an inability 
to muster the authority to accomplish its goals. 
Indeed, an excerpt from a history of the early years 
of the Atomic Energy Commission reads much like 
recent studies: 

Admiral Gingrich, who had just resigned as 
director of security [in 1949], had expressed 
to the Joint Committee [on Atomic Energy] 
a lack of confi dence in the Commission’s 
security program.  Gingrich complained that 
decentralization of administrative functions to 
the fi eld offi ces had left him with little more than 
a staff function at headquarters; even there, he 
said, he did not control all the activities that 
seemed properly to belong to the director of 

11security.

More than 30 years later, decentralization still 
posed a problem for security managers. An internal 
DOE report in 1990 found that the Department 
lacked a comprehensive approach to management 
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of threats and dissemination of information about 
them.12 An annual DOE report in 1992 found that 
security “has suffered from a lack of management 
focus and inconsistent procedural execution 
throughout the DOE complex.  The result is that 
personnel are seldom held responsible for their 
disregard, either intentional or unintentional, of 
security requirements.”13 

The counterintelligence effort at DOE in the 
late 1980s and mid-1990s was in its infancy 
and grossly under-funded stage.  Although the 
Department could have filled its gap in some 
areas, such as counterintelligence information, 
through cooperation with the broader Intelligence 
Community, PFIAB research and interviews 
indicate that DOE headquarters’ relationship with 
the FBI—the United States’ primary domestic CI 
organization—was strained at best. 

In 1998, DOE requested an FBI agent detailee to 
assist in developing a CI program, but the agent 
found that DOE failed to provide management 
support or access to senior DOE decision-makers. 
A formal relationship with the FBI was apparently 
not established until 1992: a Memorandum 
of Understanding between the FBI and DOE 
on respective responsibilities concerning the 
coordination and conduct of CI activities in the 
United States. However, in 1994 two FBI detailees 
assigned to DOE complained about their limited 
access and were pulled back to the FBI because 
of a “lack of control of the CI program by DOE 
Headquarters, which resulted in futile attempts to 
better manage the issue of foreign visitors at the 
laboratories.”14 

The haphazard assortment of agencies and missions 
folded into DOE has become so confusing as to 
become a running joke within the institution.  In 
the course of the panel’s research and interviews, 
rare were the senior officials who expressed 
any sort of confidence in their understanding of 
the extent of the agency’s operations, facilities, 
or procedures. Time and again, PFIAB panel 
members posed the elementary questions to senior 
DOE officials. To whom do you report?  To whom 

are you accountable? The answer, invariably, was, 
“It depends.” 

DOE’s relationship with the broader Intelligence 
Community was not well defined until the mid-
1990s. Coordination between DOE CI elements 
and the broader Intelligence Community, according 
to a 1992 intelligence report, was hampered 
from the 1980s through the early 1990s by 
DOE managers’ inadequate understanding of 
the Intelligence Community.15 The Department 
did not become a core member of the National 
Counterintelligence Policy Board (established in 
1994 under PDD-24) until 1997. 

Over much of the past decade, rather than a 
heightened sensitivity to espionage threats 
recognized widely throughout the Intelligence 
Community, DOE lab officials have operated in an 
environment that allowed them to be sanguine, if 
not skeptical.  Numerous DOE officials interviewed 
by the PFIAB panel stated that they believed 
that the threat perception was weakened further 
during the administration of Secretary O’Leary, 
who advanced the labs openness policies and 
downgraded security as an issue by terminating 
some security programs instituted by her 
predecessor. 

Even when the CI budget was expanded in the late 
1990s, the expenditures fell short of the projected 
increases. In Fiscal Year 1997, for example, 
DOE’s CI budget was $3.7 million, but the actual 
expenditures on CI were only two-thirds of that 
level, $2.3 million.  Shortly before the 1997 GAO 
and FBI reports on DOE’s counterintelligence 
posture were issued, DOE began instituting 
changes to beef up its counterintelligence and 
foreign intelligence analytic capabilities.16 

When DOE did devote its considerable resources to 
security, it too often faltered in implementation.  A 
report sent to the Secretary in January 1994 noted 
“growing confusion within the Department with 
respect to Headquarters’ guidance for safeguards 
and security.  At this time, there is no single offi ce 
at Headquarters responsible for the safeguards 
and security program. Most recently, a number 
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of program offices have substantially expanded 
their safeguards and security staff to office-size 
organizations.  These multiple safeguards and 
security offices have resulted in duplication of 
guidance, unnecessary requests for information and 
clarification, and inefficient program execution.  
Unchecked, this counterproductive tendency 
threatens the success of the overall safeguards and 
security effort.”17 

A 1996 DOE Inspector General report found that 
security personnel at the weapons programs had 
purchased and stockpiled far more firepower— 
ranging from handguns and rifles to submachine 
guns and grenade launchers—than could ever 
be used in an actual emergency.  The Oak Ridge 
facilities had more than three weapons per armed 
security officer—on and off duty; Los Alamos 
National Laboratory had more than four.18 

Around the same time, GAO security audits of 
the research laboratories at these sites found lax 
procedures for issuing access passes to secure 
areas, inadequate prescreening of the more than 
1,500 visitors from sensitive countries that visited 
the weapons laboratories annually, and poor 
tracking of the content of discussions with foreign 
visitors. The implication: foreign agents could 
probably not shoot their way past the concertina 
wires and bolted doors to seize secrets from US 
weapons laboratories, but they would not need to 
do so. They could probably apply for an access 
pass, walk in the front door, and strike up a 
conversation. 

Physical  Secur i ty  

The physical security of the Department of 
Energy’s weapons-related programs is roughly 
divided into two essential functions: tracking and 
control over the property and equipment within 
the weapons-related laboratories and keeping 
unwarranted intruders out, often referred to as the 
realm of “guns, guards, and gates.” 

The general approach to security, of course, was 
defined by the emphasis on secrecy associated 
with nuclear weapons program during World War 

II. Los Alamos National Laboratory was created 
as a “closed city”—a community with a high 
degree of self-sufficiency, clearly defined and 
protected boundaries, and a minimum of ingress 
from and egress to the outer world.  Although the 
community is no longer “closed,” the weapons 
laboratories at Los Alamos, like those at the 
other national laboratories, still retain formidable 
physical protections and barriers. In examining 
the history of the laboratories, the panel found 
only a few instances where an outsider could 
successfully penetrate the grounds of an operation 
by destruction of a physical safeguard or direct 
violent assault. 

In visits to several of the weapons laboratories, 
the members of the Special Investigative Panel 
were impressed by the great amount of attention 
and investment devoted to perimeter control, 
weaponry, and security of building entrances 
and exits.  Indeed, one cannot help but be struck 
by the forbidding and formidable garrison-type 
atmosphere that is prevalent at many of the 
facilities: barbed wire, chain-link fences, electronic 
sensors, and surveillance cameras.  Further, 
the panel recognizes that the labs themselves 
have developed and produced some of the most 
sophisticated technical security devices in the 
world.  Nonetheless, DOE reports and external 
reviews since at least 1984 have continued to raise 
concerns about aging security systems.19 

Management of the secure environments at the 
laboratories has posed more serious problems. As 
noted earlier, DOE may be spending too much 
money in some areas, buying more weapons 
than could conceivably be used in an emergency 
situation. In other cases, it may be spending too 
little. Budget cuts in the early and mid-1990s led 
to 40- to 50-percent declines in offi cer strength and 
over-reliance on local law enforcement.  Resources 
became so low that normal protective force 
operations required “the use of overtime scheduling 
to accomplish routine site protection.”20  GAO has 
found an assortment of problems at Los Alamos 
over the past decade: security personnel failed 
basic tests in such tasks as fi ring weapons, using a 
baton, or handcuffing a suspect and inaccurate and 
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incomplete records were kept on security training.21 

Other DOE facilities have had substantial problems 
in management of physical property: 

• 	 In 1990, Lawrence Livermore Laboratory could 
not account for 16 percent of its inventory of 
government equipment, acquired at a cost of 
$18.6 million.22 

• 	 In 1993, DOE sold 57 components of nuclear 
reprocessing equipment and associated 
documents, including blueprints, to an Idaho 
salvage dealer.  Much of what was sold was 
subsequently found to be potentially useful to 
any nation attempting to develop or advance its 
own reprocessing operation.23 

• 	 Following a GAO report in 1994, which found 
that the Rocky Flats facility was unable to 
account for large pieces of equipment such as 
forklifts and a semi-trailer, some $21 million in 
inventory was written off.24 

DOE had begun to consolidate its growing 
stockpile of sensitive nuclear material by 1992, 
but a 1997 DOE report to the Secretary found that 
significant quantities of the material “remain in 
aging buildings and structures, ranging in age from 
12 to 50 years that were never intended for use as 
storage facilities for extended periods.”25 

Screening and Moni tor ing of  Personnel  

Insider threats to security have been a chronic 
problem at the nation’s weapons laboratories. 
From the earliest years, the importance of the 
labs’ missions and their decentralized structure 
have had an uneasy coexistence with the need for 
thorough background investigations of researchers 
and personnel needing access to sensitive areas and 
information. 

In 1947, the incoming director of security for the 
AEC was greeted with a backlog of more than 
13,000 background investigations and a process 
where clearances had been dispersed to fi eld offices 
that operated with few formal guidelines.26 

Forty years later, GAO found that the backlog of 
personnel security investigations had increased 

more than nine-fold, to more than 120,000. 
Moreover, many clearances recorded as valid in the 
Department’s records should have been terminated 
years before.27 

Even after DOE discovered listening devices in 
some of its weapons laboratories, security audits 
found that thousands of “Q” clearances were being 
given to inappropriate personnel.28 

The research of the PFIAB panel found that 
problems with personnel security clearances, while 
mitigated in some aspects, have persisted to an 
alarming degree.  From the mid-1980s through the 
mid-1990s, the DOE Inspector General repeatedly 
warned Department officials that personnel were 
receiving clearances that were much higher than 
warranted and that outdated clearances were 
not being withdrawn on a timely basis.  The 
issue became more urgent with the discovery 
of a clandestine surveillance device at a nuclear 
facility.29 

DOE Inspector General reports in 1990 and 1991 
found that one of the weapons laboratories had 
granted “Q” clearances (which provide access to 
US Government nuclear weapons data) to more 
than 2,000 employees who did not need access 
to classified information.30 A 1992 report to the 
Secretary of Energy noted that “DOE grants 
clearances requested by its three major defense 
program sponsored labs based on lab policies to 
clear all employees regardless of whether actual 
access to classified interests is required for job 
performance.”31 

Three years later, a review of personnel security 
informed the Secretary that there were “individuals 
who held security clearances for convenience only 
and limited security clearances to those individuals 
requiring direct access to classifi ed matter or 
[special nuclear materials] to perform offi cial 
duties.”32 

More recent evidence is no more reassuring. A 
counterintelligence investigation at a nuclear 
facility discovered that the subject of an inquiry 
had been granted a “Q” clearance simply to avoid 
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the delay caused by the normal processing of a 
visit.33  During that same year, an illegal telephone 
wiretap was discovered at the same lab.  The 
employee who installed it confessed but was not 
prosecuted by the government.34 

Protect ion of  C lassi f ied and Sensi t ive 

Informat ion 

Two vulnerabilities regarding classified and 
sensitive information at DOE have recurred 
repeatedly throughout the past 20 years: 
inappropriate release of classified information, 
either directly through inadvertence or indirectly 
through improper declassification; and the 
increasing mobility of classified and sensitive 
information through electronic media, such as 
computers. 

As computers have progressed from large 
mainframes of the 1950s and 1960s to desktop 
models in the 1980s and decentralized networks 
in the 1990s, it has become progressively easier 
for individuals to retrieve and transport large 
amounts of data from one location to another.  
This has presented an obvious problem for 
secure environments.  GAO found in 1991 
that DOE inspections revealed more than 220 
security weaknesses in computer systems across 
16 facilities.  Examples included a lack of 
management plans, inadequate access controls, 
and failures to test for compliance with security 
procedures.35 

As a 1996 DOE report to the President said, 
“adversaries no longer have to scale a fence, defeat 
sensors, or bypass armed guards to steal nuclear 
or leading-edge ‘know-how’ or to shut down our 
critical infrastructure. They merely have to defeat 
the less ominous obstacles of cyber-defense.”36 

Computer systems at some DOE facilities were 
so easy to access that even Department analysts 
likened them to “automatic teller machines, 
[allowing] unauthorized withdrawals at our nation’s 
expense.” 

DOE’s cyber defenses were, in fact, found 
to be “less ominous obstacles.”  In 1994, an 
internal DOE review found that despite security 
improvement “users of unclassified computers 
continue to compromise classified information due 
to ongoing inadequacies in user awareness training, 
adherence to procedures, enforcement of security 
policies, and DOE and [lab] line management 
oversight.”37 Also in 1994, a report to the Energy 
Secretary cited five areas of concern: “failure to 
properly accredit systems processing classifi ed 
information, lack of controls to provide access 
authorities and proper password management; 
no configuration management; improper labeling 
of magnetic media; and failure to perform 
management reviews.”38 

Apparently, the warnings were to no avail.  A year 
later, the annual report to the Secretary noted, 
“Overall, findings and surveys, much like last year, 
continue to reflect deficiencies in self-inspections 
and procedural requirements or inappropriate 
or inadequate site guidance … In the area of 
classified matter protection and control, like last 
year, marking, accountability, protection, and 
storage deficiencies are most numerous.”39 

Some reports made extra efforts to puncture 
through the fog of bureaucratic language.  A 1995 
report to the President noted, “By placing sensitive 
information on information systems, we increase 
the likelihood that inimitable interests, external 
and internal, will treat those systems as virtual 
automatic teller machines, making unauthorized 
withdrawals at our nation’s expenses.”  Indeed, 
a report found security breaches at one of the 
major weapons facility in which documents with 
unclassified but sensitive information “were 
found to be stored on systems that were readily 
accessible to anyone with Internet access.”40  In 
other instances, personnel were found to be 
sending classified information to outsiders via an 
unclassified e-mail system.41 

In 1986, the DOE Office of Safeguards and 
Quality Assessment issued an inspection report 
on a weapons lab that warned of shortcomings in 
computer security and noted that the “ability of 
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[a] user to deliberately declassify a classified file 
without detection and move classified information 
from the secure partition to the open partition can 
be made available to any authorized user either 
on or off site.”42 The warning turned out to be 
on the mark. In April 2001, Energy Secretary 
Bill Richardson issued the statement, “While I 
cannot comment on the specifics, I can confi rm 
that classified nuclear weapons computer codes 
at Los Alamos were transferred to an unclassifi ed 
computer system. This kind of egregious security 
breach is absolutely unacceptable.” 

Even though the hard evidence points to only 
sporadic penetrations of the labs by foreign 
intelligence services, volumes of sensitive and 
classified information may have been lost over 
the years—via discarded or purloined documents, 
uninformed and often improperly vetted 
employees, and a maze of uncontrolled computer 
links. In one recent case discovered by PFIAB, 
lab officials initially refused to rectify a security 
vulnerability because “no probability is assigned to 
[a loss of sensitive information], just the allegation 
that it is possible.”43 

As recent as last year’s annual DOE report to 
the President, security analysts were fi nding 
“numerous incidents of classifi ed information being 
placed on unclassified systems, including several 
since the development of a corrective action plan in 
July 1998.”44 

Foreign Vis i tors  and Assignments  

Program 

True to the tradition of international partnership 
molded by the experiences of the Manhattan 
Project, the weapons labs have remained a 
reservoir of the best international scientifi c talent.  
Recent examples abound: a supercomputing team 
from Oak Ridge National Lab, made up of three 
PRC citizens and a Hungarian, recently won the 
Gordon Bell Prize; a Bulgarian and a Canadian, 
both world-class scientists, are helping Lawrence 
Livermore National Lab solve problems in fluid 
dynamics; a Spanish scientist, also at Livermore, is 
collaborating with colleagues on laser propagation. 

For more than a decade, the increasing prominence 
of foreign visitors in the weapons labs has 
increased concern about security risks. The 
PFIAB found that, as early as 1985, the DCI raised 
concerns with the Energy Secretary about the 
foreign visitors’ program.  A year later, researchers 
conducting internal DOE review could find only 
scant data on the number and composition of 
foreign nationals at the weapons labs. Although 
intelligence officials drafted suggestions for DOE’s 
foreign visitor control program, PFIAB found 
little evidence of reform efforts until the tenure of 
Secretary Watkins. 

A 1988 GAO report cited DOE for failing “to 
obtain timely and adequate information on 
foreign visitors before allowing them access to 
the laboratories.”  The GAO found three cases 
where DOE allowed visitors with questionable 
backgrounds—possible foreign agents—access to 
the labs. In addition, the GAO found that about 
10 percent of 637 visitors from sensitive countries 
were associated with foreign organizations 
suspected of conducting nuclear weapons activities, 
but DOE did not request background data on them 
prior to their visit. DOE also had not conducted its 
own review of the visit and assignment program at 
the weapons labs despite the DOE requirement to 
conduct audits or reviews at a minimum of every 
five years.  Moreover, GAO reported that few post-
visit or host reports required by DOE Order 12402 
were submitted within 30 days of the visitors’ 
departure, and some were never completed.45 

In 1989, DOE revised its foreign visitor policy and 
commissioned an external study on the extent and 
significance of the foreign visitor problem.  DOE’s 
effort to track and vet visitors, however, still lagged 
the expansion of the visitor program, allowing 
foreigners with suspicious backgrounds to gain 
access to weapons facilities.  A study published 
in June 1990 indicated DOE had a “crippling lack 
of essential data, most notably no centralized, 
retrievable listing of foreign national visitors to 
government facilities.”46 

By September 1992, DOE had instituted Visitor 
Assignment Management System (VAMS) 
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databases to track visitors and assignees requesting 
to visit DOE. The system, however, failed to 
provide links between the labs that could be used 
for CI analysis and crosschecking of prospective 
visitors. Moreover, labs frequently did not even use 
the database and failed to enter visitor information. 
Instead, each lab independently developed its own 
computer program. 

Reviews of security determined that, despite 
an increase of more than 50 percent in foreign 
visits to the labs from the mid-1980s to the mid-
1990s, DOE controls on foreign visitors actually 
weakened in two critical areas: screening for 
visitors that may pose security risks and monitoring 
the content of discussions that might disclose 
classified information. 

In 1994, DOE headquarters delegated greater 
authority to approve non-sensitive country visitors 
to the laboratories, approving a partial exception 
for Los Alamos and Sandia National Laboratories 
to forego background checks to help “reduce costs 
and processing backlogs.”  This resulted in almost 
automatic approval of some foreign visitors and 
fewer background checks.  The FBI and GAO 
subsequently found that “questionable visitors, 
including suspected foreign intelligence agents, 
had access to the laboratories without DOE and/or 
laboratory officials’ advance knowledge of the 
visitors’ backgrounds.”47 

Changes in records checks over the past decade 
also made it easier for individuals from sensitive 
countries to gain access to the laboratories. In 
1988, for example, all visitors from Communist 
countries required records checks regardless of the 
purpose of the visit. By 1996, records checks were 
required for visitors from only sensitive countries 
who visited secure areas or discussed sensitive 
subjects. 

In 1996 an internal DOE task force determined 
that the Department’s definitions of sensitive topics 
were not specific enough to be useful.  The task 
force directed the DOE offi ce of intelligence to 
develop a new methodology for defining sensitive 
topics, but did not set a due date.  The 1996 group 

also called for a Deputy Secretary–level review of 
foreign visits and assignments to be completed by 
June 1997. 48 The PFIAB panel found no evidence 
to suggest that these tasks were accomplished. 

In 1997, GAO found that DOE lacked clear criteria 
for identifying visits that involve sensitive subjects; 
US scientists may have discussed sensitive subjects 
with foreign nationals without DOE’s knowledge or 
approval; and the Department’s counterintelligence 
program had failed to produce comprehensive 
threat assessments that would identify likely 
facilities, technologies, and programs targeted 
by foreign intelligence.49 The study found that 
record checks were still not regularly conducted 
on foreign visitors from sensitive countries.50  Last 
year, 7,600 foreign scientists visited the weapons 
labs.51 Of that total, about 34 percent were from 
countries that are designated “sensitive” by the 
Department of Energy—meaning they represent a 
hostile intelligence threat. The GAO reported last 
year that foreign nationals had been allowed after-
hours and unescorted access to buildings.52 

Responsib i l i ty  

While cultural, structural, and historical problems 
have all figured into the management and security 
and counterintelligence failures of DOE, they 
should not be construed as an excuse for the 
deplorable irresponsibility within the agency, 
the pattern of inaction from those charged with 
implementation of policies, or the inconsistency of 
those in leadership positions. The panel identified 
numerous instances in which individuals were 
presented with glaring problems yet responded with 
foot-dragging, finger-pointing, bland reassurances, 
obfuscation, and even misrepresentations. 

The record of inattention and “false start” reforms 
goes back to the beginning of DOE.  There 
have been several Presidents; National Security 
Advisors; Energy Secretaries, Deputy Secretaries, 
Assistant Secretaries, and Lab Directors; DOE 
Office Directors and Lab managers; and Energy 
Department bureaucrats and Lab scientists who all 
must shoulder the responsibility and accountability. 
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As noted above, severe lapses in the security of 
the nation’s most critical technology, data, and 
materials were manifest at the creation of the 
DOE more than 20 years ago. Many, if not most, 
of the problems were identified repeatedly. Still, 
reforms flagged amid a lack of discipline and 
accountability.  The fact that virtually every one 
of those problems persisted—indeed, many of the 
problems still exist—indicates a lack of suffi cient 
attention by every President, Energy Secretary, and 
Congress. 

This determination is in no way a capitulation to 
the standard of “everyone is responsible, therefore 
no one is responsible.”  Quite the contrary, even 
a casual reading of the open-source reports on 
the Department’s problems presents one with a 
compelling narrative of incompetence that should 
have merited the aggressive action of the nation’s 
leadership. Few transgressions could violate the 
national trust more than inattention to one’s direct 
responsibility for controlling the technology of 
weapons of mass destruction. 

The PFIAB was not empowered, nor was it 
charged, to make determinations of whether 
specific acts of espionage or malfeasance 
occurred regarding alleged security lapses at the 
weapons labs. The PFIAB also was not tasked 
to issue performance appraisals of the various 
Presidents, Energy Secretaries, or members of the 
Congressional leadership during their respective 
terms in office.  However, an inquiry into the 
extent to which the system of administrative 
accountability and responsibility broke down at 
various times in history has been necessary to fulfi ll 
our charter.  In fairness, we have tried to examine 
the nature of the security problems at DOE’s 
weapons labs in many respects and at many levels, 
ranging from the circumstances of individuals and 
the dynamics of group behavior to the effectiveness 
of mid–level management, the clarity of the laws 
and regulations affecting the Department, and the 
effectiveness of leadership initiatives. 

The Record of  the Cl in ton Team 

To its credit, in the past two years the Clinton 
Administration has proposed and begun to 
implement some of the most far-reaching reforms 
in DOE’s history.  The 1998 Presidential Decision 
Directive on DOE counterintelligence (PDD-61) 
and Secretary Richardson’s initiatives are both 
substantial and positive steps. 

However, the speed and sweep of the 
Administration’s ongoing response does not 
absolve it of its responsibility in years past.  At 
the outset of the Clinton Administration—in 1993, 
when it inherited responsibility for DOE and the 
glaring record of mismanagement of the weapons 
laboratories—the incoming leadership did not give 
the security and counterintelligence problems at 
the labs the priority and attention they warranted.  
It will be incumbent on the DOE transition team 
for the incoming administration in 2001 to pay 
particular heed to these issues. 

While the track record of previous administrations’ 
responses to DOE’s problems is mixed, the 
panel members believe that the gravity of the 
security and counterintelligence mismanagement 
at the Department will, and should, overshadow 
post facto claims of due diligence by any 
administration—including the current one. 
Asserting that the degree of failure or success with 
DOE from one administration to the next is relative 
is, one might say, gilding a fig leaf. 

Each successive administration had more evidence 
of DOE’s systemic failures in hand: the Reagan 
Administration arrived to find several years’ worth 
of troubling evidence from the Carter, Ford, and 
Nixon years; the evidence had mounted higher 
by the time the Bush Administration took over; 
and even higher when the Clinton Administration 
came in. The Clinton Administration has acted 
forcefully, but it took pressure from below and 
outside the Administration to get the attention of 
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the leadership, and there is some evidence to raise 
questions about whether its actions came later than 
they should have, given the course of events that 
led the recent flurry of activity. 

The 1995 “Walk- In” Document  

In 1995, a US intelligence agency obtained 
information that has come to be called the “walk-
in” document. This document is a classifi ed 
PRC report that contains a discussion of various 
US nuclear warheads.  The PFIAB has carefully 
reviewed this document, related information, 
and the circumstances surrounding its delivery.  
Serious questions remain as to when it was written, 
why it was written, and why it was provided to 
the United States. We need not resolve these 
questions. The document unquestionably contains 
some information that is still highly sensitive, 
including descriptions, in varying degrees of 
specificity, of technical characteristics of seven 
US thermonuclear warheads.  This information 
had been widely available within the US nuclear 
weapons community, including the weapons labs, 
other parts of DOE, the Department of Defense, 
and private contractors, for more than a decade.  
For example, key technical information concerning 
the W-88 warhead had been available to numerous 
US Government and military entities since at 
least 1983 and could well have come from many 
organizations other than the weapons labs. 

W-88 Invest igat ion 

Despite the disclosure of information concerning 
seven warheads, despite the potential that the 
source or sources of these disclosures were other 
than the bomb designers at the national weapons 
labs, and despite the potential that the disclosures 
occurred as early as 1982, only one investigation 
was initiated.  That investigation focused on only 
one warhead—the W-88—only one category 
of potential sources—bomb designers at the 
national labs—and only a four-year window of 
opportunity.  It should have been pursued in a more 
comprehensive manner.  The allegations raised in 
the investigation should still be pursued vigorously, 

and the inquiry should be fully explored regardless 
of the conclusions that may result. 

The episode began as an administrative inquiry 
conducted by the DOE Office of Energy 
Intelligence, with limited assistance from the FBI. 
It developed into an FBI investigation, which is 
still under way today.  Allegations concerning this 
case and related activities highlighted the need for 
improvements in the DOE’s counterintelligence 
program, led along the way to the issuance of a 
Presidential Decision Directive revamping the 
DOE’s counterintelligence program, formed a 
substantial part of the information underlying the 
Cox Committee’s conclusions on nuclear weapons 
information, and ultimately led, at least in part, 
to the President’s decision to ask this Board to 
evaluate security and counterintelligence at the 
DOE’s weapons labs. 

It is not within the mandate of our review to solve 
the W-88 case or any other potential compromises 
of nuclear weapons information. Further, it is not 
within our mandate to conduct a comprehensive 
and conclusive evaluation of the handling of the 
W-88 investigation by the Department of Justice 
and FBI. 

It is, however, explicitly within our mandate to 
identify additional steps that may need to be taken 
to address the security and counterintelligence 
threats to the weapons labs. Also, it is within our 
standing PFIAB obligation under Executive Order 
12863 to assess the adequacy of counterintelligence 
activities beyond the labs.  In this regard, what we 
have learned from our limited review of the W-88 
case and other cases are significant lessons that 
extend well beyond these particular cases.  These 
lessons relate directly to additional steps we believe 
must be taken to strengthen our safeguards against 
current security and foreign intelligence threats. 

We have learned, for example, that under the 
current personnel security clearance system 
a person who is under FBI investigation for 
suspected counterintelligence activities may 
sometimes be granted a new or renewed clearance. 
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We also have learned that, although the written 
standards for granting a first clearance and for 
renewing an existing clearance may be identical, 
the actual practice that has developed—certainly 
within DOE and we strongly suspect elsewhere—is 
that clearance renewals will be granted on a lower 
standard. We find such inconsistency unacceptable. 
We think it appropriate for the National Security 
Council to review and resolve these issues. 

We have also learned that the legal weapons 
designed to fight the counterintelligence battles 
of the 1970s have not necessarily been rigorously 
adapted to fight the counterintelligence battles of 
the 1990s (and beyond).  For example, with the 
passage of more than 20 years since the enactment 
of the Foreign Intelligence Surveillance Act 
(FISA) of 1978, it may no longer be adequate to 
address the counterintelligence threats of the new 
millennium. We take no position on whether the 
statute itself needs to be changed. It may well 
still be sufficient.  However, based on all of the 
information we have reviewed and the interviews 
we have conducted and without expressing a view 
as to the appropriateness of the DOJ decision in 
the W-88 case, we do believe that the DOJ may 
be applying the FISA in a manner that is too 
restrictive, particularly in light of the evolution of 
a very sophisticated counterintelligence threat and 
the ongoing revolution in information systems.  
We also are concerned by the lack of uniform 
application across the government of various other 
investigative tools, such as employee waivers that 
grant officials appropriate authority to monitor 
sensitive government computer systems. 

Moreover, there does not exist today a systematic 
process to ensure that the competing interests 
of law enforcement and national security are 
appropriately balanced. Law enforcement, rightly 
so, is committed to building prosecutable cases.  
Leaving an espionage suspect in place to facilitate 
the gathering of more evidence often furthers this 
goal. The national security interest, in contrast, 
is often furthered by immediately removing a 
suspect from access to sensitive information 
to avoid additional compromises.  Striking the 
proper balance is never easy.  It is made all the 

more difficult when there is no regular process 
to ensure that balance is struck. We have learned 
in our review that this difficult decision often is 
made by officials who either are too focused on 
the investigative details or are too unaware of 
the details to make a balanced decision.  This is 
another matter deserving National Security Council 
attention. 

PFIAB Evaluat ion of  the In te l l igence 

Communi ty  Damage Assessment  

Following receipt of the “walk-in” document, CIA, 
DOE, Congress, and others conducted numerous 
analyses in an effort to determine the extent of 
the classified nuclear weapons information the 
PRC has acquired and the resultant threat to US 
national security.  Opinions expressed in the media 
and elsewhere have ranged from one extreme to 
the other.  On one end of the spectrum is the view 
that the Chinese have acquired very little classified 
information and can do little with it. On the 
other end is the view that the Chinese have nearly 
duplicated the W-88 warhead. 

After reviewing the available intelligence and 
interviewing the major participants in many of 
these studies, we conclude that none of these 
extreme views holds water.  For us, the most 
accurate assessment of China’s acquisition of 
classified US nuclear weapons information and the 
resultant threat to US national security is presented 
in the April 1999 Intelligence Community Damage 
Assessment. Written by a team of experts, 
this assessment was reviewed and endorsed by 
an independent panel of national security and 
nuclear weapons specialists, chaired by Admiral 
David Jeremiah.  We substantially agree with the 
assessment’s analysis and endorse its key findings. 

President ia l  Decis ion Direct ive 61:  Bir th  

and Intent  

In mid-1997, it became clear to an increasingly 
broader range of senior administration officials 
that DOE’s counterintelligence program was 
in serious trouble.53 In late July 1997, DOE 
officials briefed the President’s National Security 
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Advisor, who concluded that, while the real 
magnitude and national security implications of 
the suspected espionage needed closer scrutiny, 
there was, nonetheless, a solid basis for taking 
steps to strengthen counterintelligence measures 
at the labs. He requested an independent CIA 
assessment of China’s nuclear program and the 
impact of US nuclear information, and he directed 
that the National Counterintelligence Policy Board 
(NACIPB)54 review the DOE counterintelligence 
program. In September 1997, the National 
Security Advisor received the CIA assessment, 
and the NACIPB reported back that it had found 
“systemic and serious CI and security problems at 
DOE [had] been well documented over at least a 
ten year period” and “few of the recommendations 
in the past studies [had] been implemented.”  
The NACIPB made 25 recommendations to 
significantly restructure the DOE CI program; it 
also proposed that a Presidential Decision Directive 
or Executive Order be handed down to effect these 
changes. 

At a meeting on 15 October, the Director of Central 
Intelligence (DCI) and the FBI Director discussed 
with Secretary Pena and his Deputy Secretary the 
need to reform the DOE CI program. The DCI and 
FBI Director sought to make clear that there was 
an urgent need to act immediately, and “despite 
all the studies conducted, experience over time 
[had] shown that DOE’s structure and culture 
make reform difficult, if not impossible, from 
within.”  All agreed to develop an action plan that 
would serve as the basis for a Presidential Decision 
Directive (PDD).  Several senior officials involved 
felt that the necessary reforms would—without 
the mandate of a Presidential directive—have little 
hope of overcoming the anticipated bureaucratic 
resistance, both at DOE headquarters and at the 
labs. There was a clear fear that, “if the Secretary 
spoke, the bureaucracy wouldn’t listen; if the 
President spoke, the bureaucracy might at least 
listen.” 

During the winter of 1997, the NSC coordinated 
a draft PDD among the many agencies and 
departments involved. Serious disagreements arose 
over several issues, particularly the creation of 

independent reporting lines to the Secretary for the 
Intelligence and Counterintelligence Offi ces.  Also 
at issue was the subordination of the CI offi cers at 
the labs. Much of the resistance stemmed simply 
from individuals interested in preserving their turf 
won in previous DOE bureaucratic battles.  After 
much bureaucratic maneuvering and even vicious 
infighting, these issues were finally resolved, or so 
it seemed; and on 11 February 1998, the President 
signed and issued the directive as PDD-61. 

The full PDD remains classifi ed.  In our view, 
among the most significant of the 13 initiatives 
directed by PDD-61 are: 

• 	 The CI and foreign intelligence (FI) elements 
would be reconfigured into two independent 
offices and report directly to the Secretary of 
Energy. 

• 	 The Director of the new Office of CI (OCI) 
would be a senior executive from the FBI and 
would have direct access to the Secretary of 
Energy, the DCI, and the Director of the FBI. 

• 	Existing DOE contracts with the labs would 
be amended to include CI program goals and 
objectives and performance measures to evaluate 
compliance with these contractual obligations, 
and CI personnel assigned to the labs would 
have direct access to the lab directors and would 
concurrently report to the Director OCI. 

• 	Ninety days after his arrival, the incoming 
Director OCI would prepare a report for the 
Secretary of Energy that would address progress 
on the initiative, a strategic plan for achieving 
long-term goals, and recommendations on 
whether and to what extent other organizational 
changes may be necessary to strengthen CI. 

• 	Within 120 days, the Secretary of Energy would 
advise the Assistant to the President for National 
Security Affairs on the actions taken and specifi c 
remedies designed to implement this directive. 

On 1 April 1998, a senior executive from the FBI 
assumed his duties as the Director of the OCI 
and began his 90-day study.  He completed and 
forwarded the study to the Secretary of Energy 
on 1 July, the day after Secretary Pena resigned.  
The Acting Secretary, Elizabeth A. Moler, led a 
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review of the study and its recommendations.  On 
18 August, Secretary Richardson was sworn in. 
On 13 November, Richardson submitted the CI 
Action Plan required by the PDD to the National 
Security Advisor. He also met with lab CI Directors 
and DOE headquarters CI and Intelligence 
staff to discuss the implementation plan. The 
implementation plan continued to be developed by 
his staff, and the completed plan was delivered to 
Secretary Richardson on 3 February 1999. It was 
issued to the labs on 4 March. 

Timel iness of  PDD-61 

Criticism has been raised that the PDD took too 
long to issue and has taken too long to implement.  
Although the current National Security Advisor 
was briefed on counterintelligence concerns by 
DOE officials in April 1996, we are not convinced 
that the briefing provided a sufficient basis to 
require initiation of a broad Presidential directive at 
that time. We are convinced, however, that the July 
1997 briefing, which we are persuaded was much 
more comprehensive, was sufficient to warrant 
aggressive White House action.  We believe that, 
while the resulting PDD was developed and issued 
within a customary amount of time, these issues 
had such national security gravity that it should 
have been handled with more dispatch.  It is not 
surprising that there were disagreements over 
various issues. It is very disturbing that the DOE 
bureaucracy dug in its heels so deeply in resisting 
clearly needed reform. In fact, we believe that 
the NACIPB, created by PDD in 1994, was a 
critical factor in ram-rodding the PDD through to 
signature. Before 1994, there was no real structure 
or effective process for handling these kinds of 
issues in a methodical way.  Had the new structure 
not been in place and working, we doubt if the 
PDD would have made it. 

With regard to timeliness of implementation, we 
have far greater concern.  The PFIAB recognized 
that senior DOE officials would require some 
time to evaluate the new OCI Director’s 90-day 
study and that Secretary Richardson did not 
assume his DOE duties until mid-August, but we 
find unacceptable the more than four months that 

elapsed before DOE advised the National Security 
Advisor on the actions taken and specific remedies 
developed to implement the Presidential directive, 
particularly one so crucial. 

More critically, we are disturbed by bureaucratic 
foot-dragging and even recalcitrance that ensued 
after issuance of the Presidential Decision 
Directive.  Severe disagreements erupted 
over several issues, including whether the CI 
program would apply to all of the labs, and not 
just the weapons labs and the extent to which 
polygraph examinations would be used in the 
personnel security program. We understand 
that some DOE officials declined to assist in the 
implementation simply by declaring that, “It 
won’t work.”  The polygraph program was finally 
accepted into the DOE’s security reforms only 
after the National Security Advisor and the DCI 
personally interceded. The fact that the Secretary’s 
implementation plan was not issued to the labs until 
more than a year after the PDD was issued tells us 
DOE is still unconvinced of Presidential authority.  
We find worrisome the reports of repeated and 
recent resistance by Office of Management and 
Budget (OMB) officials toward requests for 
funding to implement the counterintelligence 
reforms mandated by PDD-61. We find vexing the 
reports we heard of OMB budgeters lecturing other 
government officials on the “unimportance” of 
counterintelligence at DOE. 

Secretary  Richardson’s  In i t ia t ives 

Since November 1998 and especially since April 
of this year, Secretary Richardson has taken 
commendable steps to address DOE’s security and 
counterintelligence deficiencies.  In November 
2000, in the action plan required by PDD-61, 
Secretary Richardson detailed 31 actions to 
be taken to reform DOE’s counterintelligence 
program. These actions addressed the structure 
of the counterintelligence program, selection and 
training of field counterintelligence personnel, 
counterintelligence analysis, counterintelligence 
and security awareness, protections against 
potential “insider threats,” computer security, and 
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relationships with the FBI, the Central Intelligence 
Agency, and the National Security Agency. 

Though many matters addressed in the action 
plan would require further evaluation before 
specific actions would be taken, immediate steps 
included granting to the OCI direct responsibility 
for programming and funding counterintelligence 
activities of all DOE field offices and 
laboratories, granting the Director OCI the sole 
authority to propose candidates to serve as the 
counterintelligence officers at the weapons labs, 
and instituting a policy for a polygraph program for 
employees with access to sensitive information. 

In April 1999, in an effort to eliminate multiple 
reporting channels and to improve lines of 
communications, direction, and accountability, 
Secretary Richardson ordered changes in the 
Department’s management structure.  In short, each 
of the 11 field offices reports to a Lead Program 
Secretarial Office (LPSO). The LPSO has “overall 
line accountability for site-wide environment, 
safety and health, for safeguards and security and 
for the implementation of policy promulgated by 
headquarters staff and support functions.”  A newly 
established Field Management Council is to be 
charged with program integration. 

In May 1999, Secretary Richardson announced 
substantial restructuring of the security apparatus at 
DOE. Among these is the new Office of Security 
and Emergency Operations, which will report 
directly to the Secretary.  It consists of the Offi ce 
of the Chief Information Offi cer, the Office of 
Emergency Management and Response, and the 
Office of Security Affairs, which will include the 
Office of Safeguards and Security, the Office of 
Nuclear and National Security Information, the 
Office of Foreign Visits and Assignments, and 
the Office of Plutonium, Uranium, and Special 
Material Inventory.  This office is responsible for 
all safeguards and security policy, cybersecurity, 
and emergency functions throughout DOE.  

Also announced was the creation of the Offi ce 
of Independent Oversight and Performance 
Assurance. It also will report directly to the 

Secretary to provide independent oversight for 
safeguards and security, special nuclear materials 
accountability, and other related areas. 

To support additional cyber-security improvements, 
DOE will be asking Congress for an additional $50 
million over the next two years.  Improvements 
are to include continual monitoring of DOE 
computers for unauthorized and improper use. 
Also, new controls will be placed on computers and 
workstations, removable media, removable drives, 
and other devices that could be used to download 
files.  In addition, warning “banners” are now 
mandatory on all computer systems to alert users 
that these systems are subject to search and review 
at the government’s discretion.  Cybersecurity 
training is also to be improved. 

Secretary Richardson further announced 
additional measures designed to strengthen DOE’s 
counterintelligence program. They include a 
requirement that DOE officials responsible for 
maintaining personnel security clearances be 
notified of any information that might affect the 
issuance or maintenance of such a clearance, even 
when the information does not rise to the level of 
a criminal charge; and mandatory reporting by all 
DOE employees of any substantive contact with 
foreign nationals from sensitive countries.  DOE 
also plans to strengthen its Security Management 
Board; accelerate actions necessary to correct 
deficiencies in security identified in the 1997/1998 
Annual Report to the President on Safeguards and 
Security; expedite improvements in the physical 
security of DOE nuclear weapons sites; and delay 
the automatic declassification of documents more 
than 25 years old. 

In sum, as of mid-June 1999, progress has been 
made in addressing counterintelligence and 
security.  Of note, all of the PDD-61 requirements 
are reported to have been substantially 
implemented. Other important steps also 
reportedly have been completed.  Among these are 
the assignment of experienced counterintelligence 
officers to the weapons labs. 
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Prospects  for  Reforms 

Although we applaud Secretary Richardson’s 
initiative, we seriously doubt that his initiatives 
will achieve lasting success.  Though certainly 
significant steps in the right direction, Secretary 
Richardson’s initiatives have not yet solved the 
many problems.  Significant objectives, all of 
which were identified in the DOE OCI study 
completed nearly a year ago, have not yet been 
fully achieved.  Among these unmet objectives 
are revising the DOE policy on foreign visits and 
establishing an effective polygraph examination 
program for selected, high-risk programs. 
Moreover, the Richardson initiatives simply do not 
go far enough. 

These moves have not yet accomplished some of 
the smallest fixes despite huge levels of attention 
and Secretarial priority.  Consider the following 
example: with all the emphasis of late on computer 
security, including a weeks-long standdown of 
the weapons labs computer systems directed by 
the Secretary, the stark fact remains that, as of the 
date of this report, a nefarious employee can still 
download secret nuclear weapons information to 
a tape, put it in his or her pocket, and walk out 
the door.  Money cannot really be the issue.  The 
annual DOE budget is already $18 billion.  There 
must be some other reason. 

Under the Richardson plan, even if the new 
“Security Czar” is given complete authority over 
the more than $800 million ostensibly allocated 
each year to security of nuclear weapons-related 
functions in DOE, he will still have to cross borders 
into other people’s fiefdoms, causing certain 
turmoil and infighting.  If he gets no direct budget 
authority, he will be left with little more than 
policy guidance.  Even then, as the head of a staff 
office under the most recent Secretary Richardson 
reorganization, he has to get the approval of 
yet another fiefdom, the newly created Field 
Management Council, before he can issue policy 
guidance. Moreover, he is unlikely to have much 
success in obtaining approval from that body when 
he is not even a member, and the majority of those 

who are members are the very program managers 
that his policy guidance would affect. 

Trouble Ahead 

Perhaps the most troubling aspect of the 
PFIAB’s inquiry is the evidence that the lab 
bureaucracies—after months at the epicenter of 
an espionage scandal with serious implications 
for US foreign policy—are still resisting reforms.  
Equally disconcerting, other agencies have joined 
the security skeptics’ list. In the past few weeks, 
officials from DOE and other agencies have 
reported to the Rudman panel: 

• 	 There is a heightened attention to security at the 
most senior levels of DOE and the labs, but at 
the midlevel tiers of management there has been 
lackluster response and “business as usual.” 

• 	Unclassified but sensitive computer networks 
at several weapons labs are still riddled with 
vulnerabilities. 

• 	Buildings that do not meet DOE security 
standards are still being used for open storage of 
weapons parts. 

• 	 Foreign nationals—some from sensitive 
countries—residing outside a weapons lab have 
remote dial-up access to unclassifi ed networks 
without any monitoring by the lab. 

• 	 In an area of a weapons lab frequented by 
foreign nationals, a safe containing restricted 
data was found unsecured.  Guards had not 
checked the safe since August 1998.  When 
confronted with the violation, a midlevel 
official is said to have implied that it was not an 
actual security lapse because the lock had to be 
“jiggled” to open the safe door. 

• 	A weapons lab was instructed to monitor its 
outgoing e-mail for possible security lapses. The 
lab took the minimal action necessary; it began 
monitoring e-mails but did not monitor the files 
attached to e-mails. 

• 	When Secretary Richardson ordered the recent 
computer stand down, there was great resistance, 
and when it came time to decide if the labs’ 
computers could be turned on again, a bevy 
of DOE officials fought to have final approval 
power. 
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Secur i ty  and Counter inte l l igence 

Accountabi l i ty  

The agency director should issue clear guidelines 
on security accountability.  The agency security 
chief must be accountable to the agency director 
for security policy at the labs, and the lab directors 
must be accountable to the agency director for 
compliance. The same system and process should 
be established to instill accountability among 
counterintelligence officials. 

Attentive, independent oversight will be critical 
to ensuring high standards of security and 
counterintelligence performance at the new 
agency.  In that regard, we welcome Senator John 
Warner’s recent legislative initiative to create a 
small, dedicated panel to oversee security and 
counterintelligence performance at the weapons 
labs. This oversight should include an annual 
certification process. 

Personnel  Secur i ty  

An Effective Personnel Security Program. The 
agency director should immediately undertake a 
total revamping of the “Q” clearance program and 
look to the security elements in the Intelligence 
Community for advice and support. This review 
should result in a complete rewrite of existing 
guidance and standards for the issuing, revoking, 
and suspending of security clearances. Special 
attention should be paid to establishing a clear— 
and relatively low—threshold for suspending 
clearances for cause, including pending criminal 
investigations. 

The review also should significantly strengthen the 
background investigation process by restructuring 
contracts to create incentives for thoroughness.  We 
strongly advocate abolishing the prevalent method 
of paying investigators “by the case.”  Strict 
“need-to-have” regulations should be issued for 
regular reviews of clearance requirements for all 
contract employees.  Those without a continuing 
need should have their clearances withdrawn.  
The National Security Council should review and 
resolve issues on a government-wide basis that 

permit a person who is under FBI investigation for 
suspected espionage to obtain a new or renewed 
clearance; existing standards for clearance renewal 
also should be reviewed with an eye toward 
tightening up. 

A Professional Administrative Inquiry Process. 
The agency Director should promulgate new 
agency guidelines and standards for security-
related administrative inquiries to ensure that 
proper security/counterintelligence procedures and 
methods are employed.  Very high professional 
qualification standards should be established 
and strictly maintained for all security personnel 
involved in administrative inquiries. 

Physical /Technical /Cyber  Secur i ty  

Comprehensive Weapons Lab Cybersecurity 
Program.  Under the sponsorship and specifi c 
guidance of the agency Director, the weapons labs 
should institute a broad and detailed program to 
protect all computer workstations, networks, links, 
and related systems from all forms of potential 
compromise. This program, which should be 
reviewed by and coordinated with appropriate 
offices within the US Intelligence Community, 
must include standard network monitoring tools 
and uniform configuration management practices.  
All lab computers and networks must be constantly 
monitored and inspected for possible compromise, 
preferably by an agency-sponsored, independent 
auditing body.  The appropriate agency security 
authority should conduct on a yearly basis a “best 
practices” review. 

Comprehensive Classified Document Control 
System. Document controls for the most sensitive 
data of the weapons labs should be re-instituted 
by the agency Director.  The program should be 
constantly monitored by a centralized agency 
authority to ensure compliance. 

Comprehensive Classification Review. The new 
agency, in coordination with the Intelligence 
Community, should promulgate new, concise, 
and precise classification guidance to define and 
ensure awareness of information and technologies 
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that require protection. This guidance should 
clear up the widespread confusion over what is 
export-controlled information; what information, 
when joined with other data, becomes classifi ed; 
and the differences between similarly named 
and seemingly boundless categories such as 
“unclassified controlled nuclear information” and 
“sensitive but unclassified nuclear information.” 

Business Issues 

Make Security an Integral Part of Doing 
Business. Security compliance must be a major 
requirement in every agency contract with the 
weapons labs. Rather than a detailed list of tasks, 
the contract should make clear the security and 
counterintelligence standards by which the lab 
will be held accountable. It is the responsibility 
of the lab to develop the means to achieve those 
objectives.  If a lab fails to conform to these 
standards and requirements, the agency should 
withhold performance award fees. 

Review the Process for Lab Management 
Contracts.  If the agency director has reason to 
open the bidding for lab management contracts, 
we strongly recommend an intensive market 
research effort.  Such an effort would help ensure 
that legitimate and competent bidders, with strong 
records for productive research and development, 
participate in the competition. 

Weapons Labs Foreign Visitors Program. This 
productive program should continue, but both the 
agency and the weapons labs, in concert, must 
ensure that secret information is protected. This 
means precise policy standards promulgated by 
the agency to ensure: the integrity of the secure 
areas and control over all foreign visitors and 
assignees, a clear demarcation between secure 
and open areas at the labs, strong enforcement 
of restrictions against sensitive foreign visitors 
and assignees having access to secure facilities, 
and sensible but firm guidelines for weapons lab 
employees’ contacts with foreign visitors from 
sensitive countries.  Exceptions should be made by 
the agency director on a case-by-case basis.  Clear, 
detailed standards should be enforced to determine 

whether foreign visits and appointments receive 
approval.  The burden of proof should be placed on 
the employees who propose to host visitors from 
sensitive countries.  Visits should be monitored by 
the labs and audited by an independent offi ce.  The 
bottom line: treat foreign visitors and assignees 
with the utmost courtesy, but assume they may well 
be collecting information for other governments. 

Foreign Travel Notification. The agency should 
institute a program whereby all agency and 
weapons lab employees in designated sensitive 
positions must make written notification of 
official and personal foreign travel well before 
departure. The agency must keep close records of 
these notifications and also ensure that effective 
counterintelligence briefings are provided to 
all such travelers.  Unless formally granted an 
exception, scientists for weapons labs should travel 
in pairs on official visits to sensitive countries. 

Counterintelligence. The FBI should explore the 
possibility of expanding foreign counterintelligence 
resources in its field offices near the weapons labs. 

In te l l igence Communi ty  Damage 

Assessment  of  China’s  Acquis i t ion of  US 

Nuclear  Weapons Informat ion 

Chinese strategic nuclear efforts have focused 
on developing and deploying a survivable long-
range missile force that can hold a signifi cant 
portion of the US and Russian populations at risk 
in a retaliatory strike.  By at least the late 1970s, 
the Chinese launched an ambitious collection 
program focused on the United States, including its 
national laboratories, to acquire nuclear weapons 
technologies. By the 1980s, China recognized that 
its second strike capability might be in jeopardy 
unless its force became more survivable. This 
probably prompted the Chinese to heighten their 
interest in smaller and lighter nuclear weapon 
systems to permit a mobile force. 

China obtained by espionage classifi ed US nuclear 
weapons information that probably accelerated 
its program to develop future nuclear weapons.  
This collection program allowed China to focus 
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successfully down critical paths and avoid less 
promising approaches to nuclear weapons designs. 

• 	China obtained at least basic design information 
on several modern US nuclear reentry vehicles, 
including the Trident II (W-88). 

• 	China also obtained information on a variety of 
US weapon design concepts and weaponization 
features, including those of a neutron bomb. 

• 	We cannot determine the full extent of 
weapon information obtained. For example, 
we do not know whether any weapon design 
documentation or blueprints were acquired. 

• 	We believe it is more likely that the Chinese 
used US design information to inform their own 
program than to replicate US weapon designs. 

China’s technical advances have been made on 
the basis of classified and unclassified information 
deriving from espionage, contact with US and other 
countries’ scientists, conferences and publications, 
unauthorized media enclosures, declassifi ed US 
weapons information, and Chinese indigenous 
development.  The relative contribution of each 
cannot be determined. 

Regardless of the source of the weapons 
information, it has made an important contribution 
to the Chinese objective to maintain a second strike 
capability, and it has provided useful information 
for future designs. 

Significant deficiencies remain in the Chinese 
weapons program. The Chinese almost certainly 
are using aggressive collection efforts to address 
deficiencies as well as to obtain manufacturing and 
production capabilities from both nuclear and non-
nuclear sources. 

To date, the aggressive Chinese collection effort 
has not resulted in any apparent modernization of 
their deployed strategic force or any new nuclear 
weapons deployment. 

China has had the technical capability to develop a 
multiple independently targetable reentry vehicle 
(MIRV) system for its large, currently deployed 
ICBM for many years but has not done so. US 
information acquired by the Chinese could help 
them develop a MIRV for a future mobile missile. 

We do not know if US classified nuclear 
information acquired by the Chinese has been 
passed to other countries. Having obtained more 
modern US nuclear technology, the Chinese 
might be less concerned about haring their older 
technology. 
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This Report contains information that is or may 
be subject to the protections of the Privacy Act 
of 1974, as amended, 5 U.S.C. § 552a, or that 
otherwise may implicate the privacy interests of 
various current or former federal employees and 
private citizens. 

This unclassified report has been prepared from 
the July 13, 1999 version of the classified Report 
of Investigation at the request of the Senate Select 
Committee on Intelligence. Information in this 
version is current as of the date of the original 
report. All classified information contained in the 
original Report of Investigation has been deleted. 

INTRODUCTION 

1. John M. Deutch held the position of Director 
of Central Intelligence (DCI) from May 10, 
1995 until December 14, 1996. Several days 
after Deutch’s official departure as DCI, 
classified material was discovered on Deutch’s 
government-owned computer, located at his 
Bethesda, Maryland residence. 

2. The computer had been designated for 
unclassified use only and was connected to a 
modem. This computer had been used to access 
[an Internet Service Provider (ISP)], the Internet, 
[Deutch’s bank], and the Department of Defense 
(DoD). This report of investigation examines 
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Deutch’s improper handling of classified 
information during his tenure as DCI and how 
CIA addressed this matter. 

3. 	Currently, Deutch is a professor at the 
Massachusetts Institute of Technology.  He 
also has two, no-fee contracts with the CIA.  
The first is to provide consulting services 
to the current DCI and his senior managers; 
this contract went into effect on December 
16, 1996, has been renewed twice, and will 
expire in December 1999.  The second contract 
is for Deutch’s appointment to serve on the 
Commission to Assess the Organization of the 
Federal Government to Combat the Proliferation 
of Weapons of Mass Destruction (Proliferation 
Commission). Under the terms of the second 
contract, this appointment will continue until the 
termination of the Commission. 

SUMMARY 

4. 	The discovery of classified information on 
Deutch’s unclassified computer on December 
17,1996 was immediately brought to the 
attention of senior Agency managers.  In 
January 1997, the Office of Personnel Security 
(OPS), Special Investigations Branch (SIB), 
was asked to conduct a security investigation 
of this matter.1 A technical exploitation team, 
consisting of personnel expert in data recovery, 
retrieved the data from Deutch’s unclassified 
magnetic media and computers. The results 
of the inquiry were presented to CIA senior 
management in the spring and summer of 1997. 

5. 	The Office of General Counsel (OGC) had 
been informed immediately of the discovery of 
classified information on Deutch’s computer.  
Although such a discovery could be expected 
to generate a crimes report to the Department 
of Justice (DoJ), OGC determined such a 
report was not necessary in this case.  No other 
actions, including notification of the Intelligence 
Oversight Committees of the Congress2 or the 
Intelligence Oversight Board of the President’s 
Foreign Intelligence Advisory Board, were taken 
until the Office of Inspector General (OIG) 

opened a formal investigation in March 1998.  
On March 19, 1998, OIG referred the matter to 
DoJ. On April 14,1999, the Attorney General 
declined prosecution and suggested a review 
to determine Deutch’s suitability for continued 
access to classified information. 

6. 	Deutch continuously processed classifi ed 
information on government-owned desktop 
computers configured for unclassified use during 
his tenure as DCI. These unclassified computers 
were located in Deutch’s Bethesda, Maryland 
and Belmont, Massachusetts residences,3 his 
offices in the Old Executive Office Building 
(OEOB), and at CIA Headquarters. Deutch 
also used an Agency-issued unclassified laptop 
computer to process classified information.  
All were connected to or contained modems 
that allowed external connectivity to computer 
networks such as the Internet.  Such computers 
are vulnerable to attacks by unauthorized 
persons. CIA personnel retrieved [classified] 
information from Deutch’s unclassified 
computers and magnetic media related to covert 
action, Top Secret communications intelligence 
and the National Reconnaissance Program 
budget. 

7. 	The OIG investigation has established that 
Deutch was aware of prohibitions relating to 
the use of unclassified computers for processing 
classified information.  He was further aware 
of specific vulnerabilities related to the use of 
unclassified computers that were connected to 
the Internet. Despite this knowledge, Deutch 
processed a large volume of highly classified 
information on these unclassifi ed computers, 
taking no steps to restrict unauthorized access 
to the information and thereby placing national 
security information at risk. 

8. 	Furthermore, the OIG investigation noted 
anomalies in the way senior CIA officials 
responded to this matter.  These anomalies 
include the failure to allow a formal interview 
of Deutch, and the absence of an appropriate 
process to review Deutch’s suitability for 
continued access to classifi ed information. 
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BACKGROUND 

9. 	In 1998, during the course of an unrelated 
investigation, OIG became aware of additional 
circumstances surrounding an earlier allegation 
that in 1996 Deutch had mishandled classifi ed 
information. According to the 1996 allegation, 
classified information was found on a computer 
configured for unclassified use at Deutch’s 
Maryland residence. This computer had been 
used to connect to the Internet. Additionally, 
unsecured classified magnetic media was found 
in Deutch’s study at the residence.  Further 
investigation uncovered additional classified 
information on other Agency-owned unclassified 
computers issued to Deutch. In 1998, OIG 
learned that senior Agency officials were 
apprised of the results of the OPS investigation 
but did not take action to properly resolve this 
matter.  The Inspector General initiated an 
independent investigation of Deutch’s alleged 
mishandling of classified information and 
whether the matter was appropriately dealt with 
by senior Agency officials. 

PROCEDURES AND RESOURCES 

10. 	OIG assigned a Supervisory Investigator, fi ve 
Special Investigators, a Research Assistant, and 
a Secretary to this investigation.  The team of 
investigators interviewed more than 45 persons 
thought to possess knowledge pertinent to the 
investigation, including Deutch, DCI George 
Tenet, former CIA Executive Director Nora 
Slatkin, former CIA General Counsel Michael 
O’Neil, and [the] former FBI General Counsel. 
The team reviewed security files, memoranda 
for the record written contemporaneously with 
the events under investigation, data recovered 
from Deutch’s unclassified magnetic media, 
Congressional testimony, and material related 
to cases involving other individuals who 
mishandled classified information. Pertinent 
information was also sought from the National 
Security Agency (NSA), the DoD, and an 
Internet service provider (ISP).  In addition, 
the team reviewed applicable criminal statutes, 

Director of Central Intelligence Directives, and 
Agency rules and regulations. 

QUESTIONS PRESENTED 

11. 	This Report of Investigation addresses the 
following questions: 

• 	Why was Deutch issued government computers 
configured for unclassified use and were his 
computer systems appropriately marked as 
unclassified? 

• 	Why was Deutch permitted to retain government 
computers after resigning as DCI? 

• 	What information was found on Deutch’s 
magnetic media? 
• 	 How was the classified material discovered? 
• 	 What steps were taken to gather the material? 
• 	 What steps were taken to recover information 

residing on Deutch’s magnetic media? 
• 	 What are some examples of the classified 

material that was found? 
• 	What vulnerabilities may have allowed the 

hostile exploitation of Deutch’s unprotected 
computer media? 
• 	 What was the electronic vulnerability of 


Deutch’s magnetic media? 

• 	 What was the physical vulnerability of 


Deutch’s magnetic media?

• 	Could it be determined if classifi ed information 

on Deutch’s unclassified computer was 
compromised? 

• 	What knowledge did Deutch have concerning 
vulnerabilities associated with computers? 
• 	 What is Deutch’s recollection? 
• 	 What did Deutch learn at [an] operational 

briefing? 
• 	 What was Deutch’s Congressional testimony? 
• 	 What are the personal recollections of DCI 

staff members? 
• 	Had Deutch previously been found to mishandle 

classified information? 
• 	What laws, regulations, agreements, and policies 

have potential application? 
• 	How was a similar case handled? 
• 	What actions did senior Agency officials take in 

handling the Deutch case? 
• What actions were taken by senior Agency 
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officials after learning of this matter? 
• 	 How were the Maryland Personal Computer 

Memory Card International Association 
(PCMCIA) cards handled? 

• 	 What was the course of the Special 

Investigations Branch’s investigation of 

Deutch?


• 	Should a crimes report initially have been filed 
on Deutch in this case? 

•	 Should application of the Independent Counsel 
statute have been considered? 

• 	Were senior Agency officials obligated to notify 
the Congressional oversight committees or the 
Intelligence Oversight Board of the President’s 
Foreign Intelligence Advisory Board? Were 
these entities notified? 

• 	Why was no administrative sanction imposed on 
Deutch? 

• 	What was OIG’s involvement in this case? 
• 	 When did OIG first learn of this incident? 
• 	 Why did OIG wait until March 1998 to open 

an investigation? 
• 	 What steps were taken by OIG after opening 

its investigation? 
• 	What is Deutch’s current status with the CIA? 
• 	What was the disposition of OIG’s crimes report 

to the Department of Justice?

  CHRONOLOGY OF SIGNIFICANT EVENTS 

1995 

January 1 	 John Deutch establishes Internet 
access via an [ISP provider]. 

May 10 	 Deutch sworn in as DCI. 

June 15 	 Earliest classified document later  
recovered by technical exploitation  
team. 

August 1 	 Deutch receives [a] briefing on  
computer attacks. 

1996 

December 5 	 Deutch requests that he be able to 
retain computers after he leaves  
office. 

December 13 Deutch signs a no-fee-consulting 
contract permitting him to retain 
government computers. 

December 14 Deutch’s last day as DCI. 

December 17 Classified information found on  
Deutch’s computer in Bethesda,  
Maryland. Slatkin and O’Neil  
notified.  Slatkin notifies Tenet  
within a day.  O’Neil informs 
Deutch of discovery. 

December 23 Four PCMCIA cards retrieved  
from Deutch and given to O’Neil. 

December 27 Hard drive from Deutch’s  
Maryland computer retrieved. 

December 28 Chief/DCI Administration informs  
IG Hitz of discovery at Deutch’s  
residence. 

December 30 Hard drives from residences given  
to O’Neil. 

1997 

January 6 OPS/SIB initiates investigation on  
Deutch.  PDGC and the 
OPS Legal Advisor discuss issue  
of a crimes report. 

January 9 O’Neil releases to DDA Calder  
and C/SIB the hard drives from  
the residences and two of six  
PCMCIA cards.  O’Neil retains 
four PCMCIA cards from the 
Maryland residence. 

January 9 Memo from ADCI to D/OPS  
directing Deutch to keep  
clearances through 
December 1997. 

January 13 Technical exploitation team begins  
the recovery process. 
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January 22 Technical exploitation team  
documents that two hard drives  
contain classified information  
and had Internet exposure  
after classified material placed on  
drives. 

January 30 O’Neil speaks with FBI General 
Counsel and was reportedly told  
that FBI was 
not inclined to investigate. 

February 3 O’Neil releases four remaining 
PCMCIA cards that are  
subsequently exploited. 

February 21 C/SIB meets with OIG officials to  
discuss jurisdictional issues. 

February 27 D/OPS tasked to review all  
material on hard drives and  
PCMCIA cards. 

March 11 D/OPS completes review of  
17,000 pages of recovered items. 

July 8 D/OPS’s report to ADCI prepared  
for distribution. Included on  
distribution are Slatkin, O’Neil,  
and Richard Calder. 

July 21 Slatkin is replaced as Executive  
Director. 

July 30 PDGC reaffirms with OGC  
attorney that original disks  
and hard drives need to be 
destroyed to ensure protection of  
Deutch’s privacy. 

August 11 PDGC appointed Acting General  
Counsel and O’Neil goes on  
extended annual leave. 

August 12 Technical exploitation team  
confirms selected magnetic media  
were destroyedper instruction of  
D/OPS. 

September 8 Slatkin leaves CIA. 

October 1 O’Neil retires from CIA. 

November 24  DCI approves Deutch and other  
members of the Proliferation  
Commission for  temporary 
staff-like access to CIA  
information and facilities without  
polygraph. 

1998 

February 6 OIG is made aware of additional  
details of the SIB investigation  
and subsequently opens a formal 
investigation. 

March 19 IG forwards crimes report to DoJ. 

May 8 IG letter to IOB concerning 
Deutch investigation. 

June 2 DCI notifies oversight committees  
of investigation. 

1999 

April 14 Attorney General Reno declines  
prosecution and suggests a review  
of Deutch’ssecurity clearances. 

FINDINGS 

WHY WAS DEUTCH ISSUED GOVERNMENT 

COMPUTERS CONFIGURED FOR 

UNCLASSIFIED USE AND WERE HIS 

COMPUTER SYSTEMS APPROPRIATELY 

MARKED AS UNCLASSIFIED? 

12. 	The then-Chief of the Information Services 
Management Staff (C/ISMS) for the DCI Area, 
recalled that prior to Deutch’s confirmation 
as DCI, she was contacted by [Deutch’s 
Executive Assistant] regarding computer 
requirements for Deutch. C/ISMS, who would 
subsequently interface with [the Executive 
Assistant] on a routine basis, learned that 
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Deutch worked exclusively on Macintosh 
computers. An Information Security (Infosec) 
Officer assigned to ISMS recalled C/ISMS 
stating that [the Executive Assistant] instructed 
[her] to provide Internet service at the 7th 
floor Headquarters suite, OEOB, and Deutch’s 
Maryland residence. 

13. 	According to C/ISMS, Deutch’s requirements, 
as imparted by [his Executive Assistant], were 
for Deutch to have not only access to the 
Internet, including electronic messaging, but 
access to CIA’s classified computer network 
from Deutch’s offices in CIA Headquarters, 
OEOB, and his Maryland residence. In 
addition, Deutch was to be issued an 
unclassified laptop with Internet capability for 
use when traveling. 

14. 	A computer specialist, who had provided 
computer support to Deutch at the Offi ce of 
the Secretary of Defense, confirmed that, at 
Deutch’s request, he had been hired by CIA to 
establish the same level of computer support 
Deutch had received at the Pentagon.  At 
CIA, the computer specialist provided regular 
and close computer support to Deutch on 
an average of once a week.  The computer 
specialist recalled [that Deutch’s Executive 
Assistant] relayed that he and Deutch had 
discussed the issue of installing the classifi ed 
computer at Deutch’s Maryland residence, and 
Deutch either did not believe he needed or was 
not comfortable having the classified computer 
in his home. 

15. 	[Deutch’s Executive Assistant] also 
remembered discussions about locating a 
classified computer at Deutch’s Maryland 
residence. [The Executive Assistant], however, 
could not recall with any certainty if the 
computer had in fact been installed.  [The 
Executive Assistant] said that a classified 
system had been installed at his own residence. 
However, after using it once, he found its 
operation to be difficult and time consuming, 
and he had it removed from his residence.  
[The Executive Assistant’s] experience with 

the deployed classified system may have 
influenced Deutch to decide he did not want 
one located at his Maryland residence. If so, 
[the Executive Assistant] would have informed 
the ISMS representative of Deutch’s decision. 

16. 	C/ISMS recalled [the Executive Assistant] 
telling her he was not sure Deutch required 
a classified computer system at Deutch’s 
Maryland residence. 

17. 	A Local Area Network (LAN) technician 
installed classified and unclassified Macintosh 
computers in Deutch’s 7th floor Headquarters 
office and in Deutch’s OEOB office.  The 
technician also installed a computer confi gured 
for unclassified use at Deutch’s Maryland 
residence. The technician stated that Deutch 
was also provided with an unclassified laptop 
that had an internal hard drive with modem 
and Internet access. The computer specialist 
installed an unclassified computer at Deutch’s 
Belmont residence several months after Deutch 
was appointed DCI. 

18. 	Personal Computer Memory Card International 
Association (PCMCIA) cards are magnetic 
media capable of storing large amounts of 
data. According to the computer specialist, 
Deutch’s unclassified computers were 
equipped with PCMCIA card readers. The 
computer specialist said this confi guration 
afforded Deutch the opportunity to write 
to the cards and back up information. One 
PCMCIA card would reside at all times in a 
reader that was attached to the unclassifi ed 
computer, and the other PCMCIA card would 
be in Deutch’s possession.  The computer 
specialist stated that Deutch valued the 
ability to access, at several locations, data on 
which he was working.  C/ISMS stated that 
all the unclassified computers and PCMCIA 
cards provided for Deutch’s use contained a 
green label indicating the equipment was for 
unclassified purposes.  The LAN technician 
also stated that a concern was to label all 
of Deutch’s automated data processing 
equipment and magnetic media, including 
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monitors and PCMCIA cards, as either 
“unclassified” (green label) or “Top Secret” 
(purple label). The technician stated that 
his purpose was to make it perfectly clear to 
Deutch and anyone else using these systems, 
what was for classified and unclassified use. 

19. 	The OIG has in its possession eight PCMCIA 
cards that had been used by Deutch. Seven 
of the eight cards were labeled unclassifi ed; 
the eighth was not labeled.  Four of the cards 
were from the Maryland residence. Three 
of the cards were from CIA Headquarters 
and one was from the OEOB.  In addition, 
OIG received four Macintosh computers 
and one Macintosh laptop that were used by 
Deutch. The laptop and two of the computers 
were marked with green unclassified labels; 
the other two computers were marked with 
purple classified labels.  One of the classifi ed 
computers was determined to have come from 
Deutch’s 7th floor Headquarters office; the 
other from his OEOB office. 

WHY WAS DEUTCH PERMITTED TO 

RETAIN GOVERNMENT COMPUTERS AFTER 

RESIGNING AS DCI? 

20. 	In a Memorandum for the Record (MFR) dated 
December 30, 1996, [the] then Chief DCI 
Administration (C/DCI Administration), noted 
that Deutch announced on December 5, 1996 
that he would resign as DCI.  That same day, 
according to C/DCI Administration’s MFR, 
Deutch summoned [him] to his office. Deutch 
told [him] “to look at a way in which he could 
keep his government computers.” 

21. 	The C/DCI Administration’s MFR indicated 
that on December 6, 1996, he spoke with 
[the then] Chief of the Administrative Law 
Division4 (C/ALD) in OGC, to ask if Deutch 
could retain his Agency-issued, unclassified 
computer after leaving CIA.  C/ALD 
reportedly said that he had concerns with 
government-owned property that was to be 
utilized for personal use. He advised that he 
would discuss the matter with the Principal 
Deputy General Counsel (PDGC). 

22. 	On December 9, 1996, C/DCI Administration 
asked ISMS personnel to identify a system 
configuration which was identical to Deutch’s. 
[He] hoped that Deutch would purchase a 
computer instead of retaining a government-
owned computer. 

23. 	According to a December 19, 1996 MFR 
signed by C/ALD and the PDGC, [C/ALD] 
discussed with [her] the request to loan 
computers to Deutch.5 [She] mentioned the 
request to General Counsel Michael O’Neil, 
and stated: 

The only legal way to loan the computers to 
the DCI would be if a contract was signed 
setting forth that John Deutch was a consultant 
to the CIA, and that the computers were being 
loaned to Mr. Deutch to be used solely for 
U.S. Government business. 

24. 	Despite her reservations, the PDGC was told 
by O’Neil to work with C/DCI Administration 
to formulate a contract for Deutch to be 
an unpaid consultant. The contract would 
authorize the provision of a laptop computer 
for three months and a desktop computer for 
up to a year. 

25. 	According to the MFR: 

On or about 11 December, [the PDGC] was 
informed by [C/DCI Administration] that 
the DO wanted the computers loaned to him 
because they had the DO’s personal fi nancial 
data on them and he wanted access to that 
data. [C/DCI Administration] learned this 
information in conversation with the DCI.  
[The PDGC] informed [C/ALD] of this 
development, and they both agreed that it was 
improper to loan the computers to the DCI if 
the true purpose of the loan was to allow the 
DCI to have continued access to his personal 
information. [The PDGC] and [C/ALD] also 
expressed concern that the computers should 
not have been used by the DCI to store personal 
fi nancial records since this would constitute 
improper use of a government computer.  [C/ 
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ALD] held further conversations with [C/ 
DCI Administration] at which time [C/ALD] 
suggested that the DCI’s personal fi nancial data 
be transferred to the DCI’s personal computer 
rather than loaning Agency computers to the 
DCI. [C/DCI Administration] stated that this 
proposal would not work because the DCI 
did not own any personal computers. It was 
then suggested that the DCI be encouraged to 
purchase a personal computer and that the DCI 
personal fi nancial records be transferred to the 
computer. 

26. 	On December 10, 1996, a no-fee contract was 
prepared between John Deutch, Independent 
Contractor, and the CIA.  Deutch was to 
provide consulting services to the DCI and 
senior managers, was to retain an Agency-
issued laptop computer for three months, 
and would retain an Agency-issued desktop 
computer for official use for one year. 

27. 	C/DCI Administration’s MFR notes that on 
December 13,1996, he spoke with O’Neil 
on the telephone. O’Neil directed that 
the contract being prepared for Deutch be 
modified to authorize Deutch two computers 
for a period of one year.  The contract was 
revised on December 13, 1996; the reference 
to the laptop was deleted but Deutch was to 
retain two Agency-issued desktop computers 
and two STU-III secure telephones for one 
year. 

28. 	According to the C/DCI Administration’s 
MFR, on December 12, 1996, [he] again met 
with Deutch to discuss matters relating to 
Deutch’s departure. The computer issue was 
again discussed: 

I mentioned again that I had “strong 
reservations” about Mr. Deutch maintaining the 
Government-owned computers and restated that 
we would be happy to assist moving Mr. Deutch 
to a personally-owned platform.  Mr. Deutch 
slammed shut his pen drawer on his desk and 
said thanks for everything without addressing 
the issue. 

29. 	According to the C/ALD and PDGC MFR, 
they met with O’Neil on December 13, 1996 
to discuss the loan of the computers to Deutch. 
[They] expressed concern that the loan of 
the computers would be improper if Deutch 
intended to use the computers for personal 
purposes. O’Neil stated that he had discussed 
the matter with Deutch, and Deutch knew 
he could not use the computers for personal 
purposes. O’Neil also stated, according to 
the MFR, that Deutch had his own personal 
computers and that Deutch would transfer 
any personal data from the CIA computers to 
his own.  O’Neil said that the contract, which 
only called for the loan of two computers, 
had to be re-drafted so that it would cover the 
loan of a third computer.  O’Neil advised that 
Deutch would not agree to an arrangement in 
which he would simply use his own computers 
for official work in place of a loaned CIA 
computer.6 

30. The PDGC recalls standing in the receiving line 
at a farewell function for Deutch and being 
told by Deutch’s wife, “I can’t believe you 
expect us to go out and buy another computer.” 

31. 	The MFR indicates that [the two OGC 
attorneys] dropped their objections to the loan 
of the computers, based on assurances from 
O’Neil that Deutch understood the computers 
would only be used for official purposes, and 
he would transfer his personal financial data to 
his own computer. 

32. The contract was signed on December 13, 1996 
by O’Neil and Deutch. The effective date 
for the contract was December 16, 1996. The 
contract states that Deutch “shall retain, for 
Government use only, two (2) Agency-issued 
desktop computers and two (2) STU-III’s for 
the period of one year.”  Instead, Deutch was 
issued three PCMCIA cards and two PCMCIA 
card readers and all government-owned 
computers were returned to the Agency.  On 
June 23, 1997, he purchased the cards and 
readers from CIA for $1,476. 
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WHAT INFORMATION WAS FOUND ON 

DEUTCH’S MAGNETIC MEDIA? 

How was the c lassi f ied mater ia l  

d iscovered? 

33. 	Each of the two, unclassified, Agency-owned 
computers that were to be loaned to Deutch 
under the provisions of the December 
13, 1996 contract were already located at 
Deutch’s Maryland and Belmont residences.  
To effect the loan of the computers, C/DCI 
Administration, after consulting with Deutch 
and his personal assistant, requested that an 
Infosec Officer perform an inventory of the 
two government-owned Macintosh computers 
and peripherals at the Deutch residences. 
In addition, the Infosec Officer was to do a 
review to ensure no classified material had 
been accidentally stored on these computers. 
While at the Deutch residences, a contract 
engineer was to document the software 
applications residing on the computers and, 
at Deutch’s request, install several software 
applications. This software included 
FileMaker Pro (e.g., a database) that was to be 
used with a calendar function and Lotus Notes 
that would be used with an address book.  
Deutch has no recollection of authorizing an 
inventory or a personal visit to his residences 
and questions the appropriateness of such a 
visit. 

34. 	On December 17, 1996, the contract network 
engineer and the Infosec Officer, escorted 
by a member of the DCI security protective 
staff, entered Deutch’s Maryland residence 
to conduct the review of the unclassified 
Macintosh computer and its peripherals. The 
Infosec Officer reviewed selected data on the 
computer and two PCMCIA cards, labeled 
unclassified, located in each of two PCMCIA 
card drives.  Two other PCMCIA cards, one 
labeled unclassified and the other not labeled, 
were located on Deutch’s desk. 

35. 	The Infosec Officer’s initial review located six 
files containing what appeared to be sensitive 

or classified information.  Although the 
Infosec Officer believed that numerous other 
classified or sensitive files were residing on the 
computer, he concluded the system was now 
classified and halted his review.  The contract 
network engineer agreed the system should be 
considered classified based on the information 
residing on the computer. 

36. 	In addition to these six files, the contract 
network engineer and the Infosec Officer 
noted applications that allowed the Macintosh 
computer external connectivity via a FAX 
modem. The computer also had accessed 
the Internet via [an ISP], a DoD unclassifi ed 
e-mail system, and [Deutch’s bank] via its 
proprietary dial-up software. 

What s teps were taken to  gather  the 

mater ia l?  

37. 	The Infosec Officer telephoned C/DCI 
Administration and informed him of the 
discovery of classified material.  Although 
normal information security practice would 
have been to immediately confiscate the 
classified material and equipment, C/DCI 
Administration advised the Infosec Offi cer 
to await further instruction.  [He] proceeded 
to contact then-CIA Executive Director 
Nora Slatkin. She referred him to O’Neil 
for guidance. [He] stated that he consulted 
with O’Neil, who “requested that we print off 
copies of the documents for his review.”  [He] 
contacted the Infosec Officer and instructed 
him to copy the six classified/sensitive files 
to a separate disk and return to Headquarters. 
The Infosec Officer copied five of the six 
files.7 

38. 	After returning to Headquarters, the contract 
network engineer recalled being contacted by 
O’Neil. O’Neil advised that he had spoken 
with Deutch, and Deutch could not understand 
how classified information came to be found 
on the computer’s hard drive.  O’Neil wanted 
to know if any extraordinary measures were 
used to retrieve the classified documents 
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and was told the documents were simply 
opened using Microsoft Word.  O’Neil asked 
the contract network engineer to wait while 
Deutch was again contacted. 

Director for Administration (ADDA),8 to 
contact O’Neil for assistance in expeditiously 
retrieving Deutch’s Macintosh computers from 
the Maryland and Belmont residences. 

39. Shortly thereafter, the contract engineer stated 
that Deutch telephoned him and said he could 
not understand how classified information 
could have been found on the computer’s hard 
drive as he had stored such information on 

42. On the evening of December 27, 1996, the 
contract network engineer visited Deutch’s 
Maryland residence, removed Deutch’s 
hard drive, and delivered it to C/DCI 
Administration. On December 30, 1996, 

the PCMCIA cards. The contract engineer 
told Deutch that the classifi ed information 

DCI Security Staff delivered to C/DCI 
Administration the hard drive from Deutch’s 

had been found on the PCMCIA cards. Belmont residence. Both hard drives were 

40. 

41. 

The contract engineer recalled suggesting 
that Deutch might want a new hard drive 
and replacement PCMCIA cards to store 
unclassified files that could be securely copied 
from Deutch’s existing PCMCIA cards.  
According to the contract engineer, Deutch 
agreed but wanted to review the PCMCIA 
card files first because they contained personal 
information. 

On December 23, 1996, Deutch provided 
the four PCMCIA cards from his Maryland 
residence to the DCI Security Staff.  These 
four cards were delivered to O’Neil the same 
day. 

On December 27, 1996, the contract network 
engineer advised C/DCI Administration 
that two PCMCIA cards previously used 
by Deutch had been located in an offi ce 
at Headquarters. One of the cards had an 
unclassified sticker and was labeled as 

43. 

44. 

then delivered to O’Neil. 

On January 6, 1997, OPS/SIB, upon the 
approval of Slatkin, initiated an internal 
investigation to determine the security 
implications of the mishandling of classifi ed 
information by Deutch. 

According to Slatkin, she, O’Neil, and Richard 
Calder, Deputy Director for Administration 
had several discussions about how to proceed 
with the investigation.  She also discussed 
with Acting DCI Tenet the issue of how to 
proceed. As a result, a select group was 
created to address this matter.  Its purpose 
was to (1) take custody of the magnetic 
media that had been used by Deutch, (2) 
review Deutch’s unclassified magnetic media 
for classified data, (3) investigate whether 
and to what extent Deutch mishandled 
classified information, and (4) determine 
whether classified information on Deutch’s 

“Deutch’s Personal Disk.”  The other did not 
have either a classification sticker or a label.  
The files on the card with the unclassified 

computers that had Internet connectivity was 
compromised. 

sticker had been erased; however, the contract 
network engineer was able to recover data by 
the use of a commercially available software 
utility.  Although labeled “unclassified,” the 
contract network engineer noted that the files 
contained words such as “Secret,” “Top Secret 
Codeword,” “CIA,” and the name of an Office 

45. By January 13, 1997, all hardware and files 
that had been used by Deutch, except four 
PCMCIA cards retrieved from Deutch’s 
Maryland residence on December 23, 1996, 
were in SIB’s possession.  On February 3, 
1997, O’Neil released the four PCMCIA 
cards to Calder, who transferred them to the 

of Development and Engineering facility.  
This discovery caused C/DCI Administration, 
on the advice of [the] Associate Deputy 

group on February 4, 1997. Then-Director 
of Personnel Security (D/OPS) headed the 
group. Calder was the senior focal point for 
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the group. In addition, a technical exploitation 
team was formed to exploit the magnetic 
media. 

What s teps were taken to  recover  

in format ion res id ing on Deutch’s  

magnet ic  media? 

46. 	Five government-issued MacIntosh computer 
hard drives and eight PCMCIA cards, used 
by Deutch and designated for unclassifi ed 
purposes, were examined by a technical 
exploitation team within the group.  Because 
each of the computers had modems, the 
PCMCIA cards were considered equally 
vulnerable when inserted into the card readers 
attached to the computers. The group had 
concerns that the processing of classifi ed 
information on Deutch’s five computers that 
were designated for unclassified information 
were vulnerable to hostile exploitation 
because of the modems. The group sought to 
determine what data resided on the magnetic 
media and whether CIA information had been 
compromised. 

47. 	The examination of Deutch’s magnetic media 
was conducted during the period January 
10 through March 11, 1997. The technical 
exploitation team consisted of a Senior Scientist 
and two Technical Staff Officers, whose regular 
employment responsibilities concerned [data 
recovery]. The Infosec Officer who participated 
in the December 17, 1996 security inspection 
at Deutch’s Maryland residence also assisted in 
the exploitation effort. 

48. 	This team performed the technical exploitation 
of Deutch’s magnetic media, recovered full 
and partial documents containing classifi ed 
information, and printed the material for 
subsequent review.  Technical exploitation 
began with scanning for viruses and making 
an exact copy of each piece of media used by 
Deutch. Further exploitation was performed 
on the copies. The original hard drives and 
PCMCIA cards were secured in safes. The 
copies were restored, in a read-only mode, on 

computers used by the team. Commercially 
available utility software was used to locate, 
restore, and print recoverable text files that had 
been erased. In an attempt to be exhaustive, the 
Senior Scientist wrote a software program to 
organize text fragments that appeared to have 
been part of word processing documents. 

49. 	To accommodate concerns for Deutch’s 
privacy, D/OPS was selected to singularly 
review all recovered data.  He reviewed in 
excess of 17,000 pages of recovered text to 
determine which documents should be retained 
for possible future use in matters relating 
to the unauthorized disclosure of classifi ed 
information. 

50. 	Three of the PCMCIA cards surrendered by 
Deutch subsequent to the security inspection 
of December 17, 1996, were found to have 
characteristics that affected exploitation efforts. 
Specifically, the card labeled “John Backup” 
could not be fully exploited as 67 percent of 
the data was unrecognizable due to “reading” 
errors. The card labeled “Deutch’s Disk” was 
found to have 1,083 “items” that were erased.  
The last folder activity for this card occurred 
on “December 20, 1996 at 5:51 [p.m.].”  The 
third card, labeled “Deutch’s Backup Disk” 
and containing files observed during the 
security inspection, was found to have been 
reformatted.9 The card was last modified on 
“December 20,1996, [at] 5:19 p.m.” 

51. 	Subsequent investigation by OIG revealed 
that Deutch had paged the contract network 
engineer at 1000 hours on Saturday, December 
21, 1996. In an e-mail to C/DCI Administration 
the following day, the contract network 
engineer wrote: 

... he [Deutch] was experiencing a problem 
deleting fi les from one or [sic] his 170MB 
PCMCIA disks. As near as I [Contractor] can 
tell the disk has become corrupted and while 
it appears to allow him [Deutch] to copy fi les 
it did not allow him to delete them. We tried 
several techniques to get around the problem 
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but none were successful. He [Deutch] indicated 
that he [Deutch] would continue to copy fi les 
and not worry about deleting any additional 
fi les.  He [Deutch] asked what we were going to 
do with the disks he returned and I told him that 
we would in all probability degauss them and 
then physically destroy them.... 

52. 	The exploitation efforts resulted in eight 
pieces of magnetic media yielding classifi ed 
information. Of the eight pieces, four 
computers and three PCMCIA cards had 
prominent markings indicating that the 
equipment was for unclassified use.10  Forty-
two complete documents [were classifi ed 
up to Top Secret and a non-CIA controlled 
compartmented program] and 32 text or 
document fragments classified up to [Top Secret 
and a non-CIA controlled compartmented 
program] were recovered.  Fourteen of the 
recovered classified documents contained 
actual printed classification markings (i.e., 
“SECRET,” “Top Secret/ [a non-CIA controlled 
compartmented program]”) as part of the 
document. These documents were located on 
hard drives and/or PCMCIA cards linked to 
Deutch’s residences, 7th floor CIA office, and 
laptop. 

53. 	Indications of Internet, [an ISP],11 an 
unclassified Pentagon computer e-mail,12 and 
online banking usage were found on several 
of the storage devices.  A virus was found to 
have corrupted a file on the computer formerly 
located in Deutch’s 7th floor CIA office.  This 
computer was labeled “DCI’s Internet Station 
Unclassified,” but yielded classified information 
during the exploitation effort. 

54. 	Recovered computer-generated activity 
logs reflect, in certain instances, classifi ed 
documents were created by “John Deutch” 
during the period of June 1, 1995 and 
November 14, 1996.  Many of the same 
documents, in varying degrees of completion, 
were found on different pieces of magnetic 
media. Additionally, the team recovered 
journals (26 volumes) of daily activities 

maintained by Deutch while he served at the 
DoD and CIA. 

55. 	The following text box provides a summary of 
Deutch’s magnetic media that resulted in the 
recovery of classified information. 
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Media/Locat ion Markings Connected To Informat ion Recovered 

Quatum ProDrive “Unclassified” U.S. Robotics Six complete classified documents and text fragments 
Hard on MacIntosh Fax Modem including TS/Codeword. 
Drive/Deutch’s Power PC 
Maryland Residence Two PCMCIA Internet (ISP), (Deutch’s bank), and DoD electronic 

Card Readers mail usage. 

Indicators of visits to high risk Internet sites.13 

Microtech PCMCIA 
Card/Deutch’s 

“Deutch’s 
Disk,” 

PCMCIA 
Card Reader 

Three complete classified documents and text 
fragments including TS/Codeword.14 

Maryland Residence “Unclassified,” Networked to 
GS001490 U.S. Robotics (Bank) online usage. 

Fax Modem 
Card apparently reformatted on 12/20/96 at 5:51 p.m. 

Microtech PCMCIA “Deutch’s PCMCIA 31 complete classified documents and text fragements, 
Card/Deutch’s Backup Disk,” Card Reader five observed during security inspection. 
Maryland Residence “Unclassified,” Networked to 

GS001490 U.S. Robotics (Bank) Online Usage. Card apparently reformatted on 
Fax Modem 12/20/96 at 5:19 p.m. 

Quatum ProDrive “JMD” on U.S. Robotics Six complete classified documents and text fragments 
Hard Drive Shell Fax Modem including TS/Codeword. 
Drive/Deutch’s 
Belmont Residence Two PCMCIA Internet usage. 

Card Readers 
Indicators of visits to high risk Internet sites. 

MacIntosh Power “Unclassified,” U.S. Robotics One complete classified document and text fragements 
PC with Hard “Property of Fax Modem including TS/Codeword. 
Drvie/Deutch’s O/DI. . .” 
7th Floor Office, “DCI’s Internet Two PCMCIA Word macro concept virus. 
Original Headquarters Station” Card Readers 
Building Unclassifi ed Internet, DoD electronic mail usage. 

MacIntosh Power “Unclassified,” U.S. Robotics Text fragements including TS/Codeword. 
PC with Hard Drvie/ “Property of Fax Modem 
Deutch’s OEOB DCI. . .” DoD electronic mail usage. 

Two PCMCIA 
Card Readers 

MacIntosh “Dr. Deutch Global Village Two complete classified documents and text fragments 
Powerbook Laptop Primary” Internal Modem including TS/Codeword. 

“Unclassified” 

“Property of 
DCI. . .” 

Microtech PCMICA “Deutch’s N/A Text fragments including TS/Codeword. 
Card/ISMS Offi ce Personal Disk,” 

“Unclassified” 
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What are some examples of  the c lassi f ied 

mater ia l  that  was found? 

56. 	An October 7, 1996 memorandum from 
Deutch to the President and the Vice President, 
found on the hard drive of the Maryland 
residence computer [contained information 
at the Top Secret/Codeword level].  The last 
paragraph of the memorandum notes [that the 
information is most sensitive and must not be 
compromised]: 

Accordingly, with (National Security Advisor] 
Tony’s [Lake] advice, I  have restricted 
distribution of this information to Chris 
[Secretary of State Warren Christopher], Bill 
[Secretary of Defense William Perry], Tony 
[Lake], Sandy [Deputy National Security 
Advisor Sandy Berger], Leon Fuerth [the VP’s 
National Security Advisor], and Louie Freeh 
with whom I remain in close touch. 

57. 	[The] former Chief of Staff to the DCI and 
Slatkin both identified the memorandum as 
one Deutch composed on the computer at 
his Maryland residence in their presence on 
October 5, 1996. 

58. 	In a memorandum to the President that was 
found on a PCMCIA card from the Maryland 
residence, Deutch described an offi cial trip.  
[The memorandum discussed information 
classified at the Top Secret level.] 

59. 	In a memorandum to the President, which was 
found on a PCMCIA card from the Maryland 
residence, concerning a trip Deutch [discusses 
information classified at the Top Secret/ 
Codeword level]. 

60. 	Deutch’s memorandum to the President 
found on a PCMCIA card from the Maryland 
residence also [discusses a non-CIA controlled 
compartmented program]. 

61. 	An undated memorandum from Deutch to 
the President that was found on a PCMCIA 
card from the Maryland residence discusses a 

trip. [The memorandum discusses information 
classified at the Secret level.] 

62. 	Another Deutch memorandum to the President 
that was found on a PCMCIA card from the 
Maryland residence [discusses information 
classified at the Secret/Codeword level]. 

63. 	In a memorandum to the President that was 
found on a PCMCIA card from the Maryland 
residence, Deutch [discusses information 
classified at the Top Secret/Codeword level]. 

64. 	[In] a memorandum with no addressee or 
originator listed, noted as revised on May 9, 
1996 that was found on a PCMCIA card from 
the Maryland residence, [Deutch discusses 
information at the Secret level]. 

65. 	A document with no heading or date 
concerning a Deutch trip was found on the 
hard drive of Deutch’s laptop computer, which 
was marked for unclassified use, describes 
[information classified at the Secret/Codeword 
level]. 

66. 	A document without headings or dates, which 
was found on the hard drive of the unclassified 
computer in Deutch’s 7th floor office, 
[discusses information classified at the Secret/ 
Codeword level]. 

67. 	Deutch’s journal, which was found on a 
PCMCIA card from the Maryland residence, 
also covered this topic but in more detail. 

68. 	A spread sheet document [contains] fi nancial 
[data] from fiscal year 1995 (FY95) through 
FY01 [which is classified at the Secret/ 
compartmented program level. It was found on 
a PCMCIA card from the Maryland residence. 

WHAT VULNERABILITIES MAY HAVE 

ALLOWED THE HOSTILE EXPLOITATION 

OF DEUTCH’S UNPROTECTED COMPUTER 

MEDIA? 
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69. 	The June 1994 User’s Guide for PC Security, 
prepared by CIA’s Infosec Officer Services 
Division, defines unclassified media as media 
that has never contained classified data.  To 
maintain this status, all media and supplies 
related to an unclassified computer must be 
maintained separately from classifi ed computer 
hardware, media, and supplies.  Classifi ed 
media is defined as media that contains or 
has contained classified data.  It must be 
appropriately safeguarded from unauthorized 
physical (i.e., actually handling the computer) 
and electronic access (i.e., electronic insertion 
of exploitation software) that would facilitate 
exploitation.  Computer media must be treated 
according to the highest classification of data 
ever contained on the media. 

70. 	The Guide addresses vulnerabilities relating 
to computers. Word processors, other software 
applications, and underlying operating systems 
create temporary files on internal and external 
hard drives or their equivalents (i.e., PCMCIA 
cards). These temporary files are automatically 
created to gain additional memory for an 
application. When no longer needed for 
memory purposes, the location of the fi les and 
the data saved on the media is no longer tracked 
by the computer.  However, the data continues 
to exist and is available for future recovery or 
unwitting transfer to other media. 

71. 	Additionally, data contained in documents or 
files that are deleted by the user in a standard 
fashion continue to reside on magnetic media 
until appropriately overwritten.  These deleted 
files and documents can be recovered with 
commercially available software utilities. 
Furthermore, computers reuse memory buffers, 
disk cache, and other memory and media 
locations (i.e., slack and free space) on storage 
devices without clearing all previously stored 
information. This results in residual data 
being saved in storage space allocated to new 
documents and files.  Although this data cannot 
be viewed with standard software applications, 
it remains in memory and can be recovered. 

72. 	As a result of these vulnerabilities, security 
guidelines mandate procedures to prevent 
unauthorized physical and electronic access 
to classified information.  An elementary 
practice is to separately process classifi ed 
and unclassified information.  Hard drives, 
floppy disks, or their equivalents used in the 
processing of classified information must be 
secured in approved safes and areas approved 
for secure storage when not in use. Individuals 
having access to media that has processed 
classified information must possess the 
appropriate security clearance. Computers 
that process classified information and are 
connected to a dial-up telephone line must be 
protected with a cryptographic device (e.g., 
STU-III) approved by NSA. 

What was the e lectronic  vulnerabi l i ty  o f  

Deutch’s  magnet ic  media? 

73. 	Deutch used five government-owned 
Macintosh computers, configured for 
unclassified purposes, to process classified 
information. At least four of these computers 
were connected to modems that were lacking 
cryptographic devices and linked to the 
Internet, [an ISP], a DoD electronic mail server, 
and/or [bank] computers. As a result, classified 
information residing on Deutch’s computers 
was vulnerable to possible electronic access and 
exploitation. 

74. 	Deutch did receive e-mail on unclassified 
computers. One such message from France, 
dated July 11, 1995, was apparently from a 
former academic colleague who claimed to be a 
Russian. 

75. 	Deutch’s online identities used during his 
tenure as DO may have increased the risk of 
electronic attack. As a private subscriber [to 
an ISP], Deutch used a variant of his name for 
online identification purposes.  He was also 
listed by true name in [the ISP’s] publicly 
available online membership directory.  
This directory reflected Deutch as a user of 
Macintosh computers, a scientist, and as living 
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in Bethesda, Maryland. Similarly, Deutch’s 
online identity associated with CIA was: 

johnd@odci[Office of  
DCI].gov[Government]

 and with DoD, as: 

deutch.johnd@odsdpo[Office of Deputy  
Secretary of DefensePostOffice].secdef[Se 
cretary of Defense].osd.mil[Military]. 

After his confirmation as DCI, Deutch’s  

     DoD user identity was unobtainable from  

their global address database.


76. 	The technical exploitation team determined 
that high risk Internet sites had placed 
“cookies”15 on the hard drives of the computers 
from Deutch’s residences.  According to DDA 
Calder, SIB’s investigation demonstrated that 
the high risk material was accessed when 
Deutch was not present.  These web sites 
were considered “risky” because of additional 
security concerns related to possible technical 
penetration. 

What was the physical  vulnerabi l i ty  o f  

Deutch’s  magnet ic  media? 

77. 	Deutch’s government-issued computer at his 
primary residence in Maryland contained an 
internal hard drive and was lacking password 
protection. The drive was not configured for 
removal and secure storage when unattended 
even though classified information resided 
on the drive.  Additionally, at the time of the 
December 17, 1996 security inspection, three 
of the four unsecured PCMCIA cards yielded 
classified information: two in PCMCIA readers 
and one on the desk in Deutch’s study.  An 
empty safe was also found with its drawer open. 

78. 	Unlike his predecessors, Deutch declined a 
24-hour security presence in his residence, 
citing concerns for personal privacy.  Past 
practice for security staff, if present in a DCI’s 
residence, was to assume responsibility for 

securing classified information and magnetic 
media. To compensate for the lack of an in-
house presence, CIA security personnel and 
local police drove by Deutch’s residence on 
a periodic basis. The two security chiefs 
responsible for Deutch’s protective detail 
stated that Deutch was responsible for securing 
classified information in his residence.  
Deutch said that he thought his residence was 
secure. In hindsight, he said that belief was 
not well founded. He said he relied, perhaps 
excessively, on the CIA staff and security 
officials to help him avoid mistakes that 
could result in the unauthorized disclosure of 
classified information. 

79. 	On May 16, 1995, Deutch approved the 
installation of a residential alarm system to 
include an alarm on the study closet. A one-
drawer safe was placed in the alarmed closet.  
These upgrades were completed by early June 
1995. 

80. 	According to the first Security Chief 
assigned to Deutch, the alarm deactivation 
[was provided] code to a resident alien who 
performed domestic work at the Maryland 
residence. The alien [was permitted] 
independent access to the residence while the 
Deutch’s were away.  CIA security database 
records do not reflect any security clearances 
being issued to the alien. The resident alien 
obtained U.S. citizenship during 1998. 

COULD IT  BE DETERMINED IF  

CLASSIFIED INFORMATION ON DEUTCH’S 

UNCLASSIFIED COMPUTER WAS 

COMPROMISED? 

81. 	According to the Senior Scientist who led the 
technical exploitation team, there was “no clear 
evidence” that a compromise had occurred to 
information residing on storage devices used 
by Deutch. In a February 14, 1997 MFR, the 
Senior Scientist concluded: 

A complete, defi nitive analysis, should one be 
warranted, would likely take many months or 
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longer and still not surface evidence of a data 
compromise. 

82. 	On May 2,1997, the Chief, SIB wrote in a 
memorandum to the Director of OPS: 

In consultation with technical experts, OPS 
investigators determined the likelihood of 
compromise was actually greater via a hostile 
entry operation into one of Mr. Deutch’s two 
homes (Bethesda, Maryland and Boston, 
Massachusetts) to “image” the contents 
of the affected hard drives .... Due to the 
paucity of physical security, it is stipulated 
that such an entry operation would not have 
posed a particularly diffi cult challenge had 
a sophisticated operation been launched by 
opposition forces .... The Agency computer 
experts advised that, given physical access to 
the computers, a complete “image” of the hard 
drives could be made in [a short amount of 
time]. 

WHAT KNOWLEDGE DID DEUTCH 

HAVE CONCERNING VULNERABILITIES 

ASSOCIATED WITH COMPUTERS? 

What  is  Deutch’s  recol lect ion? 

83. 	During an interview with OIG, Deutch advised 
that, to the best of his recollection, no CIA 
officials had discussed with him the proper 
or improper use of classified and unclassified 
computers. Around December 1997, 
approximately one year after he resigned as 
DCI, he first became aware that computers were 
vulnerable to electronic attack. Not until that 
time, Deutch commented, had he appreciated 
the security risks associated with the use of 
a modem or the Internet in facilitating an 
electronic attack.16 

84. 	Although stating that he had not received any 
CIA security briefings relating to the processing 
of information on computers, Deutch 
acknowledged that classified information 
must be properly secured when unattended. 
Specifically, he stated, “I am completely 

conscious of the need to protect classifi ed 
information.” 

85. 	In response to being advised that classifi ed 
information had been recovered from 
government computers configured for his 
unclassified work, Deutch stated that he “fell 
into the habit of using the [CIA] unclassifi ed 
system [computers] in an inappropriate 
fashion.”  He specifically indicated his 
regret for improperly processing classifi ed 
information on the government-issued 
Macintosh computers that were connected to 
modems. Deutch acknowledged that he used 
these government-issued computers to access 
[the ISP], [his bank], the Internet, and a DoD 
electronic mail server. 

86. 	Deutch indicated he had become accustomed 
to exclusively using an unclassified Macintosh 
computer while serving at DoD. He 
acknowledged that prior to becoming DCI, he 
was aware of the security principle requiring 
the physical separation of classifi ed and 
unclassified computers and their respective 
information. However, he said he believed 
that when a file or document was deleted 
(i.e., dragged to the desktop trash folder), 
the information no longer resided on the 
magnetic media nor was it recoverable.  Deutch 
maintained that it was his usual practice to 
create a document on his desktop computers, 
copy the document to an external storage device 
(e.g., floppy disk), and drag the initial document 
to the trash folder. 

87. 	During his tenure as DCI, Deutch said that 
he intentionally created the most sensitive 
of documents on computers configured for 
unclassified use.  Deutch stated that if these 
documents were created on the classifi ed CIA 
computer network, CIA officials might access 
the system at night and inappropriately review 
the information. Deutch said that he had not 
spent a significant amount of time thinking 
about computer security issues. 

88. Deutch advised that other individuals had 
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used the government computer located in the 
study of his Maryland residence. Deutch’s 
wife used this computer to prepare reports 
relating to official travel with her husband.  
Additionally, [another family member] used 
this computer to access [a university] library.  
Regarding the resident alien employed at the 
Maryland residence, Deutch indicated that, to 
his knowledge, this individual never went into 
the study.  He further believed that the resident 
alien normally worked while Mrs. Deutch was 
in the residence. 

What d id  Deutch learn at  [an]  operat ional  

br ie f ing? 

89. 	On August 1, 1995, Deutch and several senior 
CIA officials receive[d] various operational 
briefings. 

90. 	[During these briefings] Deutch was 
specifically told that data residing on a 
[commercial ISP network was vulnerable to a 
computer attack.] 

91. 	Deutch did not have a specific recollection 
relating to the August 1, 1995 briefing.  He 
could not recall making specific comments to 
briefers concerning his use of [his ISP] and the 
need to switch to another ISP. 

What was Deutch’s  Congressional  

test imony? 

92. 	On February 22, 1996, DCI Deutch testifi ed 
before the Senate Select Committee on 
Intelligence on the subject of worldwide 
security threats to the United States during the 
post-Cold War era.  During his appearance, 
Deutch stated: 

Mr. Chairman, I conclude with the growing 
challenge of the security of our information 
systems. There are new threats that come 
from changing technologies.  One that is of 
particular concern to me is the growing ease 
of penetration of our interlocked computer 
and telecommunications systems, and the 

intelligence community must be in the future 
alert to these needs--alert to these threats. 

93. 	On June 25, 1996, DCI Deutch testifi ed 
in front of the Permanent Investigations 
Subcommittee of the Senate Governmental 
Affairs Committee.  The Committee was 
investigating the vulnerability of government 
information systems to computer attacks. 
Deutch’s testimony focused on information 
warfare, which he defined as unauthorized 
foreign penetrations and/or manipulation of 
telecommunications and computer network 
systems. 

94. 	In his prepared statement submitted to the 
Committee, Deutch indicated: 

like many others in this room, [I] am concerned 
that this connectivity and dependency [on 
information systems] make us vulnerable to a 
variety of information warfare attacks ....These 
information attacks, in  whatever form, could ... 
seriously jeopardize our national or economic 
security .... I believe steps need to be taken to 
address information system vulnerabilities and 
efforts to exploit them.  We must think carefully 
about the kinds of attackers that might use 
information warfare techniques, their targets, 
objectives, and methods .... Hacker tools are 
readily available on the Internet, and hackers 
themselves are a source of expertise for any 
nation or foreign terrorist organization that is 
interested in developing an information warfare 
capability .... We have evidence that a number 
of countries around the world are developing 
the doctrine, strategies, and tools to conduct 
information attacks. 

What are the personal  recol lect ions of  

DCI  s taf f  members? 

95. 	Deutch’s [Executive] Assistant served in that 
position from February 1995 through July 1996 
at DoD and CIA. [He] considered Deutch to 
be an “expert” computer user.  [The Executive 
Assistant] was responsible for coordinating the 
preparation of computers for Deutch’s use upon 
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his confirmation as DCI.  During the transition, 
[the Executive Assistant] informed Deutch that 
the processing of classified and unclassified 
information required the use of separate 
computers to prevent the improper transfer 
of data. [The Executive Assistant] stated that 
the computer support staff at CIA went to 
great lengths to appropriately label Deutch’s 
computers as either classified or unclassified in 
order to prevent improper use. 

96. 	[The Executive Assistant] advised that he 
never informed Deutch that it was permissible 
to process classified information on a computer 
configured for unclassified use.  [The Executive 
Assistant] stated that he was not aware that 
Deutch processed classified information on 
computers configured for unclassified use.  
When advised that classifi ed material had 
been recovered from multiple computers 
used by Deutch that had been confi gured for 
unclassified purposes, [the Executive Assistant] 
responded that he was at a loss to explain why 
this had occurred. 

97. 	[The Executive Assistant] remembered the 
August 1, 1995 briefing.  [The Executive 
Assistant] said that Deutch was very concerned 
about information warfare and, specifically, 
computer systems being attacked.  [The 
Executive Assistant] recalled that during his 
CIA tenure, Deutch and he became aware of 
efforts by [others] to attack computer systems. 

98. 	The computer specialist who provided regular 
information support to Deutch while he served 
at DoD, was hired at Deutch’s request in June 
1995 to provide computer support to the DCI 
Area. After arriving at CIA, the computer 
specialist provided direct computer support to 
Deutch about once per week. At times, Deutch, 
himself, would directly contact the computer 
specialist for assistance. 

99. 	The computer specialist described Deutch 
as a “fairly advanced” computer user who 
sought and used software that was considered 
to be above average in complexity.  Deutch 

was further described as having “more than 
a passing interest in technology” and asking 
complex computer-related questions.  The 
computer specialist found that Deutch “kept 
you on your toes”’ with questions that required 
research [for] the answers. Deutch was also 
described as having a heightened interest in 
the subject of encryption for computers. The 
computer specialist recalled that all computer 
equipment issued to Deutch was appropriately 
labeled for classified or unclassified work. 

100. The computer specialist remembered a 
conversation with Deutch on the subject of 
computer operating systems creating temporary 
documents and files.  This conversation 
occurred while the computer specialist restored 
information on Deutch’s computer after it 
had failed (i.e., crashed).  Deutch watched 
as documents were recovered and asked how 
the data could be restored. Deutch was also 
curious about the utility software that was 
used to recover the documents.  The computer 
specialist explained to Deutch that data was 
regularly stored in temporary files and could be 
recovered.  Deutch appeared to be “impressed” 
with the recovery process. 

101. During another discussion, the computer 
specialist recalled telling Deutch that classified 
information could not be moved to or processed 
on an unclassified computer for security reasons. 

102. The computer specialist considered Deutch 
to be a knowledgeable Internet user who 
had initially utilized this medium while a 
member of the scientific community at the 
Massachusetts Institute of Technology.  During 
September 1996 and while Deutch was still 
serving as DCI, the unclassified CIA Internet 
web page was altered by a group of Swedish 
hackers.  During discussions with the computer 
specialist concerning this incident, Deutch 
acknowledged that the Internet afforded the 
opportunity for the compromise of information. 

103. C/ISMS, who supervised computer support 
provided to Deutch from the time of his arrival 

390




at CIA through October 1996, considered 
Deutch to be a computer “super user.”  Deutch 
only sought assistance when computer 
equipment was in need of repair or he desired 
additional software.  The computer support 
supervisor stated that all unclassifi ed computers 
and PCMCIA cards that were provided for 
Deutch’s use had green labels indicating they 
were for unclassified purposes. 

104. The LAN technician, who initially confi gured 
Deutch’s computers at CIA, stated that he 
labeled all equipment to reflect whether it 
was designated for classified or unclassified 
purposes. The technician’s stated purpose was 
to make it clear to Deutch what information 
could be processed on a particular computer 
given the requirement that Deutch have access 
to both classified and unclassified computers. 

HAD DEUTCH PREVIOUSLY BEEN FOUND 

TO HAVE MISHANDLED CLASSIFIED 

INFORMATION? 

105. Beginning in 1977, when he was the Director 
of Energy Research at the Department of 
Energy (DoE), Deutch had a series of positions 
with U.S. Government agencies that required 
proper handling and safeguarding of classified 
information to include sensitive compartmented 
information and DoE restricted data. 

106. From 1982 to 1988, Deutch was a paid 
consultant to the CIA’s National Intelligence 
Council. In 1984, he was also under contract 
to the CIA’s Directorate of Intelligence, Office 
of Scientific Weapons and Research, serving 
as a member of the DCI’s Nuclear Intelligence 
Panel. 

107. [CIA records reflect Deutch had problems 
before becoming Director with regard to the 
handling of classified information.  Other 
specific information on security processing 
and practices has been deleted due to its 
level of classification.]  Deutch served as 
DoD’s Undersecretary for Acquisitions and 
Technology and Deputy Secretary of Defense 

prior to his appointment as DCI. 

108. On November 21, 1995, DCI Deutch signed 
a CIA classified information non-disclosure 
agreement concerning a sensitive operation.  
Several provisions pertain to the proper 
handling of classified information and appear to 
be relevant to Deutch’s practices: 

I hereby acknowledge that I have received a 
security indoctrination concerning the nature 
and protection of classifi ed information, .... 

I have been advised that ... negligent handling 
of classifi ed information by me could cause 
damage or irreparable injury to the United 
States .... 

I have been advised that any breach of this 
agreement may result in the termination of 
any security clearances I hold; removal from 
any position or special confi dence and trust 
requiring such clearances; or the termination 
of my employment or other relationships with 
the Departments or Agencies that granted my 
security clearance or clearances .... 

I agree that I shall return all classifi ed 
materials, which have, or may come into my 
possession or for which I am responsible 
because of such access ... upon the conclusion 
of my employment .... 

I have read this Agreement carefully and my 
questions, if any, have been answered. 

OIG also obtained similar, non-disclosure 
agreements signed by Deutch during his 
employment at DoD. 

WHAT LAWS, REGULATIONS,  

AGREEMENTS,  AND POLICIES HAVE 

POTENTIAL APPLICATION? 

109. Title 18 United States Code (U.S.C.) § 793, 
“Gathering, transmitting or losing defense 
information” specifies in paragraph (f): 
Whoever, being entrusted with or having 
lawful possession or control of any document, 

391 



writing,...or information, relating to national 
defense ...through gross negligence permits 
the same to be removed from its proper place 
of custody ... shall be fi ned under this title or 
imprisoned not more than ten years, or both. 

110. Title 18 U.S.C. § 798, “Disclosure of 
classified information” specifies in part: 

Whoever, knowingly and willfully ... uses in any 
manner prejudicial to the safety or interest of 
the United States ... any classifi ed information 
...obtained by the processes of communication 
intelligence from the communications of any 
foreign government, knowing the same to have 
been obtained by such processes ... shall be 
fi ned under this title or imprisoned not more 
than ten years, or both. 

111. Title 18 U.S.C. § 1924, “Unauthorized 
removal and retention of classifi ed documents 
or material” specifies: 

Whoever, being an offi cer, employee, contractor 
or consultant of the United States, and, by virtue 
of his offi ce, employment, position or contract, 
becomes possessed of documents or materials 
containing classifi ed information of the United 
States, knowingly removes such documents or 
materials without authority and with the intent 
to retain such documents or materials at an 
unauthorized location shall be fi ned not more 
than $1,000, or imprisoned for not more than 
one year, or both. 

112. The National Security Act of 1947, CIA Act 
of 1949, and Executive Order (E.O.) 12333 
establish the legal duty and responsibility 
of the DCI, as head of the United States 
intelligence community and primary advisor 
to the President and the National Security 
Council on national foreign intelligence, to 
protect intelligence sources and methods from 
unauthorized disclosure. 

113. Director of Central Intelligence Directive 
(DCID) 1/ 16, effective July19, 1988, “Security 
Policy for Uniform Protection of Intelligence 

Processed in Automated Information Systems 
and Networks,” reiterates the statutory authority 
and responsibilities assigned to the DCI for the 
protection of intelligence sources and methods 
in Section 102 of the National Security Act of 
1947, E.O.s 12333 and 12356, and National 
Security Decision Directive 145 and cites 
these authorities as the basis for the security 
of classified intelligence, communicated or 
stored in automated information systems and 
networks. 

114. DCID 1/21, effective July 29, 1994, 
“Physical Security Standards for Sensitive 
Compartmented Information Facilities (SCIFs) 
specifies in paragraph 2: 

All [Sensitive Compartmented Information] 
must be stored within accredited SCIFs. 
Accreditation is the formal affi rmation that 
the proposed facility meets physical security 
standards imposed by the DCI in the physical 
security standards manual that supplements this 
directive. 

115. Headquarters Regulation (HR) 10-23, Storage 
of Classified Information or Materials. Section 
C (1) specifies: 

Individual employees are responsible for 
securing classifi ed information or material 
in their possession in designated equipment 
and areas when not being maintained under 
immediate personal control in approved work 
areas. 

116. HR 10-24, “Accountability and Handling 
of Collateral Classified Material,” prescribes 
the policies, procedures, and responsibilities 
associated with the accountability and handling 
of collateral classified material.  The section 
concerning individual employee responsibilities 
states: 

Agency personnel are responsible for ensuring 
that all classifi ed material is handled in a secure 
manner and that unauthorized persons are not 
afforded access to such material. 
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117. HR 10-25, “Accountability and Handling 
of Classified Material Requiring Special 
Control,” sets forth policy, responsibilities, 
and procedures that govern the transmission, 
control, and storage of Restricted Data, treaty 
organization information, cryptographic 
materials, and Sensitive Compartmented 
Information. The section states: 

Individuals authorized access to special 
control materials are responsible for observing 
the security requirements that govern the 
transmission, control, and storage of said 
materials. Further, they are responsible for 
ensuring that only persons having appropriate 
clearances or access approvals are permitted 
access to such materials or to the equipment 
and facilities in which they are stored. 

HOW WAS A SIMILAR CASE HANDLED? 

118. In November 1996, a senior CIA official 
was determined to have routinely authored 
CIA unique, classified documents on his 
personal home computer and CIA-issued laptop 
computer configured for unclassified use.  
Some of the documents were at the Secret and 
Top Secret/Codeword level.  In addition, the 
senior Agency official had used both computers 
to visit Internet sites. In addition, the senior 
official’s family members had access to both 
computers. However, there was no way to 
determine if the computer hard drives had been 
compromised. 

119. On December 12, 1996, [the] OPS Legal 
Advisor, referred a crimes report to the 
Associate General Counsel (AGC) in the CIA 
Office of General Counsel.  On December 
13, 1996, the AGC forwarded to DoJ a crimes 
report on this incident. In June 1997, a 
Personnel Evaluation Board (PEB) decided 
to downgrade the official from an SIS-06 to 
SIS-05, issue a two-year letter of reprimand 
including caveats against monetary and non-
monetary awards and promotions, and suspend 
the official for 30 workdays without pay.  

In addition, the PEB directed the Offi ce of 
Congressional Affairs to brief the appropriate 
Congressional intelligence committees about 
this senior official’s breach of security.  On 
September 11, 1997, the House Permanent 
Select Committee on Intelligence and the 
Senate Select Committee on Intelligence were 
briefed on this incident by Executive Director 
David Carey. 

WHAT ACTIONS DID SENIOR AGENCY 

OFFICIALS TAKE IN HANDLING THE 

DEUTCH CASE? 

What  act ions were taken by senior  Agency 

of f ic ia ls  af ter  learning of  th is  mat ter? 

120. After learning from O’Neil on December 
17, 1996 that classified information had been 
discovered at Deutch’s Maryland residence, 
Slatkin brought the issue to the attention of 
Acting DCI George Tenet within one day.  
She asserted there were multiple discussions 
with Tenet over time and “everything” had 
his concurrence. Slatkin explained that the 
issue was too sensitive for her and Tenet had 
the responsibility for making the decisions 
relating to the Deutch incident. Slatkin stated 
she was also concerned that others may 
have perceived that she and O’Neil, due to 
their close association with Deutch, should 
recuse themselves from the matter.  Slatkin 
said that Tenet gave her the responsibility for 
coordinating this matter.  She relied on O’Neil 
for legal advice and Calder for a technical 
review. 

121. Calder recalled one or possibly two “late 
night discussions” with Tenet concerning 
the Deutch incident. One meeting was to 
provide Tenet “’the lay of the land.” At the 
second meeting, Tenet gave instructions for the 
investigation to proceed unimpeded. 

122. Tenet stated he first learned of the discovery 
of classified information on the Maryland 
computer in December 1996 or January 1997 
from either the Chief, DCI Security Staff 
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or from the C/DCI Administration.  Tenet 
recalled that Slatkin and O’Neil got involved in 
deciding how to handle the issue.  Tenet did not 
hear about any disagreements concerning the 
handling of this matter and believed that Slatkin 
and O’Neil did not want to place Tenet in the 
position of adjudicating a matter involving 
Deutch. 

123. O’Neil stated that he is uncertain how he 
first learned of the discovery of classified 
information on Deutch’s Maryland computer.  
However, according to C/DCI Administration, a 
meeting was held on the afternoon of December 
17, 1996 with O’Neil. At that meeting, O’Neil 
stated Deutch was concerned about retaining his 
personal information before returning the four 
PCMCIA cards to CIA. C/DCI Administration 
offered a solution by offering to provide Deutch 
with replacement PCMCIA cards on which 
Deutch could transfer his personal information. 
O’Neil passed this suggestion to Deutch, 
and Deutch agreed. Afterward, the contract 
network engineer also talked to Deutch about 
copying his personal information to the new 
PCMCIA cards. The contract network engineer 
recalled Deutch wanting to review the files 
on the original PCMCIA cards because they 
contained personal information.17 

124. [The] PDGC learned of the matter on the 
day of its discovery.  Between that date, 
December 17, 1996, and the date SIB began 
its investigation, the PDGC recalled there was 
an ongoing dialogue involving O’Neil, Slatkin, 
and Calder.  The PDGC stated that O’Neil kept 
her abreast of developments. 

125. The former ADDA believes that C/DCI 
Administration initially apprised her of the 
discovery on December 26, 1996.  Her first 
concern related to properly securing the 
classified information at the Deutch residence, 
which the C/DCI Administration said he would 
handle. Several days later, [she] learned that 
the magnetic media at the Maryland residence 
had been secured, although not as expeditiously 
as she desired. [She] stated that the PCMCIA 

cards that had been in Deutch’s possession were 
given to O’Neil. 

126. The former ADDA stated that Calder, Slatkin, 
and O’Neil held a series of meetings to discuss 
how to handle the incident.  She recalled other 
issues surfacing, such as the resident alien 
employed as a maid at the Deutch residence; 
Deutch’s personal financial records being 
maintained on government-owned computers; 
“disks” Deutch carried in his shirt pocket; and 
other government-issued unclassified computers 
at Deutch’s Belmont residence, the OEOB, 
and Headquarters that may contain classifi ed 
information. 

127. D/OPS was first briefed on the case by 
Calder, who became [his] senior focal point 
with the former ADDA serving as a back-up.  
D/OPS never discussed the case directly with 
either Slatkin or O’Neil. He remembered that 
the specific permission of Slatkin or O’Neil was 
needed to involve others in the case.  According 
to D/OPS, the former ADDA believed that 
Slatkin and O’Neil had as their main concern 
the fear that sensitive and personal information 
contained in Deutch’s journals would leak.  
Slatkin stated it was standard operating 
procedure, when dealing with sensitive 
investigations or operations, to review requests 
to involve additional individuals.  She claimed 
it was common practice for her to review such 
requests with the DCI. She does not recall 
denying any request to involve others in this 
case. 

128. According to C/SIB, D/OPS asked him to 
conduct a security investigation to determine: 
(1) if classified information found on Deutch’s 
government-issued unclassified computer had 
been compromised, and (2) what conditions 
would allow a compromise to occur.  C/SIB 
said he was to determine the “who, what, 
where, when, and why.”  C/SIB expected 
“noteworthy” information would be compared 
to the appropriate DCID security standards and 
adjudication would be based on SIB’s findings. 
He recalled advising the D/OPS that classifi ed 
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information on unclassified media could involve 
a potential violation of federal law. 

129. The OPS Legal Advisor wrote in a January 
7, 1997 MFR that he attended a meeting the 
previous day with Calder, D/OPS, C/SIB, and 
an SIB investigator to discuss the discovery of 
the classified information on the computer at 
Deutch’s Maryland residence. Among the issues 
discussed were: 

Acknowledgment that because this case involves 
former DCI Deutch, whatever actions are taken 
by OPS and other parties will be scrutinized very 
closely.  Therefore, it was stressed by everyone at 
the meeting that the security investigation of this 
case must follow the same pattern established 
in other cases where employees have placed 
classifi ed information on a computer and 
possibly exposed that information to access by 
unauthorized individuals. 

130. Calder stated that the OPS Legal Advisor was 
strident in his concern that Deutch be treated 
the same as any other Agency employee and 
senior officials should scrupulously avoid 
showing special treatment to Deutch.  Calder 
agreed that the investigation should resemble 
those conducted for similar violations by other 
Agency personnel.  He stated he was concerned 
that he insulate the OPS/SIB personnel and the 
C/DCI Administration to ensure that they did 
not “get ground up.” 

131. Calder stated that he initially assumed this 
matter would arise again in the future, possibly 
with a Congressional committee. Therefore, he 
insisted that the case be conducted in the same 
manner as for any CIA employee. 

How were the Maryland PCMCIA cards 

handled? 

132. SIB sought to obtain and secure all the 
government-issued computer equipment and 
magnetic media that had been provided to 
Deutch, such as the computers and peripherals 
that were at both Deutch residences. By early 
January 1997, all government-issued computer 

equipment and magnetic media used by Deutch 
had been turned over to SIB with the exception 
of the four PCMCIA cards that had been 
observed by the inspection team on December 
17, 1996. 

133. O’Neil recalled that a DCI Security offi cer 
brought him the four PCMCIA cards from the 
Maryland residence. O’Neil stated he put the 
PCMCIA cards in his safe and never opened the 
envelope that contained them.  He said he gave 
the PCMCIA cards to Calder without argument 
when asked. 

134. Calder recalled that O’Neil told him that 
Deutch wanted the PCMCIA cards destroyed.  
Calder advocated the position that the cards 
should not be tampered with and must be 
maintained in the event of a future leak 
investigation.  According to Calder, O’Neil 
and Deutch came to realize the PCMCIA cards 
could not be summarily destroyed.  Calder 
stated that he went to O’Neil on three or four 
occasions in an attempt to obtain the four 
PCMCIA cards, and it took two to three weeks 
to reach a satisfactory arrangement for O’Neil 
to surrender them. 

135. The PDGC also recalled, “We had to 
hammer O’Neil to give the [PCMCIA] cards to 
Security.” The PDGC believes Slatkin, whose 
“loyalty to Deutch was incredible,” and Deutch 
pressured O’Neil not to allow others to have 
access to the personal information on the cards. 
The PDGC stated that she, Calder, the OPS 
Legal Advisor, and C/SIB “pushed the other 
way” and advocated that O’Neil turn the cards 
over to Security.  C/SIB confirmed the difficulty 
obtaining the four PCMCIA cards in O’Neil’s 
possession. 

136. The former ADDA recalled advising Slatkin 
that the investigation was dragging on, and 
that unidentified individuals believed that this 
was being done purposely in order to “cover 
up” the event.  The former ADDA told Slatkin 
that O’Neil’s withholding of the four cards 
supported the “cover up” perception. 
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137. According to Slatkin, after the former ADDA 
told Slatkin about the problem with the four 
remaining disks, she requested a meeting with 
Tenet, O’Neil, and Calder.  Tenet reportedly 
told O’Neil to surrender the PCMCIA cards 
to Calder.  Calder stated that O’Neil claimed 
that, although Calder had discussed his need for 
the cards, Calder had never specifically asked 
O’Neil to turn them over.  C/SIB states that 
Calder, in his presence, “specifically ask[ed]” 
O’Neil to release the PCMCIA cards. Slatkin 
said she would have reacted earlier if she had 
known of Calder’s concern. 

138. According to O’Neil, he, Tenet, Slatkin, 
and Calder had conversations over a period 
of several weeks on the exploitation of the 
PCMCIA cards and protecting Deutch’s 
privacy.  After Tenet decided on the process 
for handling the cards, they were delivered to 
Calder.  O’Neil said he never refused to turn 
over the cards for exploitation. 

139. O’Neil surrendered the four PCMCIA cards 
to Calder on February 3, 1997. Calder provided 
the cards to C/SIB on February 4, 1997. 

What was the course of  the Specia l  

Invest igat ions Branch’s  invest igat ion of  

Deutch? 

140. Calder stated that, in his view, Slatkin and 
O’Neil did not want Deutch’s name “to be 
besmirched” and O’Neil assumed the role of 
an “interlocutor.”  He also said that Slatkin 
and O’Neil were particularly sensitive that a 
possible vendetta would be orchestrated by 
security personnel as a response to interference 
by O’Neil and Slatkin in a previous, unrelated, 
joint investigation involving the DoD.18 Calder 
characterized his encounters with Slatkin 
regarding the Deutch investigation as “always 
difficult discussions” and that it was continually 
necessary to “push forward” and achieve “a 
negotiated peace.”  Slatkin, however, stated 
that she had no involvement in the DoD-CIA 
investigation except to determine why the 

Acting Director and she had not been informed 
of the notification to DoD. 

141. The OPS Legal Advisor believes Slatkin 
“constrained the investigative apparatus.”  
He cited, as an example, Slatkin advocating 
allowing Deutch to go into the files to 
determine if the information was personal or 
belonged to the CIA. The OPS Legal Advisor 
stated that the policy has always been that an 
individual who places personal information on 
a government computer loses the expectation of 
privacy and the material reverts to the control 
of the government authorities.  The OPS Legal 
Advisor stated that Calder, D/OPS, and the 
former ADDA tried to keep the investigation 
on track. Slatkin denied interfering with the 
investigation.  She stated that she did not make 
any unilateral decisions about the course of the 
investigation.  All requests made by Deutch 
were relayed to O’Neil, Calder, and Tenet. 

142. In the early stages of SIB’s investigation, 
Calder recalled telling Tenet there was 
no indication of a compromise and the 
investigation was proceeding.  Calder said 
that the investigators showed him some of the 
classified material.  It included Top Secret/ 
[Codeword] information; collection methods 
and imagery; and possibly information 
identifying CIA operations officers. 

143. Calder stated that after a complete package 
of Deutch’s material was recovered from the 
magnetic media, the question arose as to the 
proper person to review the material.  Because 
the material contained personal information, 
Calder recalled that Deutch wanted to review 
the material himself or have O’Neil do the 
review.  Ultimately, Slatkin selected D/OPS for 
the task. 

144. As part of the SIB investigation, C/SIB 
interviewed staff from DCI Security and 
the DCI Information Services Management 
Staff; he also planned to interview [Deutch’s 
Executive Assistant] and Deutch.19 On March 
24, 1997, Calder informed C/SIB that C/SIB 
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would not be the one to interview Deutch.  
(Calder later explained to OIG investigators 
that a concern existed to have somebody who 
was politically sensitive question Deutch should 
such an interview prove necessary.)  At Calder’s 
request, SIB composed questions to ask Deutch 
and, on May 15, 1997, forwarded them to D/ 
OPS for review.  However, C/SIB also informed 
Calder that SIB would not continue their efforts 
because certain interviewees (i.e., Deutch) were 
not accessible to SIB. Calder agreed. 

145. The OPS Legal Advisor stated that, normally, 
a case similar to Deutch’s would not only 
be referred to SIB for investigation, but a 
contemporaneous damage assessment would 
also be conducted. If the subject was a former 
employee, typically the subject would be 
banned from holding a security clearance and 
future CIA employment. 

146. After D/OPS reviewed the 17,000 pages of 
recovered documents, he prepared a report of 
his findings and attached a copy of C/SIB’s 
separate, signed report. He recalled receiving a 
“panicky” call from the former ADDA relaying 
that Slatkin wanted the report immediately. 

147. Calder was familiar with D/OPS’s report 
and stated that it was the lone document that 
he retained following the conclusion of the 
investigation.  He recalled sending the report 
to Slatkin and receiving it back with marginal 
comments, possibly asking if the PCMCIA 
cards had been destroyed.  Slatkin recalled 
that the draft report was hand-carried to her 
by Calder.  After she read the report, she 
made written editorial comments requesting 
clarification and returned the draft report to 
either Calder or D/OPS. She received the final 
report, reviewed it, and personally handed it to 
Tenet.  Tenet does not remember ever seeing 
D/OPS’s report, nor does he recall any of the 
details of the report. He said it is possible that 
someone told him about the report or showed it 
to him. 

148. A signed copy of the D/OPS report dated 
July 8, 1997, was recovered from the DDA’s 

Registry.  It did not have any notes on the text 
or attached to the document. No copy was ever 
recovered from the DCI’s Executive Registry, 
the Executive Director’s Office, Calder’s 
personal safe, or anywhere in OGC. 

149. There was considerable discussion of what 
should be done with the magnetic media after 
its material was catalogued.  O’Neil said that 
Tenet’s decision was to retain permanently the 
PCMCIA cards and a copy of all the classified 
documents. Calder, however, said there was 
some disagreement among the parties and the 
ultimate decision was to destroy the material, 
including the magnetic media. At the end of 
the investigation, Calder remembered asking 
D/OPS what happened to the PCMCIA cards 
and being told the disks were about to be 
destroyed or had been destroyed.  Nevertheless, 
Calder said he was not certain the cards were 
destroyed. 

150. After D/OPS sent his report to Calder, the 
OPS Legal Advisor received an e-mail from the 
C/ALD stating that the PDGC had spoken to 
Calder about the SIB investigation of Deutch.  
Calder reportedly said Deutch would be given 
a code of conduct briefing in conjunction with 
Deutch’s security briefing as a member of the 
Proliferation Commission.20  On August 3, 
1997, the OPS Legal Advisor sent the C/ALD 
an e-mail response expressing concern that no 
one at DoD or the White House had, so far, 
been notified about a possible compromise of 
information. He also raised the issue of Deutch 
retaining his security clearance. The OPS Legal 
Advisor wrote: 

I remain unpersuaded, however, that the CIA 
has done everything it can in this case to protect 
CIA and DOD equities. The investigation 
has been one in name only .... I’m certainly 
not persuaded that giving this man a security 
clearance is in the best interest of the U.S. 
Government or the President .... I mean, 
jeez, when was the last time a subject of an 
investigation was not interviewed because he 
objected to talking to security offi cers and the 
EXDIR, a personal friend, used her position to 
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short circuit an investigation?  Let’s be honest 
with each other, this so-called investigation 
has been handled in a manner that was more 
designed not to upset friendships than to protect 
the interests of the U.S.G. 

151. C/SIB had also relayed his concerns about the 
possible exposure of DoD classified material of 
ongoing military operations. In his chronology, 
C/SIB wrote that on March 14, 1997, Calder 
decided appropriate senior level DoD officials 
should be briefed on a potential compromise. 
Calder planned to brief Slatkin of this decision. 
C/ SIB indicated he again reminded Calder of 
the need for DoD notification on March 24, 
1997. The OIG investigation did not locate any 
information that such notifi cation occurred until 
OIG notified DoD on June 17, 1998. 

152. As of May 1998, when OIG began its 
investigation, there was no information 
in Deutch’s official Agency security file 
concerning the SIB investigation or its findings 
nor was there any evidence of a security 
adjudication. 

SHOULD A CRIMES REPORT INITIALLY 

HAVE BEEN FILED ON DEUTCH IN THIS 

CASE? 

153. Title 28 U.S.C. § 535, “Investigation of 
crimes involving Government officers and 
employees,” requires that 

any information, allegation or complaint 
received in a department or agency of the 
executive branch of the government relating 
to violations of Title 18 [U.S. Code] involving 
Government offi cers and employees shall be 
expeditiously reported to the Attorney General. 

154. Section 1.7(a) of E.O. 12333, United States 
Intelligence Activities, requires senior officials 
of the intelligence community to “report to the 
Attorney General possible violations of federal 
criminal laws by employees and [violations] 
of specified criminal laws by any other person 
....”This responsibility is to be carried out 

“as provided in procedures agreed upon by 
the Attorney General and the head of the 
department or agency concerned....” 

155. Pursuant to Part 1.7(a) of E.O. 12333, the 
DCI and the Attorney General agreed on crimes 
reporting procedures for CIA on March 2, 1982. 
These procedures, which are included as Annex 
D to HR 7-1, were in effect from that time until 
August 2, 1995, when they were superseded 
by new procedures.21 The new procedures 
are contained in a document, memorandum 
of Understanding: Reporting of Information 
Concerning Federal Crimes,” signed by DCI 
Deutch. 

156. According to the Memorandum of 
Understanding (MOU), 

[w]hen the General Counsel has received 
allegations, complaints, or information 
(hereinafter allegations) that an employee22 of 
the Agency may have violated, may be violating, 
or may violate a federal criminal statute, that 
General Counsel should within a reasonable 
period of time determine whether there is a 
reasonable basis23 to believe that a federal crime 
has been, is being, or will be committed and that 
it is a crime which, under this memorandum, 
must be reported.24 

157. In [the] MFR of the OPS Legal Advisor of 
January 7, 1997, he wrote that another issue 
discussed was: 

The need to determine whether a crimes 
report will be required after an assessment of 
the information stored on the drives and the 
PCMCIA cards. [18 U.S.C. §§ 1924 and 793(f) 
were briefl y discussed.] The General Counsel 
will make any determination in that regard.

 158. The OPS Legal Advisor stated that he 
understood that Deutch had placed classifi ed 
information on unclassified CIA computers that 
were connected to the Internet, and the classified 
information only “came out of Deutch’s head” 
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when he composed documents on the computer. 
The OPS Legal Advisor said he did not know or 
have any information that Deutch had removed 
documents from controlled areas containing 
classified information.25 

159. The OPS Legal Advisor remembered 
discussing the issue of the possible criminality 
of Deutch’s actions with the PDGC.  His 
position was more conservative than the 
PDGC’s.  She raised the point that, as DCI, 
Deutch had the legal authority to declassify 
material under his control. This led to her 
contention that Deutch could not be prosecuted 
for a security violation. She reportedly cited 
an instance when then-DCI William Casey 
inadvertently divulged classified information in 
an interview with the media. 

160. The OPS Legal Advisor provided handwritten 
notes from January 6, 1997 about a discussion 
of a possible crimes report with the PDGC: 

Talked to [the PDGC]. She already knew about 
the Deutch leak.  Discussed the 793(f) issue.  
She concluded years ago that the DCI who 
has authority to declassify cannot realistically 
be punished under the statute.  I expressed my 
disbelief in that analysis. Hypo - does that 
put the DCI beyond espionage statutes?  No 
she says that would be a natl. security call 
....Returned briefl y to information in play.  
Discussed how there may have been [non-CIA 
controlled compartmented program material] 
on the computer.  Doesn’t this push 793(f) back 
into play? 

161. In his OIG interview, the OPS Legal Advisor 
said that DoD material and Top Secret/ [the 
non-CIA controlled compartmented program] 
material would not qualify for information a 
DCI had the authority to declassify.  He realized 
that a referral to the FBI would “technically 
not” be the same as making a crimes report to 
DoJ. He stated there was a tendency to discuss 
some cases with the FBI in order to get their 
procedural advice. 

162. The OPS Legal Advisor had a discussion 
with an FBI agent then assigned to the 
Counterespionage Group, Counterintelligence 
Center (CIC), regarding the possible 
applicability of Title 18 U.S.C. §§ 793(f) and 
1924 in the matter regarding Deutch.  The OPS 
Legal Advisor recalled this FBI Agent believing 
that there had to be a physical removal of 
documents to constitute a violation of the 
statutes. 

163. A two-page handwritten note of January 24, 
1997, composed by the OPS Legal Advisor, 
reported his discussion with the FBI Agent 
regarding the case.  The note indicated that the 
FBI Agent at CIC suggested that it was better to 
have O’Neil call the then-FBI General Counsel 
discuss the case. 

164. The OPS Legal Advisor provided an MFR 
reporting a January 28, 1997 meeting with the 
PDGC and O’Neil to discuss the Deutch case. 
At that time, O’Neil indicated he anticipated 
calling the FBI General Counsel to tell him 
CIA intended to conduct an investigation of this 
matter unless the FBI General Counsel wanted 
the FBI to assert investigative authority. 

165. According to O’Neil, neither he nor anyone 
else suggested a crimes report be fi led on the 
Deutch matter.  O’Neil said a crimes report 
can be made at several points during an 
investigation.  He pointed out that, in a number 
of cases, CIA conducts its own investigation.  
Matters could also be referred to DoJ to 
conduct an investigation. 

166. O’Neil is not certain whether he talked to 
the FBI agent at CIC about the Deutch matter.  
O’Neil has a vague recollection he called the 
FBI General Counsel and asked him how CIA 
should proceed. O’Neil described the case to 
the FBI General Counsel, who said that the CIA 
should continue its own process of looking at 
the matter.  O’Neil believes he wrote an MFR 
documenting his conversation and may have 
given the MFR to his secretary to keep in a 
personal folder used for sensitive matters.26 
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167. The FBI Agent at CIC recalled that he was 
told Deutch had classified information on a 
computer disk at his home in Maryland shortly 
after the matter was discovered.  The FBI 
Agent was asked if the matter was an “811” 
violation.27 The FBI Agent concluded there 
was no reason to believe that the information 
had been compromised to a foreign power and, 
therefore, the FBI did not need to get involved.  
The FBI Agent recalled telling someone at 
CIA, whose identity he does not remember, that 
since Deutch was involved, O’Neil may want 
to contact the FBI General Counsel, O’Neil’s 
counterpart at FBI. The FBI Agent said that he 
established early on in his tenure at CIA that 
merely telling him something did not constitute 
official notification of the FBI much less DoJ.  
He was aware that OGC had crimes reporting 
responsibilities, and he expected them to fulfill 
those responsibilities. 

168. The FBI General Counsel recalled a single 
telephone call from O’Neil after Deutch left 
CIA, between February and April 1997.  At that 
time, O’Neil told the FBI General Counsel an 
issue had arisen about classifi ed information 
existing on some computer disks at Deutch’s 
home. The FBI General Counsel recalled they 
discussed CIA reporting requirements to the 
FBI under “811.”  [He] believes he would have 
told O’Neil that not enough was known about 
the matter at the time. If an “811” problem 
surfaced after CIA had looked into the matter, 
CIA should refer the problem to the FBI 
through official CIA channels. 

169. The FBI General Counsel stated that he did 
not consider O’Neil’s call as a submission 
of a crimes report because, from what he 
remembers being told, there was no evidence of 
a crime. He said that he and O’Neil spoke on 
the telephone several times a week, but O’Neil 
never made a crimes report to him.  [He] said 
that if he thought O’Neil was giving him a 
crimes report, he would have told him to do it 
through the proper channel. 

170. Calder said that if a referral should have 
been made to DoJ and was not, he believes 
the omission was not intentional.  However, 
Calder stated the responsibility for a crimes 
report was O’Neil’s.  Calder added that “I 
have never issued a crimes report and would 
always raise such an issue with OGC for their 
action.”  Calder said the FBI General Counsel 
had informed O’Neil that DoJ would not pursue 
a Deutch investigation regarding misuse of the 
computer. 

171. The PDGC had supervisory responsibility of 
the Litigation Division, which had the crimes 
reporting account in OGC at that time.28 The 
PDGC stated she did not have a lot of hands-on 
experience with the mechanics of coordinating 
crimes reports and had never authored a crimes 
report. She first learned of the discovery of 
classified information, including Top Secret/[a 
non-CIA controlled compartmented program] 
material, on a computer in Deutch’s Maryland 
residence on the day of its discovery in 
December 1996. She remembered hearing 
about information regarding a covert action 
with [two countries] but does not recall hearing 
there was [codeword] or [a different codeword] 
information on the computer.  She did not learn 
that the computer at his Belmont residence also 
contained classified information. 

172. The PDGC was not aware that Deutch was 
deleting files from the Maryland computer in 
the days immediately following the discovery 
of the classified information.  She remembered 
speaking with Calder about the necessity of 
protecting the magnetic media. Her reason 
for wanting to retain the magnetic media 
was not for evidence of a crime but to have a 
record should there be a need to conduct a leak 
investigation in the future. 

173. When considering the need for a crimes 
report, the PDGC said she did not examine the 
“Memorandum of Understanding: Reporting 
of Information Concerning Federal Crimes.”  
She did not consult with any attorneys from 
the Internal Security Section of DoJ of with 
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the United States Attorneys Office.  She does 
not remember reviewing Title 18 U.S.C. § 
793(f), “Gathering, transmitting or losing 
defense information.”  She spoke with 
O’Neil’s Executive Assistant29 regarding the 
provisions of Title 18 and with the OPS Legal 
Advisor.  She did not agree with the OPS Legal 
Advisor’s assertion that, because the classified 
information “was [only] in his [Deutch’s] head,” 
Deutch did not remove classified information 
from the Agency.  The PDGC was aware that, 
on occasion, Deutch carried the PCMCIA cards 
“back and forth” with him. She did not know if 
the cards contained classifi ed information.  The 
PDGC saw no distinction between classifi ed 
information on a document as opposed to being 
on magnetic media. She explained that she was 
more concerned at this time with protecting and 
recovering the magnetic media than considering 
a crimes report. 

174. The PDGC reviewed the statutes she thought 
would be relevant and did not see all the 
elements present for a violation. She believed 
that Deutch, as DCI, was the authority for the 
rules concerning the handling of classifi ed 
information. Because Deutch issued DCIDs on 
classified material, she believed he could waive 
the rules for himself. The PDGC recognized 
that the DCI cannot declassify Top Secret/ [the 
non-CIA controlled compartmented program] 
material, but said such material may be handled 
under the DCID rules. The PDGC stated that 
given the fact that this matter involved a former 
DCI, if she had believed a crimes report was 
necessary, she would have shown the draft to 
O’Neil and he would have had the final say as 
to whether a crimes report was warranted. 

175. The PDGC focused on Title 18 U.S.C. 
§1924,”Unauthorized Removal and Retention 
of Classified Documents or Material.”  She 
understood that Deutch was authorized to 
remove classified information and take it 
home since he had a safe at his residence. She 
stated that she did not see “intent”30 by Deutch. 
She reasoned that “intent” was a necessary 
element, “otherwise everyone [inadvertently] 

carrying classified information out of a CIA 
building would be the subject of a crimes 
report.”  According to the PDGC, Deutch 
had permission to take the classified material 
home, and Deutch’s use of the PCMCIA cards 
was permissible within his residence.  In the 
PDGC’s view, the security violation occurred 
when he “did not do it right” by connecting the 
Internet to his computer and “leaving the card 
in the slot.”  She did not distinguish between 
Deutch as DCI and his actual status as an 
Independent Contractor when the classifi ed 
information was discovered.  However, she 
would have looked at the issue differently if she 
understood that the only acceptable means of 
safeguarding the computer would have been to 
remove and secure the computer’s hard drive. 

176. The PDGC did not remember when she made 
the legal decision that a crimes report was 
not required. She remembered speaking with 
C/SIB in March 1997 about his concern that a 
crimes report should be filed. 

177. The PDGC said that D/OPS’s report was 
not made available to her.  Although someone 
in OGC would usually read OPS reports, the 
PDGC speculated that the D/OPS would not 
have shown the report to her without receiving 
authorization. She never thought to request a 
copy of the D/OPS’s report to determine if his 
findings were consistent with her decision not 
to file a crimes report.  Later, after she became 
Acting General Counsel, the issue of her 
reviewing the report never arose, and she would 
have expected OPS to raise the report with her 
only if the facts had changed significantly from 
what she learned initially. 

178. In comparing the Deutch case to a similar 
case involving a senior Agency official, the 
PDGC asserted that the other offi cial did 
not have a safe in his residence and was not 
authorized to take home classified information. 
She viewed this dissimilarity as a major 
distinction. Nor did he have the authority to 
waive the rules on the handling of classifi ed 
information. The PDGC did not remember 
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if OGC made a crimes report on that case of 
mishandling classified information.31 

179. George Tenet, who was Acting DCI at the 
time of the OPS/SIB investigation, said no one 
ever raised the issue of reporting this incident to 
DoJ, and it did not occur to him to do so. Tenet 
said no one ever came forward with a legal 
judgment that what had occurred was a crime.  
In Tenet’s opinion, based upon what he knew at 
that time, there was no intent on Deutch’s part to 
compromise classified information.  Therefore, 
Tenet did not believe a crime was committed.  
Tenet was aware of the incident involving 
[another] senior Agency official but was not 
aware a crimes report had been filed on it. 

SHOULD APPLICATION OF THE 

INDEPENDENT COUNSEL STATUTE HAVE 

BEEN CONSIDERED? 

180. The fundamental purpose of the Independent 
Counsel statute is to ensure that serious 
allegations of unlawful conduct by certain 
federal executive officials are subject to review 
by counsel independent of any incumbent 
administration. 

181. Title 28 U.S.C. § 592, “Preliminary 
investigation and application for appointment of 
an independent counsel” cites Title 28 U.S.C. 
§ 591, “Applicability of provisions of this 
chapter,” as the basis for those positions who 
are “covered persons” under the Independent 
Counsel statute. 

182. Title 28 U.S.C. § 591 (a), “Preliminary 
investigations with respect to certain covered 
persons,” specifies: 

The Attorney General shall conduct a 
preliminary investigation in accordance with 
Section 592 whenever the Attorney General 
receives information suffi cient to constitute 
grounds to investigate whether any person 
described in subsection (b) may have violated 
any Federal criminal law other than a violation 

classifi ed as a Class B or C misdemeanor or an 
infraction.32 

183. Title 28 U.S.C. § 591 (b), “Persons to whom 
subsection (a) applies” lists: 

... the Director of Central Intelligence [and] the 
Deputy Director of Central Intelligence.... 33 

184. Title 28 U.S.C. § 591 (d) (1), “’Examination 
of information to determine need for 
preliminary investigation,” “factors to be 
considered” specifies: 

In determining ... whether grounds to investigate 
exist, the Attorney General shall consider only 
-- (A) the specifi city of the information received; 
and (B) the credibility of the source of the 
information. 

185. The Deputy Chief, Public Integrity Section, 
Criminal Division, DoJ, is responsible for 
the preliminary review of matters referred to 
DoJ under the provisions of the Independent 
Counsel statute. [She] explained that the 
provisions of the Independent Counsel statute 
require DoJ to review an allegation regarding 
a “covered person” to determine the need for 
preliminary investigation based only on the two 
factors listed above. 

186. The Deputy Chief of the Public Integrity 
Section explained that after the CIA IG referral 
in March 1998, the Public Integrity Section 
reviewed the matter and described it in a 
memorandum to the Attorney General.  The 
memorandum stated that the allegations of 
illegal behavior regarding former DCI Deutch 
were received more than one year after Deutch 
left office.  Accordingly, under the provisions of 
the Independent Counsel statute, Deutch was no 
longer a “covered person.”  The Deputy Chief 
of the Public Integrity Section added that the 
allegation should have been promptly referred 
to DoJ by CIA personnel. 
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187. The OPS Legal Advisor stated that he never 
considered the need to refer this matter to an 
Independent Counsel based on Deutch’s status 
as a “’covered person.”  Nor was he aware of 
any other discussions on this matter. 

188. The PDGC stated that the issue of Deutch 
being a “covered person” under the Independent 
Counsel legislation did not arise.  She said that 
“she never gave a thought,” to the applicability 
of the Independent Counsel statute, and she 
does not know what positions within the 
Agency are specified as “covered persons.” 

189. O’Neil stated that there was no 
recommendation to refer the Deutch matter to 
DoJ under the provisions of the Independent 
Counsel statute. 

WERE SENIOR AGENCY OFFICIALS 

OBLIGATED TO NOTIFY THE 

CONGRESSIONAL OVERSIGHT 

COMMITTEES OR THE INTELLIGENCE 

OVERSIGHT BOARD OF THE PRESIDENT’S 

FOREIGN INTELLIGENCE ADVISORY 

BOARD? WERE THESE ENTITIES NOTIFIED? 

190. Pursuant to the National Security Act of 
1947, as amended, the President and the DCI 
bear statutory responsibility for keeping the 
two Congressional intelligence committees 
fully and currently informed of all intelligence 
activities. 

191. Agency Regulation (AR) 7-2, “Reporting of 
Intelligence Activities to Congress,” provides 
interpretation of the statutes so the Agency, with 
the assistance of the Offi ce of Congressional 
Affairs and the Office of General Counsel, can 
assist the DCI in meeting the obligation to keep 
the intelligence committees fully and currently 
informed. Under the section, “Obligation to 
Keep Congressional Intelligence Committees 
Fully and Currently Informed,” one of the three 
categories requiring reporting are: 

Particular intelligence activities or categories 

of activities as to which either of the 
Congressional intelligence committees has 
expressed a continuing interest (for example, 
potentially serious violations of U.S. criminal 
law by Agency employees, sources, or contacts); 

192. E.O. 12863, issued September 13, 1993, 
President’s Foreign Intelligence Advisory 
Board, specifies: 

The heads of departments and agencies of the 
Intelligence Community, to the extent permitted 
by law, shall provide the Intelligence Oversight 
Board (IOB)34 with all information that the IOB 
deems necessary to carry out its responsibilities. 
Inspectors General and General Counsel 
of the Intelligence Community, to the extent 
permitted by law, shall report to the IOB, at 
least on a quarterly basis and from time to 
time as necessary or appropriate, concerning 
intelligence activities that they have reason 
to believe may be unlawful or contrary to 
Executive order or Presidential directive. 

193. According to the Director of the CIA’s 
Office of Congressional Affairs (OCA), OCA 
is responsible for notifications to Congress 
and should be informed of any formal Agency 
investigations.  OCA receives notifications 
from a variety of Agency components.  
During Slatkin’s tenure, all formal written 
Congressional notifications were to be routed 
through her office.  The Director of OCA 
was unaware of SIB’s investigation into the 
discovery of classified information on Deutch’s 
government-issued unclassified computer. 

194. At the January 6, 1997 meeting to discuss 
the planned investigation of the finding of 
classified information on Deutch’s unclassified 
CIA computer, the OPS Legal Advisor stated 
that the Congressional oversight committees 
may eventually inquire about this matter.  He 
recalled that Calder wanted the investigation 
performed “by the book” in case there would be 
a need to account for SIB actions. 

195. Calder assumed this matter would again 
arise in the future, possibly through a leak, 
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with a Congressional committee. He recalled 
a discussion about doing briefings and was left 
with the impression that there was a briefing of 
the “Group of Four” Congressional oversight 
committees.35 

196.  C/SIB maintained a chronology of the 
investigation consistent with Calder’s instructions. 
He also advised Calder, the former ADDA, the 
PDGC, and the D/OPS on at least two occasions 
that Congress, along with DoD, should be 
informed about the material found on Deutch’s 
unclassified computer.  After receiving a copy 
of the D/OPS’s report on the investigation, 
C/SIB realized the report did not contain a 
recommendation that Congress be notified. 

197. The PDGC stated she did not remember 
any discussion concerning notifying the 
Congressional oversight committees or the IOB. 
O’Neil said that “the question of informing the 
IOB or the Congressional oversight committees 
did not come up.” 

198. Slatkin stated she could not recall any 
discussion or recommendation regarding the 
need to notify the Congressional committees 
about the Deutch matter.  In her interview 
with OIG, she stated that, “surely, yes, the 
Committees should have been notified--but at 
what point?” 

199. The IOB was officially notified of OIG’s 
investigation on May 8, 1998.  After being 
informed of the OIG investigation, the Director 
of Congressional Affairs prepared talking 
points, which DCI Tenet presented to the SSCI 
and HPSC1 in early June 1998. 

WHY WAS NO ADMINISTRATIVE SANCTION 

IMPOSED ON DEUTCH? 

200. Deutch was aware that an inquiry was 
conducted after classified information was 
discovered on his government-issued computers 
configured for unclassified use.  He said that 
he never tried to influence the outcome of the 
investigation.  Nor was he told the outcome, 

although he had requested that someone apprise 
him of the results. 

201. Calder said that, despite the pressure that 
accompanied the investigation of a DCI, 
he and OPS did “the right thing.”  Calder 
said that since Deutch was no longer a CIA 
employee, there was no punishment that could 
be administered to him. The issue was what 
position the Agency should take if Deutch 
needed access to classified information in 
the future. Calder was aware that Deutch’s 
computers had been replaced with totally 
unclassified magnetic media.  Calder said that 
while Deutch was on several governmental 
committees, he did not believe that Deutch 
had a need for classified information in those 
positions. Calder said the remedy was to 
counsel Deutch in a discrete manner that would 
not offend his ego so he would understand the 
gravity of what had happened.  Calder was 
aware that Slatkin had spoken with Deutch 
about the issue, and, from those conversations, 
Deutch would have recognized that his 
actions were wrong. Calder stated it was his 
responsibility to counsel Deutch and he planned 
to do so when Deutch received a briefing 
regarding future access.  However, Calder 
said he never had the opportunity to meet with 
Deutch under the conditions he desired. 

202. The former ADDA stated that she was “worn 
down” by Slatkin and O’Neil, and perceived 
that the D/OPS and Calder were similarly 
affected.  Additionally, Calder was “frustrated” 
because Slatkin would not resolve issues 
presented to her but, instead, provided more 
tasking. The former ADDA said that she, the 
D/OPS, and Calder had reached a point where 
they could not go any further in that there 
was no additional merit in further evaluating 
the collected data. Slatkin had “emotional 
attachments” and O’Neil was not considered 
to be objective.  According to the former 
ADDA, Slatkin’s and O’Neil’s oversight of the 
investigation was colored by a distrust of OPS 
and an interest to protect Deutch’s privacy.  
The former ADDA said that she and SIB 
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investigators perceived Slatkin’s and O’Neil’s 
behavior as “stonewalling.”  The former ADDA 
and SIB investigators also viewed Slatkin’s 
requests for repeated clarifications, while 
typical of her management style, as a form of 
“pressure” to wear down the others until they 
were ultimately in agreement with her and 
O’Neil. 

203. The PDGC said that there was not a “crisp 
end” to the case; “it ran out of steam” when 
many of the principals left the Agency.  The 
PDGC thought a decision was made that the 
Director of the Center for CIA Security or 
the D/OPS would brief either Deutch or the 
whole Proliferation Commission regarding 
safeguarding classified information, but she 
does not know if this action was taken.  O’Neil 
stated that after the process for producing the 
review was approved by the ADCI, who had 
been kept informed all long, he had little to do 
with the investigation.  O’Neil also stated, he 
did not interfere with the OPS investigation, 
he left the Agency in July 1997,36 and he does 
not know how the investigation was concluded. 
Slatkin said that she gave the information 
to Tenet and assumed that the investigation 
would have proceeded after she departed the 
Agency.  The D/OPS said that, as far as he 
knows, no decision was ever made on what to 
do concerning Deutch’s actions. 

204. Tenet did not recall how the matter was 
resolved.  He believes Calder, the D/OPS, 
Slatkin, and O’Neil had detailed discussions 
on the matter.  Tenet was aware of concerns for 
Deutch’s privacy.  According to Tenet no one 
ever raised the issue of reporting the incident to 
the Department of Justice, or whether Deutch’s 
clearance should be affected. 

WHAT WAS OIG’S INVOLVEMENT IN THIS 

CASE? 

When did  OIG f i rs t  learn of  th is  inc ident? 

205. The former C/DCI Administration spoke 
with then-IG Frederick Hitz on December 18, 

199637 regarding what was found at Deutch’s 
residence. The former C/DCI Administration 
described conversations he had with O’Neil and 
Slatkin about the matter, and O’Neil’s assertion 
that the former C/DCI Administration was 
responsible for allowing Deutch to improperly 
process classified information.  Hitz instructed 
the former C/DCI Administration to provide 
the IG with copies of any documentation,38 

encouraged the former C/DCI Administration to 
brief Tenet as soon as possible, and suggested 
that the former C/DCI Administration stay in 
contact with the IG. 

206. According to the former C/DCI 
Administration’s MFR of December 30, 1996, 
the IG Counsel contacted him on December 
19, 1996. Reportedly, the IG Counsel urged 
the former C/DCI Administration to prepare an 
MFR and provide related documentation to the 
IG. 

207. On December 20, 1996, Hitz called the 
former C/DCI Administration to inform him 
that he had met with Tenet, who was reportedly 
not aware of the Deutch matter.  Hitz indicated 
that he and Tenet both supported the process 
that was being pursued on the acquisition of 
relevant information and the classifi ed magnetic 
media. Hitz encouraged the former C/DCI 
Administration to ensure that his documentation 
was forwarded to Hitz’s staff for the former C/ 
DCI Administration’s protection. 

208. Hitz remembers that in mid-December 
1996, the former C/DCI Administration met 
with him regarding classified information 
discovered on one or two Agency-owned 
computers at Deutch’s residences in Maryland 
and Belmont. Hitz recalled the former C/DCI 
Administration seeking advice on what action 
to take.  Hitz’s impression was that C/DCI 
Administration was concerned that the former 
C/DCI Administration’s supervisors would 
not act appropriately.  Hitz understood that 
the classified information found on Deutch’s 
computer included sensitive trip reports.  The 
computer was connected to the Internet, and 
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there was [a] threat of the information being 
vulnerable to electronic compromise. 

209. Hitz believes that he discussed the former 
C/DCI Administration’s information with 
IG Counsel and the then-Deputy IG for 
Investigations and obtained their advice.  This 
advice included instructing the former C/DCI 
Administration to secure the hard drive and 
other classified information that was recovered 
from Deutch’s computers.  Hitz remembered 
passing that instruction to the former C/DCI 
Administration. Hitz recalled that after meeting 
with IG Counsel and then-Deputy IG for 
Investigations, “’we knew we were going to get 
into it and be helpful with it.” 

210. Hitz stated that he cannot remember what 
follow-up instruction he may have provided 
to IG Counsel and then-Deputy IG for 
Investigations.  Hitz thinks he ultimately read 
the former C/DCI Administration’s MFR and 
“did not like the smell of it” [the nature of 
the allegation] and “if half of what the former 
C/DCI Administration said was true - we 
would get in it.”  Hitz emphasized that the 
determination of whether to get involved would 
be made in concert with IG Counsel and the 
then-Deputy IG for Investigations.  Hitz stated 
he never discussed the SIB investigation with 
Deutch, Slatkin, O’Neil, Calder, the PDGC, or 
D/OPS. 

211. IG Counsel said that he does not remember 
any discussions that Hitz may have had with 
him and the then Deputy IG for Investigations 
stemming from information received from the 
former C/DCI Administration.  The IG Counsel 
stated that he does not remember calling the 
former C/DCI Administration or having any 
discussion of an allegation regarding Deutch, 
nor does he remember seeing an MFR by the 
former C/DCI Administration.39 

212. The then-Deputy IG for Investigations 
said there were contacts between the former 
C/DCI Administration and Hitz over this 
issue, and Hitz would tell the then-Deputy 

IG for Investigations about the conversations 
afterwards.  The then-Deputy IG for 
Investigations stated he “may have detected an 
inference from Hitz that classifi ed information 
was on the computer.”  However, the then-
Deputy IG for Investigations did not remember 
any discussion with Hitz regarding the need to 
protect the computer’s hard drive.  The then-
Deputy IG for Investigations was not in contact 
with the former C/DCI Administration. 

Why did  OIG wai t  unt i l  March 1998 to  

open an invest igat ion? 

213. Hitz observed that the investigation had 
started with the former C/DCI Administration’s 
“security people” finding the data, and the 
investigation stayed in a security channel.  Hitz 
believed that it was appropriate for that to 
continue as long as OPS would be allowed to 
do their job. 

214. C/SIB’s chronology noted a call from the 
then-Deputy IG for Investigations on January 7, 
1997 asking that SIB look at a particular issue, 
normally the purview of the OIG (improper 
personal use of a government computer) to put 
some preliminary perspective to the issue and 
keep him apprised. 

215. The then-Deputy IG for Investigations stated 
that he must have learned from Hitz that 
C/SIB was involved with an investigation 
related to Deutch and that knowledge prompted 
the then-Deputy IG for Investigations to 
call C/SIB on January 7, 1997. The then-
Deputy IG for Investigations said that, if 
he had been informed that the matter under 
investigation by C/SIB was a “serious issue,” 
he would remember it.  The then-Deputy IG 
for Investigations categorized the issue under 
investigation by SIB as one of “propriety and 
property management.”  He does not recall 
knowing that the computers involved were 
intended for unclassified use. 

216. The OPS Legal Advisor stated he learned 
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This Directive shall supersede all other existing 
presidential guidance on the organization of the 
National Security Council system. With regard to 
application of this document to economic matters, 
this document shall be interpreted in concert 
with any Executive Order governing the National 
Economic Council and with presidential decision 
documents signed hereafter that implement either 
this directive or that Executive Order.

 [signed: George W. Bush] 

cc: The Executive Clerk 
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