


CHAPTER 4 

Counterintelligence at the End Of 
the 20th Century 

Introduction 
The breakup of the Soviet Union in 1991 and its ongoing volatile political 

environment, the liberation of Eastern Europe, and the reunification of Germany 
all led people in the United States to believe that espionage was out-of-date and the 
foreign intelligence war over. But the beginning of the post–Cold War did not 
signal the end of espionage. 

In 1994 the nation was hit by a bombshell when the FBI arrested Hazen Aldrich 
Ames, a senior CIA officer, for spying for almost 10 years for the Russians. The 
deadly consequences of Ames’ personal betrayal and the compromise of national 
security drastically altered US counterintelligence. Congress was furious about 
this “failure”and demanded change. To preclude any action by Congress to legislate 
changes in counterintelligence, President Clinton issued Presidential Decision 
Directive/NSC-24 on 3 May 1994, which reorganized counterintelligence. 

Under the Executive Order, a National Counterintelligence Policy Board 
(NACIPB) was created to coordinate CI activities and resolve interagency 
disagreements. The NACIPB, unlike previous groups, reports to the National 
Security Council. In addition, the order created a National Counterintelligence 
Center (NACIC) to share and evaluate information regarding foreign intelligence 
threats. 

In 1995, Congress recognized that countries that formerly had not been considered 
intelligence threats were stealing American technology and decided to take action. 
They enacted legislation, the Economic Espionage Act of 1996, which the President 
signed on 11 October 1996. In April 1997, the first conviction under the new law 
took place with the sentencing in Pennsylvania of Daniel Worthing. 

The nation again was reminded in 1996 that traditional espionage did not take a 
holiday when Robert Chaegon Kim, a computer specialist in the Maritime Systems 
Directorate of the Office of Naval Intelligence, was arrested on 25 September 1996 
on charges of passing classified information to South Korea.  Almost two months 
later, Harold J. Nicholson, a 16-year CIA veteran and former station chief with 
access to “very damaging information,” was arrested on 15 November 1996 and 
charged with passing Top Secret information to the Russians.  A month later, on 17 
December 1996, Earl E. Pitts, a Special Agent with the FBI since 1983, was arrested 
and charged with compromising FBI intelligence operations to the SVRR, successor 
to the Soviet KGB. 
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This chapter is not complete. There are two more years before the beginning of 
the 21stCentury and, during this time, additional spies will undoubtedly be detected, 
arrested, or neutralized. Threats to our nation’s national security will continue 
unabated as the rest of the world looks at the United States as the “great Satan,” the 
technology store to be robbed, the “bullying big brother,” or a target to knock down 
to size. New technological advances in communications and information sharing 
will also create new difficulties for American counterintelligence to resolve.  All of 
these developments indicate that US counterintelligence will continue to face threats 
to the national security in the future. 
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The Jacobs Panel 

On 23 May 1990, a blue-ribbon panel, called the 
Jacobs panel after its chairman Eli Jacobs, reported its 
recommendations to the Senate Intelligence Committee. 
The panel had been asked by the chairmen of the 
Committee, Senator David L. Boren, Democrat of 
Oklahoma and Senator William S. Cohen, Republican 
of Maine, to review espionage cases from the 1980s 
and to make recommendations to change the nation’s 
espionage laws. 

The eight-member panel suggested 13 legislative 
proposals. According to Jacobs, “The past 20 years of 
espionage indicate that the main threat is not the 
ideologically motivated spy but rather the voluntary spy-
the insider who betrays his country not from belief, but 
for money or revenge.” 

The Senate Committee was told that the panel looked 
at 19 espionage cases from 1975 to the present day and 
found that most of the people studied had access to Top 
Secret or codeword information. They also visited the 
CIA, FBI, Pentagon, National Security Agency, and 
others. Both the CIA and FBI said they offered 
suggestions but did not identify them. 

In making its recommendations, the panel was 
proposing to make it easier for counterintelligence and 
law enforcement entities to “deter, detect and prosecute” 
espionage cases through stiffer Top Secret clearance 
checks, polygraph tests and new penalties for 
“espionage-related activities.” 

The 13 ways to improve counterintelligence 
recommended by the panel were: 

1. Require people with top secret clearances to grant 
investigators access to financial, consumer credit and 
commercial records. 

2. Amend privacy laws to allow unlimited access to 
financial records of top secret clearance holders. 

3. Require government code and communications 
specialists and manufacturers of code machines to 
undergo regular polygraph examinatons. 

4. Permit the National Security Agency to help former 
employees financially so that they have no need to obtain 
money by spying. 

5. Amend espionage laws to make it a crime to possess 
espionage equipment with intent to spy. 

6. Amend espionage laws to make the sale of top 
secret documents a crime, without having to disclose 
the information contained in the documents. 

7. Amend espionage laws to make it a crime to 
remove top secret documents from secure areas. 

8. Expand laws requiring forfeiture of profits obtained 
from crime to include espionage. 

9. Amend federal retirement laws to permit the 
government to deny retirement pay to people convicted 
of espionage in foreign courts when U.S. secrets are 
involved. 

10. Amend consumer law to permit the FBI to obtain 
consumer reports on people suspected of being foreign 
agents. 

11. Amend privacy laws to permit FBI access to 
unlisted telephone numbers of suspected foreign agents. 

12. Amend law to permit offering up to $1 million 
rewards for information about espionage. 

13. Amend surveillance law to create a process for 
obtaining court orders for physical searches in national 
security cases. 

Senator Boren said espionage cases “continue to 
surface with disturbing frequency.” Despite the changes 
occurring in the Soviet Union and Eastern Europe, Boren 
noted that the United States has not seen a decrease in 
hostile spying, instead, “we have seen an increase in 
espionage activities.” 
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Both Senator Boren and Senator Cohen indicated that 
economic espionage will be the big problem in the 
future. Senator Boren stated that although the KGB 
was trying to improve its public image by showing a 
less aggressive intelligence service, the KGB Chairman 
Vladimir Kryuchkov indicated “in simple terms, 
espionage against commerical targets will become the 
great equalizer for the shortcomings of the Soviet 
economy.” 

Senator Cohen said, “The era of the cloak and dagger 
may be over, but the cloaks are likely to multiply and 
become even more pervasive in their effort to procure 
military, industrial, and commercial secrets.” 

THE WHITE HOUSE 

Office of the Press Secretary 

For Immediate Release September 13, 1993 

EXECUTIVE ORDER 
12863 

PRESIDENT’S FOREIGN INTELLIGENCE 
ADVISORY BOARD 

By the authority vested in me as President by the 
Constitution and the laws of the United States of 
America, and in order to enhance the security of the 
United States by improving the quality and effectiveness 
of intelligence available to the United States, and to 
assure the legality of activities of the Intelligence 
Community, it is ordered as follows: 

Part I.  Assessment of Intelligence Activities 

Section 1.1. There is hereby established, within the 
White House Office, Executive Office of the President, 
the President’s Foreign Intelligence Advisory Board 
(PFIAB). The PFIAB shall consist of not more than 16 
members, who shall serve at the pleasure of the President 
and shall be appointed by the President from among 
trustworthy and distinguished citizens outside the 
Government who are qualified on the basis of 
achievement, experience and independence. The 
President shall establish the terms of the members upon 

their appointment. To the extent practicable, one-third 
of the PFIAB at any one time shall be comprised of 
members whose term of service does not exceed 2 years. 
The President shall designate a Chairman and Vice 
Chairman from among the members. The PFIAB shall 
utilize full-time staff and consultants as authorized by 
the President. Such staff shall be headed by an Executive 
Director, appointed by the President. 

Sec. 1.2. The PFIAB shall assess the quality, quantity, 
and adequacy of intelligence collection, of analysis and 
estimates, and of counterintelligence and other 
intelligence activities. The PFIAB shall have the 
authority to review continually the performance of all 
agencies of the Federal Government that are engaged 
in the collection, evaluation, or production of intelli-
gence or the execution of intelligence policy. The 
PFIAB shall further be authorized to assess the adequacy 
of management, personnel and organization in the 
intelligence agencies. The heads of departments and 

a 

Richard Helms: former Director 
Intelligence. 

counsel. 

Seymour former ambassador 

The Jacobs Panel 

Eli Jacobs: Baltimore Orioles owner. He was 
Reagan-era arms control advisor; and sat on Pentagon 
advisory panels. 

of Central 

Lloyd Cutler: former Carter White House counsel. 

Arthur Culvahouse: former Reagan White House 

Weiss: and top 
Department of State official. 

Sol Linowitz: former Xerox executive, ambassador 
and Mid-East negotiator. 

Warren Christopher: former deputy Secretary of State. 

Harold Edgar: Columbia University professor; 
espionage law expert. 
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agencies of the Federal Government, to the extent 
permitted by law, shall provide the PFIAB with access 
to all information that the PFIAB deems necessary to 
carry out its responsibilities. 

Sec. 1.3. The PFIAB shall report directly to the 
President and advise him concerning the objectives, 
conduct, management and coordination of the various 
activities of the agencies of the Intelligence Community. 
The PFIAB shall report periodically, but at least 
semiannually, concerning its findings and appraisals and 
shall make appropriate recommendations for the 
improvement and enhancement of the intelligence 
efforts of the United States. 

Sec. 1.4. The PFIAB shall consider and recommend 
appropriate action with respect to matters, identified to 
the PFIAB by the Director of Central Intelligence, and 
the Central Intelligence Agency, or other Government 
agencies engaged in intelligence or related activities, in 
which the advice of the PFIAB will further the 
effectiveness of the national intelligence effort. With 
respect to matters deemed appropriate by the President, 
the PFIAB shall advise and make recommendations to 
the Director of Central Intelligence, the Central 
Intelligence Agency, and other Government agencies 
engaged in intelligence related activities, concerning 
ways to achieve increased effectiveness in meeting 
national intelligence needs. 

Part II. Oversight of Intelligence Activities 

Sec. 2.1. The Intelligence Oversight Board (IOB) is 
hereby established as a standing committee of the 
PFIAB. The IOB shall consist of no more than four 
members appointed from among the membership of the 
PFIAB by the Chairman of the PFIAB. The Chairman 
of the IOB shall be appointed by the Chairman of the 
PFIAB. The Chairman of the PFIAB may also serve as 
Chairman of the IOB. The IOB shall utilize such full-
time staff and consultants as authorized by the Chairman 
of the PFIAB. 

Sec. 2.2. The IOB shall: 

(a) prepare for the President reports of 
intelligence activities that the IOB believes may 
be unlawful or contrary to Executive order or 
Presidential directive; 

(b) forward to the Attorney General reports 
received concerning intelligence activities that the 
IOB believes may be unlawful or contrary to 
Executive order or Presidential directive; 

(c) review the internal guidelines of each agency 
within the Intelligence Community that concern 
the lawfulness of intelligence activities; 

(d) review the practices and procedures of the 
Inspectors General and General Counsel of the 
Intelligence Community for discovering and 
reporting intelligence activities that may be 
unlawful or contrary to Executive order or 
Presidential directive; and 

(e) conduct such investigations as the IOB 
deems necessary to carry out its functions under 
this order. 

Sec. 2.3. The IOB shall, when required by this 
order, report to the President through the Chairman of 
the PFIAB. The IOB shall consider and take appropriate 
action with respect to matters identified by the Director 
of Central Intelligence, the Central Intelligence Agency 
or other agencies of the Intelligence Community.  With 
respect to matters deemed appropriate by the President, 
the IOB shall advise and take appropriate 
recommendations to the Director of Central Intelligence, 
the Central Intelligence Agency or other agencies of 
the Intelligence Community. 

Sec. 2.4. The heads of departments and agencies 
of the Intelligence Community, to the extent permitted 
by law, shall provide the IOB with all information that 
the IOB deemed necessary to carry out its respon-
sibilities. Inspectors General and General Counsel of 
the Intelligence Community, to the extent permitted by 
law, shall report to the IOB, at least on a quarterly basis 
and from time to time as necessary or appropriate, 
concerning intelligence activities that they have reason 
to believe may be unlawful or contrary to Executive 
order or Presidential directive. 

Part III. General Provisions 

Sec. 3.1. Information made available to the PFIAB, 
or members of the PFIAB acting in their IOB capacity, 
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accordance with applicable laws and regulations. Each 

Sec. 3.2. Members of the PFIAB shall serve without 
A/K/A
a/k/a 

STATEMENT ACTS 

I. INTRODUCTION 

years. 

AMES was Operations 

1 

shall be given all necessary security protection in 

member of the PFIAB, each member of the PFIAB’s 
staff and each of the PFIAB’s consultants shall execute 
an agreement never to reveal any classified information 
obtained by virtue of his or her services with the PFIAB 
except to the President or to such persons as the President 
may designate. 

compensation but may receive transportation expenses 
and per diem allowances as authorized by law. Staff 
and consultants to the PFIAB shall receive pay and 
allowances as authorized by the President. 

Sec. 3.3. Executive Order No. 12334 of December 
4, 1981, as amended and Executive Order No. 12537 
of October 28, 1985, as amended, are revoked. 

WILLIAM J. CLINTON 
THE WHITE HOUSE 

September 13, 1993. 

IN THE UNITED STATES DISTRICT 
COURT FOR THE EASTERN 

DISTRICT OF VIRGINIA 

Alexandria Division 

UNITED STATES OF AMERICA
          v.                       Criminal No. 94-64-A 
ALDRICH HAZEN AMES, 

  “Kolokol”, 
“K” 

 OF F

In the event that this matter were to proceed to trial, 
the government would prove the following beyond a 
reasonable doubt: 

ALDRICH HAZEN AMES is 52 years old, born on 
May 26, 1941. In June 1962, ALDRICH HAZEN 
AMES accepted employment with the Central 
Intelligence Agency (CIA) of the United States, and he 
has been a full-time CIA employee for more than 31 

At the time of his arrest, AMES was a GS-14 
Operations Officer in the Counternarcotics Center at 
CIA Headquarters in Langley, Virginia. 

During his employment with CIA, AMES held a 
variety of positions including the following: from 1983 
to 1985, AMES was the Chief, Soviet Operational 
Review Branch in the Operational Review and 
Production Group of the Soviet/East European (SE) 
Division of the Directorate of Operations (DO) of the 
CIA; from 1986 through 1989, AMES was assigned to 
the United States Embassy in Rome, Italy; from 
September 1989 through December 1989, AMES was 
Chief, Europe Branch, External Operations Group, SE 
Division; from December 1989 through August 1990, 

the Chief, Czechoslovak 
Branch, East European Operations Group, SE Division; 
from September 1990 through August 1991, AMES was 
assigned to the USSR Branch, Analytical Group, 
Counterintelligence Center; from September 1991 
through November 1991, AMES was Chief, KGB. 
Working Group, Central Eurasia (CE) Division; from 
December 19091 through August 1993, AMES was a President, Bill Clinton 
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II. TED ACTIVITIES 

Republics (“U.S.S.R.” or “Soviet Union.” in 

meetings, AMES provided classified 

2 

“SAM,” 

was 

$900,000 more 

referant for CE Branch, regional Programs Branch, 
International Counternarcotics Group, Counternarcotics 
Center (ICG/CNC) and from August 1993 to February 
1994, AMES was Chief, Europe and CE Branch, ICG/ 
CNC. Throughout AMES’ employment with the CIA, 
he held a TOP SECRET security clearance and had 
regular access to information and documents classified 
SECRET and TOP SECRET pursuant to Executive 
Order 12356. 

On August 10, 1985, AMES married Maria del 
Rosario Casas Dupuy in the Commonwealth of Virginia. 
Prior to their arrests on February 21, 1994, ALDRICH 
and ROSARIO AMES resided at 2512 North Randolph 
Street, Arlington, Virginia, in the Eastern District of 
Virginia, with their minor son. 

ESPIONAGE RELA
In 1984, as part of his duties as a CIA Operations 

Officer, ALDRICH HAZEN AMES began meeting with 
officials of the Embassy of the Union of Soviet Socialist 

Washington, D.C. These meeting were authorized by 
the Central Intelligence Agency and the Federal Bureau 
of Investigation, and were designed to allow AMES to 
assess Soviet officials as possible sources for intelligence 
information and recruitment. AMES was required to 
report each of his meetings with these Soviet officials 
to CIA officials. 

In approximately April 1985, AMES agreed with 
Soviet officials to sell classified information from the 

Central Intelligence Agency and other branches of the 
United States government to the KGB, in return for large 
sums of money. In May and July 1985, AMES engaged 
in authorized meetings with Soviet officials, meetings 
he used as a cover to provide classified information to 
the KGB in exchange for money. Although AMES 
stopped regularly reporting these meetings to the CIA 
in July 1985, over the next year AMES continued to 
meet with the KGB in Washington, D.C. During many 
of these 
information relating to the national defense of the United 
States to the KGB in return for cash payments.

In July 1986, ALDRICH HAZEN AMES was 
assigned to the United States Embassy in Rome, Italy, 
where he served until July 1989. During this time, 
AMES met with his KGB handler, codenamed “SAM.” 
AMES reported a few of these meetings to the CIA, 
claiming that he was obtaining information from 

a Soviet Embassy official. During these 
meetings, AMES continued to disclose classified 
information relating to the national defense of the United 
States which AMES obtained through his work for the 
CIA in Rome. 

In the Spring of 1989, as AMES was preparing to 
return to CIA Headquarters in Langley, Virginia, the 
KGB provided him with two written documents. The 
first document a financial accounting which 
indicated that as of May 1, 1989, AMES had already 
receive approximately $1.8 million and that some 

had been appropriated for him. The 

Aldrich Hazen Ames 
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Headquarters, 3 discussed arrangements 

further com-
Pursuant 

The 1991 communication plan 

regarding 

handlers. 

message 

of their failure to provide him money in response to his 

BRIDGE. 

to 

cables! Documents are enclosed in this package which 

personal meeting with the KGB 

second document was a nine-page letter which listed 
the types of classified information the KGB wanted 
AMES to obtain for them upon his return to CIA 

for cash 
payments to AMES upon his return to the United States, 
warned AMES to avoid traps set by the CIA, and detailed 
a communication plan governing 
munications between AMES and the KGB. 
to this communication plan, AMES would pass 
documents to and receive money from the KGB in the 
Washington, D.C. area at set times throughout the year 
using signal sites and dead drops. AMES would also 
meet personally with the KGB at least once yearly in 
meetings outside the United States. The fixed site for 
these meeting would be in Bogota, Colombia, on the 
first Tuesday every December, although additional 
meetings could be held in other cities, including Vienna, 
Austria, on an as needed basis. 

In 1990, the KGB provided AMES with a commun-
ications plan for 1991 through a dead drop in the 
Washington, D.C. area.  
provided for impersonal contacts through signal sites 
and dead drops, and for personal meetings between 
AMES and the KGB in Vienna, Austria, in April, and 
in Bogota, Colombia, in December. On December 17, 
1990, AMES obtained valuable intelligence information 

a KGB officer cooperating with the CIA. 
AMES prepared a letter for the KGB on his home 
computer advising the KGB of this information and 
the cryptonym of the KGB officer. 

Pursuant to AMES’ communication schedule with the 
KGB, on April 25, 1991, AMES traveled to Vienna, 
Austria, to meet with his KGB Although 

AMES was present in Vienna and prepared to exchange 
classified information for money, the KGB failed to 
meet with AMES at that time. Later that year, in 
December 1991, AMES met personally with the KGB 
in Bogota, Colombia, where he exchanged classified 
information for a large amount of cash. At that meeting, 
the KGB provided AMES a communications plan for 
1992, pursuant to which they would communicate 
through signal sites and dead drops in March and August, 
and meet personally in Caracas, Venezuela, in October 
of 1992. 

In March 1992, defendant ALDRICH HAZEN 
AMES communicated with the KGB by placing asignal 
at signal site SMILE and leaving a message with a 
package of documents at dead drop BRIDGE. In this 

to the KGB, AMES requested that they 
promptly transmit more money to him through a dead 
drop. Again in June, 1992, AMES prepared a message 
on his computer to the KGB in which he complained 

previous message, indicated that he was forced to sell 
stocks and certificates of deposit in Zurich to meet 
pressing needs, and asked them to deliver to him up to 
$100,000 in cash through dead drop PIPE. This message 
was transmitted to the KGB by placing a signal at signal 
site SMILE and leaving the message at dead drop 

On August 18, 1992, AMES typed a letter to the KGB 
on his home computer, at his home in the Eastern District 
of Virginia, discussing dead drops and his access 
classified information, stating: “My lack of access 
frustrates me, since I would need to work harder to get 
what I can to you. It was easier to simply hand over 

should be of interest.” 

In discussing his possible transfer to a different 
position within the CIA, AMES stated that, “If this job 
offer becomes serious during the next week or so, I will 
surely take it. It would be more interesting and 
productive for us.” In this letter, AMES agreed to a 

in Caracas, Venezuela 
and AMES also provided them with information on the 
level of CIA operations in Moscow, U.S. conclusions 
about Russian technical penetrations of our embassy in 
Moscow, and CIA recruitment plans for Russian 
officials. The letter also stated that, “My wife has One of Ames’ dead drop sites. 
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AMES attempted to transmit this letter and 

KGB had not been erased, signifying that they had not 
AMES 

again. 
was retransmitted 

KGB. 

also 

KGB 

stating 

Later 

accomodated (sic) herself to understanding what I am 
doing in a very supportive way.” 

accompanying classified documents to the KGB on 
August 19, 1992, by placing a pencil mark at signal site 
HILL in the morning and thereafter leaving the 
documents and letter at dead drop GROUND at 4 p.m. 
that day. Early the next day, however, AMES returned 
to the signal site and determined that his signal to the 

picked up his package from the dead drop. 
thereafter retrieved his package, and on September 1, 
1992, typed a second letter to the KGB on his home 
computer. This letter advised them that he had been 
forced to retrieve his earlier drop and would signal them 

This message, along with the earlier package, 
to the KGB in early September 

through dead drop GROUND. 

On October 2, 1992, pursuant to his communications 
plan, AMES traveled to Bogota, Colombia, and then 
on to Caracas, Venezuela, to meet with officers of the 

During this meeting, AMES provided the KGB 
with classified information and received in return 
approximately $150,000 in cash. The KGB 
provided AMES with a communications plan for 1993, 
pursuant to which AMES would transmit information 
and messages to them by dead drops in January, April, 
July, and October, receive money and messages from 
the KGB in March, June, and September, and would 
meet with them personally in Bogota, Colombia, in 

November or December 1993. Upon his return to the 
United States, AMES deposited more than $85,000 of 
the KGB money received in Caracas into accounts he 
controlled with his wife in banks in Northern Virginia, 
all deposits in amounts of less than $10,000. 

On March 9, 1993, AMES typed a message to the 
on his home computer discussing a variety of 

topics including the morale of the CIA division 
concerned with the former U.S.S.R and Russia, 
personnel changes and budgetary matters in the CIA, 
and the fact that he was transmitting to them a “variety” 
of documents.  AMES opened this message telling the 
KGB, “All is well with me—I have no indications that 
anything is wrong or suspected.” This message, along 
with a package of classified documents and information, 
was transmitted to the KGB through a dead drop in 
March 1993. 

On May 26, 1993, AMES transmitted an “urgent” 
message to the KGB, asking for money to be delivered 
to him immediately through a dead drop in the 
Washington, D.C. area. Four days later, the KGB 
transmitted a package containing a substantial amount 
of cash to AMES through dead drop BRIDGE. In July 
1993, the KGB transmitted to AMES additional money 
through a dead drop, as well as a message discussing 
an upcoming personal meeting, and their plan to test a 
dead drop to determine whether it was secure. In this 
message, the KGB advised AMES that they would 
provided additional money shortly, unless the money 
was postponed due to the “diplomatic pouch schedule.” 

In preparation for his trip to Bogota on September 8, 
1993, AMES drafted a message to the KGB 
that he would be available to meet with them on 
October 1, 1993. On September 9, 1993, AMES left 
this message for the KGB, and that evening drove with 
his wife into the District of Columbia to determine 
whether the KGB had received the message. 
that month, the KGB signaled AMES through signal 
site NORTH, advising him they would be unavailable 
to meet with him on October 1, 1993, and transmitted a 
message to him through dead drop PIPE stating they 
would meet with him between November 1 and 
November 8, 1993. On October 18, 1993, AMES 
signaled his willingness to attend this meeting in Bogota 
by placing a chalk mark at signal site SMILE. 

One of Ames’ signal sites. 
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Thereafter, on October 30, 1993, AMES traveled to 
Bogota, Colombia, where he met with officers of the 
KGB. In Bogota, AMES provided the KGB with 
classified information in exchange for a substantial 
amount of cash. In Bogota, AMES also received a 
communications plan for 1994 which established new 
signal sites throughout the Washington metropolitan area 
and provided for dead drops in February, March, May, 
August, and September, face-to-face meetings in 
Caracas, Venezuela, or Quito, Ecuador, in November 
1994, and a face-to-face meeting in 1995 in either 
Vienna, Austria, or Paris, France.   During this meeting, 
the KGB also advised AMES that they were holding 
$1.9 million for him. 

III. COMPROMISE OF CLASSIFIED 
INFORMA TION 

When ALDRICH HAZEN AMES began spying for 
the KGB in the Spring of 1985, his position within the 
CIA guaranteed him access to most information relating 
to penetrations of the Soviet military and intelligence 
services and intelligence operations against the Soviet 
Union. AMES disclosed substantial amounts of this 
information, including the identities of Russian military 
and intelligence officers who were cooperating with the 
CIA and friendly foreign intelligence services, including 
but not limited to, sources codenamed GTACCORD, 
GTCOWL, GTFITNESS, GTBLIZZARD, 
GTGENTILE, GTMILLION, GTPROLOGUE, 
GTWEIGH, GTTICKLE, and others.4 AMES’ 
disclosures included a substantial amount of TOP 
SECRET information including signals intelligence. 
AMES’ compromise of these penetrations of the Soviet 
military and intelligence services deprived the United 
States of extremely valuable intelligence material for 
years to come. 

During his assignment to the U.S. Embassy in Rome 
from 1986 to 1989, AMES provided the KGB with 
valuable intelligence information concerning CIA 
activities against the Soviet Union, including a large 
number of double agent operations launched against 
the Soviet Union. AMES compromised a substantial 
number of double agent operations organized by U.S. 
intelligence agencies, and also advised the KGB of our 
knowledge of Soviet double agent operations targeted 
against the U.S. AMES informed the KGB of important 
CIA strategies involving double agent operations and 
answered detailed inquiries regarding past penetrations 

of the Soviet intelligence services. During this period 
AMES also disclosed to the KGB the identities of an 
Eastern European security officer who had begun 
cooperating with the CIA, code named 
GMMOTORBOAT, and a soviet official cooperating 
with CIA, codenamed GTPYRRHIC. 

Following his return in 1989 to CIA Headquarters, 
AMES continued to provide the KGB with valuable 
classified information related and unrelated to his 
specific CIA job assignments. AMES also provided 
the KGB with a substantial amount of information 
regarding CIA and other U.S. intelligence agencies, 
including information on budgets, staffing, personnel, 
morale, strategy, and other issues affecting the Soviet 
Union and Russia. 

IV. THE FINANCES AND FALSE TAX 
RETURNS 

During this conspiracy, defendant ALDRICH 
HAZEN AMES received approximately $2.5 million 
from the KGB for his espionage activities. AMES 
received this money primarily in face-to-face meetings 
overseas, but also through dead drops in the Washington, 
D.C. area. While AMES was stationed in Rome, he 
deposited the bulk of this cash into two accounts at 
Credit Suisse Bank in Zurich, Switzerland.5 For 
example, on June 29, 1989, prior to departing Rome for 
the Untied States, AMES deposited a total of $450,00 
in cash into two accounts he controlled at Credit Suisse. 

AMES and his wife, Rosario Casas Ames, used the 
money received from the KGB to purchase a residence 
in Arlington, Virginia for $540,000, property in 
Colombia, expensive automobiles, extensive wardrobes, 
and to pay approximately one-half million dollars in 
credit card bills. A portion of the money was used to 
support Rosario Casas Ames’ family in South America 
as well. Most of the money deposited in cash into United 
States banks was deposited in sums less than $10,000 
to avoid having the financial institutions file a Currency 
Transaction Report. 

Of the approximately $2.5 million paid to AMES by 
the KGB, none of the money was declared on AMES’ 
United States income tax returns. ALDRICH HAZEN 
AMES subscribed and filed false Joint Income Tax 
Returns for tax years 1985, 1986, 1987, 1988, 1989, 
1990, 1991, and 1992. 
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In committing the foregoing acts, ALDRICH HAZEN 
AMES acted knowingly, willfully, and unlawfully, not 
by accident or mistake. 

Respectfully submitted, 

HELEN F. FAHEY 
UNITED STATES ATTORNEY 

(NOTE: On 28 April 1994 Rick Ames was sentenced 
to life inprisonment.) 

Central Intelligence Agency 

Washington, D. C. 20505 

Immediate Release 31 October 1995 

DIRECTOR OF CENTRAL INTELLIGENCE 
JOHN DEUTCH STATEMENT TO THE PUBLIC 

ON THE AMES DAMAGE ASSESSMENT 

For the past year and a half, an independent team of 
Intelligence Community analysts and operations officers 
has conducted a Damage Assessment of the actions of 
Aldrich Ames, who, while a CIA Directorate of 
Operations officer from 1985 to 1994, committed 
espionage for Soviet (and later Russian) intelligence. 
This Damage Assessment, commissioned by my 
predecessor, is now complete. I testified before the 
House and Senate Permanent Select Committees on 
Intelligence on October 31st and laid out the findings 
and actions that I have put in place to remedy the 
shortcomings it identified. 

The Ames case is one of those landmark events which 
defines the course of an organization. It requires some 
public discussion because the American people need to 
know that the Central Intelligence Agency has drawn 
the right lessons from the incident, and is moving 
determinedly to make fundamental changes which will 
reduce the chance that something like this will happen 
again. Smart organizations use every experience— 
whether good or bad — as motivation to improve. I am 
determined to use the Ames case as the basis for bringing 
bold management changes to the CIA. 

I have provided the congressional intelligence 
oversight committees with details concerning the 
damage caused by Aldrich Ames’ treachery. But let me 
describe a basic outline of the damage that was done, 
the weaknesses in the CIA which the incident revealed, 
and the corrective actions which have been and are being 
taken. 

The damage which Aldrich Ames did to his country 
can be summarized in three categories: 

— By revealing to the Soviet Union the identities of 
many assets who were providing information to the 
United States, he not only caused their executions, but 
also made it much more difficult to understand what 
was going on in the Soviet Union at a crucial time in its 
history; 

— By revealing to the Soviet Union the way in which 
the United States sought intelligence and handled assets, 
he made it much more difficult for this country to gather 
vital information in other countries as well; 

— By revealing to the Soviet Union identities of assets 
and American methods of espionage, he put the Soviet 
Union in the position to pass carefully selected “feed” 
material to this country through controlled assets; 

The damage done by Aldrich Ames is documented in 
the Damage Assessment Report which I have submitted 
to the intelligence committees. I endorse the Report. I 
have also made this painstaking work of many months 
available to other agencies of government so that 
damage control actions can be taken. 

While Ames damaged our intelligence activities in a 
number of areas, his betrayal of our most important 
assets is particularly egregious. In a single disclosure, 
he revealed the identities of CIA’s most valuable Soviet/ 
Russian assets. 

The Report also revisits deficiencies in the 
organization, procedures, and management of the 
Central Intelligence Agency. These deficiencies fall into 
two major categories: 

— The counterintelligence function in the CIA had 
become neglected by management compared to other 
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consumers were 

our consumers. 

Council. 
customers 

operations. 

functions. It was poorly staffed and organized, and 
characterized by lax procedures. Its coordination with 
the Department of Justice was badly flawed by turf-
tending and bureaucratic infighting. 

— Most troubling of all was an important new finding 
of the Assessment, which is substantiated by a Special 
Inspector General Report I requested this summer, that 

not informed that some of the most 
sensitive human intelligence reporting they received 
came from assets that were known or suspected of being 
controlled by the KGB/SVR. This finding disturbs me 
greatly, and this deficiency is one of the first I have 
moved to correct. 

These are the major issues underlying the damage 
done and the shortcomings that were revealed by Aldrich 
Ames’ espionage activities, and are documented in the 
thorough report which has been submitted to the 
intelligence committees. 

What is critically important in this incident is the 
future. What is the Central Intelligence Agency doing 
as a result of this incident, and its aftermath, to reduce 
the chance that this happens again? 

My most urgent task is to re-establish credibility with 
I will establish a new, independent 

Customer Review Process for sensitive human reporting 
that will be managed by the National Intelligence 

Both the Directorate of Operations and our 
agree with this mechanism to improve 

customer knowledge without excessive intrusion into 

When I took office six months ago, I found that many 
corrective actions in the wake of the Ames case were 
underway, well documented in a strategic plan for 
change. I have taken additional actions in my time as 
Director of Central Intelligence, particularly in the areas 
of personnel, organization, and accountability. 

DCI, John Deutch 
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The major categories of the corrective actions and 
improvement are these: 

— A major changeover in the management of the 
Central Intelligence Agency, including the replacement 
of the top three levels of Agency management and much 
of the fourth level with new leadership committed to 
change. This new management team includes a new 
Deputy Director for Operations, as well as Associate 
Deputy Directors for Operations, Counterintelligence, 
and Human Resources, and seven Directorate of 
Operations component chiefs. 

on 

The KGB expressed interest in their former republics and 

The 

The Ames Notebook 

Ames passed the names of two CIA officers, who were 
handling compromised CIA agents, to the KGB in an effort 
to throw suspicion them for the loss of American 
intelligence penetrations of the Soviet Union. 

In an endeavor to be promoted, Ames asked the KGB to 
provide a Russian spy for him to recruit but the KGB denied 
his request as too risky. 

The KGB changed their dead drop modus operandi after 
Ames gave them an FBI report on Soviet intelligence dead 
drop methodology. For the first time, the KGB used public 
parks to clear dead drops and to communicate with Ames. 

Despite missing three personal meetings because of 
drunkenness, Ames met with the KGB 11 times between 
1985 and 1993. The KGB recorded the 40 hours Ames spent 
with them. 

asked Ames about CIA operations in these areas and if CIA 
communicated directly with agents there. 

The KGB asked Ames about a suspected KGB officer in 
Vienna, Austria. 

After the Soviets advised Ames that they had set aside 
$2 million for him, he attempted to have the money 
transferred to his bank account in the United States. 
Soviets refused fearing he might stop spying for them. 

Ames never considered living on the property the KGB 
arranged for him in Moscow; instead he thought about retiring 
in southern France or Colombia. 

—The establishment of the National Counter-
intelligence Center at CIA, headed by a senior FBI 
officer; 

—Significantly increasing the application of 
counterintelligence to operations, and emphasizing 
counterintelligence awareness and training in all 
activities; 

— New guidelines for Agency managers on handling 
employee suitability issues and strengthening internal 
discipline procedures; 

— Policies to ensure that new emphasis is placed on 
the quality of agent recruitment and agent handling, 
rather than on the quantity of recruitment. This includes 
a complete scrubbing of standards and criteria for 
personnel evaluation as well as a system of rewards 
that moves away from quantity to quality in asset 
recruitment as the prime measure of success; 

— A revitalized system within the Directorate of 
Operations to validate assets, bringing in a team 
approach involving analysts and counterintelligence 
officers from the very beginning of cases; 

— Clearly defined standards and expectations for the 
performance of Chiefs of Station along with a clearly 
defined policy for their selection; 

— Initiatives aimed at improving the Agency’s records 
management system and bolstering computer security; 
and, 

— Perhaps most important, insistence from the top 
down on integrity and accountability in the Central 
Intelligence Agency. This includes the establishment 
of component-level accountability boards within the 
Directorate of Operations and a senior Directorate-level 
accountability board. 

I also considered the accountability of certain CIA 
officers in connection with the Damage Assessment 
Team Report and the Inspector General Report on the 
same subject. In making my determinations I applied 
the following standards: 

— That the performance deficiency at issue must be 
specific; 
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— That, unlike military practice, the individual being 
held accountable must have had a direct responsibility 
and role—that is, the individual, by virtue of his/her 
position, had the opportunity or responsibility to act; 
and, 

— That high levels of professionalism are required. 

The Inspector General, in the special report provided 
to me last month, recommended 12 CIA officers be 
held responsible for their roles in this matter. All but 
one of those individuals has retired, thereby restricting 
my options for disciplinary action. Based on the 
information in the Damage Assessment Team Report 
as well as the IG report, if these officers were still 
employed, I would have dismissed two individuals from 
CIA and taken no disciplinary action against five. I have 
reprimanded the one officer who is currently employed. 
As for the two I would have dismissed, both now are 
banned from future employment with the Agency. Four 
other former officers have been given reprimands or 
warnings. 

I want to emphasize that the Ames Damage 
Assessment, in all of its detail, does nothing to shake 
my conviction that we need a clandestine service. Of 
all the intelligence disciplines, human intelligence is, 
indeed, the most subject to human frailty, but it also 
brings human intuition, ingenuity, and courage into play 
against the enemies of our country. Often there is no 
other way to penetrate a terrorist cell or a chemical 
weapons factory or the inner circle of a tyrant. At critical 
times human intelligence has allowed our leaders to 
deal with the plans and intentions—rather than the 
weapons—of our enemies. 

I believe that the right actions are underway for the 
Ames incident to become the most powerful catalyst 
for change in the history of the Central Intelligence 
Agency. The key is drawing unflinchingly the right 
lessons and making the necessary changes. It will take 
time to implement all these reforms and accomplish 
required changes to some aspects of the CIA’s habits, 
practices, and attitudes. The United States must have 
the best intelligence capability in the world, and that 
capability includes the Operations Directorate of the 
Central Intelligence Agency. 

The Directorate of Operations must be staffed by top-
notch people. This means that first-class people are 

hired, their careers are managed properly, and the 
promotion system rewards those who maintain the 
highest standards of integrity, but also who are prepared 
to take risks. By clearly defining the rules and manage-
ment expectations, we will encourage these officers to 
take the risks necessary to produce the critical 
intelligence needed by our Nation. 

It must have solid procedures which ensure a quality 
product for decision-makers throughout government. 
This means emphasizing quality and authenticity over 
numbers and volume. This also means that safeguards 
against false information are comprehensive and 
effective. 

I believe that the changes which were taken before 
my watch, and the additional measures I have taken— 
coupled with the desire for fundamental, positive change 
by the overwhelming majority of CIA officers 
themselves— ensure that we are on the right track. 

Statement of the Director of Central 
Intelligence on the Clandestine 

Services and the Damage Caused 
by Aldrich Ames 

7 December 1995 

Introduction and Overview 

From the earliest days of the Republic, the United 
States has recognized the compelling need to collect 
intelligence by clandestine means. For much of our 
history, this collection could only be done by human 
agents. Recent technological developments have, of 
course, vastly increased our ability to collect intel-
ligence. The capacity of these technical systems is 
awesome and our achievements are astonishing. 
However, these technical means can never eliminate 
the need for human sources of information. Often, the 
more difficult the target is, the greater is the need for 
human agents. 

Throughout our history, the contribution of the 
clandestine service of the United States has frequently 
been the difference between victory and defeat, success 
and failure. It has saved countless American lives. 
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In recent years, human agents have provided vital 
information on military and political developments in 
the Soviet Union, terrorist groups, narcotics trafficking, 
development of weapons of mass destruction and other 
grave threats to the United States. These agents often 
provided the key piece of information that formed the 
United States’ understanding of a critical international 
situation. 

For decades, information from human agents inside 
the Soviet Union gave us vital insights into the intentions 
and capabilities of the Soviets. Ames clearly dealt a 
crushing blow to those efforts. Nonetheless, I am 
convinced that when the full history of the Cold War is 
written, American intelligence-and human intelligence 
in particular-will be recognized as having played an 
important role in winning that war. 

It must be remembered that for over forty years the 
United States faced a hostile state with enormous nuclear 
power. A misstep by either side could have destroyed 
the world. That nuclear war did not occur and that the 
Soviet Union ultimately collapsed is in no small part 
attributable to the brave, tireless and too often thankless 
efforts of the clandestine intelligence service of the 
United States. The DCI has a great responsibility to 
preserve and nurture this vital capability. 

That said, it must be pointed out that while human 
agent operations have the potential for high gain, they 
also entail high risk. Human agent operations are almost 
always in violation of another country’s laws. It is 
therefore imperative that they be subject to tight policy 
control and carried out within the scope of American 
law.  These operations must be carried out in secret, for 
secrecy is vital to success. 

The American public is often troubled by activities 
that are done in secret. This is a natural and healthy 
instinct. It has served our democracy extremely well 
for over two hundred years. However, I believe the 
American people understand the need for secrecy in 
human agent operations. They agree with a letter written 
by George Washington when he was Commander-in-
Chief of the Continental Army in the summer of 1977: 

“The necessity of procuring good intelligence is 
apparent & need not be further urged-All that remains 
for me to add is, that you keep the whole matter as secret 

as possible. For upon Secrecy, Success depends in Most 
Enterprises of the kind, and for want of it, they are 
generally defeated, however well planned & promising 
a favorable issue.” 

The American people will accept secret intelligence 
activity only if four conditions are met. First the acts 
must be consistent with announced policy goals. 
Second, they must be carefully controlled under U.S. 
law. Third, the operations should be consistent with 
basic American values and beliefs. And fourth, when 
American intelligence services make mistakes—as we 
have and will surely do again—we learn from those 
mistakes. 

Because much of what the intelligence services do is 
secret, Congressional oversight is the key to providing 
the American people the confidence that their 
intelligence services are meeting these four conditions. 
Indeed Congressional oversight is the best way this 
confidence can be assured. 

Wemust not quit simply because we have made errors, 
even serious ones. The need for effective intelligence 
is too important. We must constantly learn from our 
mistakes, make the necessary changes, and continue to 
take the risks necessary to collect vital intelligence so 
urgently needed by the President, the Congress, and 
other senior policy-makers. 

With this in mind, we have moved quickly to 
strengthen the capabilities of the clandestine service 
across a broad spectrum. Counterintelligence programs 
have been significantly enhanced, tradecraft techniques 
are being tailored for the world in which we now live, 
and the technologies needed for the future are being 
rapidly developed. Underpinning these efforts has been 
a renewed emphasis on quality management that pays 
attention not only to what we do, but how we do it. All 
these initiatives, imbedded in a strategic plan developed 
by the clandestine service this past year, position the 
clandestine service to meet our future challenges. 

The Actual Damage 
On the 31st of October, I appeared before the House 

and Senate Intelligence Committees in closed session 
to describe the results of the Ames damage assessment 
commissioned by my predecessor, Jim Woolsey. 
Following that testimony, we have continued to review 
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the report of the Damage Assessment Team (DAT) and 
to consult with both Committees, the Department of 
Defense, the Department of State and other interested 
agencies. Accordingly, I believe it is appropriate to 
report to you on our continuing review and our 
consultation with other agencies. I also believe it is 
important that additional information be made available 
to the American public so that they can understand the 
nature and extent of the damage caused by Ames. (It 
should also be recalled that in the 1980’s, the U.S. 
experienced a number of other espionage cases. Edward 
Lee Howard, an agency officer, like Ames, caused 
considerable damage to US HUMINT Operations 
against the USSR. John Walker and Ronald Pelton 
caused immense damage to US interests. (In Walker’s 
case, vast amounts of information on our military 
capabilities and plans were exposed which could have 
had tragic consequences in the event of war.) I have 
attached a copy of the public statement that I issued on 
the 31st of October. Let me add some detail on the scope 
of the damage. 

Aldrich Ames’ espionage on behalf of the Soviet 
Union and Russian from April 1985 through February 
1994 caused severe, wide-ranging and continuing 
damage to US national security interests. In addition to 
the points that I made in my public statement on 31 
October, Ames did the following: 

In June 1985, he disclosed the identity of numerous 
U.S. clandestine agents in the Soviet Union, at least 
nine of whom were executed. These agents were at the 
heart of our effort to collect intelligence and 
counterintelligence against the Soviet Union. As a result, 
we lost opportunities to better understand what was 
going on in the Soviet Union at a crucial time in history. 

He disclosed, over the next decade, the identity of 
many US agents run against the Soviets, and later the 
Russians. 

He disclosed the techniques and methods of double 
agent operations, details of our clandestine tradecraft, 
communications techniques and agent validation 
methods. He went to extraordinary length to learn about 
U.S. double agent operations and pass information on 
them to the Soviets. 

He disclosed details about US counterintelligence 
activities that not only devastated our efforts at the time, 
but also made us more vulnerable to KGB operations 
against us. 

He identified CIA and other intelligence community 
personnel. Ames contends that he disclosed personal 
information on, or the identities of, only a few American 
intelligence officials. We do not believe that assertion. 

He provided details of US intelligence technical 
collection activities and analytic techniques. 

He provided finished intelligence reports, current 
intelligence reporting, arms control papers, and selected 
Department of State and Department of Defense cables. 
For example, during one assignment, he gave the KGB 
a stack of documents estimated to be 15 to 20 feet high. 

Taken as a whole, Ames’ activities also, facilitated 
the Soviet, and later the Russian, effort to engage in 
“perception management operations” by feeding 
carefully selected information to the United States 
through agents whom they were controlling without our 
knowledge. Although the extent and success of this 
effort cannot now be determined with certainty, we know 
that some of this information did reach senior decision-
makers of the United States. 

As the Committee knows, one of the most disturbing 
findings of the DAT was that consumers of intelligence 
were not informed that some of the most sensitive human 
intelligence reporting they received came from agents 
known or suspected at the time to be under the control 
of the KGB, and later the SVR. This finding was 
substantiated by a detail audit done by the CIA’s 
Inspector General. Because this aspect of the assessment 
is so important and has generated so much public 
interest, I would like to discuss it in some detail. 

In response to requests from the DAT, some 
consumers of sensitive human reporting identified just 
over 900 reports from 1985 to 1994 that they considered 
particularly significant. These consumers included 
CIA’s Directorate of Intelligence, the Defense 
Intelligence Agency, the National Security Agency, the 
Military Services and other agencies. The DAT then 
reviewed the case files of the agents who were the source 
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of just over half of these reports and conclude that a 
disturbingly high percentage of these agent were 
controlled by the KGB, and later the SVR, or that 
evidence exists suggesting that they were controlled. 

Although some of the reports from these sources were 
accompanied by warnings that the source might be 
suspect, many other reports did not include adequate 
warning. The IG was asked to review reporting from 
the sources that the DAT concluded were known or 
suspected to be controlled. They concluded that CIA 
did not provide adequate warning to consumers of 35 
reports from agents whom we have good reason to 
believe at the time were controlled and 60 reports from 
agents about whom we had suspicions at the time. Of 
these 95 reports, at least three formed the basis of 
memoranda that went to the President: one of those 
reports was from a source who we had good reason to 
believe was controlled. 

The DAT intended to review the source of each of 
these reports but, for a variety of reasons, was not able 
to do so. For example, the filing system of the DO was 
incomplete and the sources for some reports could not 
be identified. To expedite the review, the DAT did not 
review the files of sources who produced only one or 
two reports. In the end, the Team examined and 
thoroughly reviewed the sources who produced roughly 
55% of the reports cited by consumers as significant 
suspicions. While these and other reports could well 
have been reflected in other such analytic products, we 
have not identified them. 

The fact that we can identify only a relatively few 
significant reports that were disseminated with 
inadequate warning does not mitigate the impact of 
Ames’ treachery or excuse CIA’s failure to adequately 
warn consumers. We believe that, whatever the numbers 
of such reports, the provision of information from 
controlled sources without adequate warning was a 
major intelligence failure that calls into doubt the 
professionalism of the clandestine service and the 
credibility of its most sensitive reporting. 

The situation requires us to take two steps. First, and 
most importantly, we must ensure that such information 
does not reach senior policy-makers in the future without 
adequate warning that the information comes from 
sources we know or suspect to be controlled. Second, 

we must examine certain important decisions taken by 
the United States to ensure that they were not influenced 
by these reports. If any decisions were influenced by 
faulty reports, we must determine what, if any, corrective 
measures should be taken. 

With respect to the first step, I have established a new 
Customer Review Process under the National 
Intelligence Council. This process, which will include 
appropriately cleared representatives to our customer 
agencies, will work with the Directorate of Operations 
to ensure that recipients of extremely sensitive human 
intelligence reports are adequately advised about our 
knowledge of the source of the reports. This does not 
mean that these representatives of other agencies will 
be told the identity of the source of the information. 
Rather, our goal is that recipients of especially sensitive 
information can adequately understand and evaluate the 
intelligence. 

With respect to the second step-reviewing decisions 
that might have been made using controlled informa-
tion–– it is important to understand that our knowledge 
of the details of a Soviet perception management effort 
is limited, as is what can be said publicly about the 
subject. Also, it is not the job of the DCI to review 
decisions made by other agencies. However, it is very 
likely that the KGB and later the SVR, sought to 
influence U.S. decision-makers by providing controlled 
information designed to affect R&D and procurement 
decisions of the Department of Defense. The DAT 
believes one of the primary purposes of the perception 
management program was to convince us that the 
Soviets remained a superpower and that their military 
R&D program was robust. 

In an effort to understand the impact of this 
Soviet/Russian program, the DATreviewed intelligence 
reporting relevant to a limited number of acquisition 
decisions taken by the Department of Defense to 
determine whether any reports from controlled or 
suspect agents had an impact on the decisions. The 
reporting covered eight categories of weapon systems, 
including aircraft and related systems, ground force 
weapons, naval force weapons, air defense missiles and 
cruise missiles. The DAT concluded, in coordination 
with DIA and the intelligence components of the 
military departments, that the impact varied from 
program to program. In some cases the impact was 
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negligible. In other cases, the impact was measurable, 
but only on the margin. 

The dissemination of reports on Soviet/Russian 
military R&D and procurement programs from 
questionable sources had the potential to influence U.S. 
military R&D and procurement programs costing 
billions of dollars. The DAT surveyed a number of 
intelligence consumers in the Department of Defense. 
They found that consumers were often reluctant to state 
that this reporting had any significant impact. 
Determining damage always involves much speculation, 
but the team concluded that “clear cut damage” to 
intelligence analysis may have been limited to a “few 
cases.” They cited three in particular: 

A report in the late 80’s that would have influenced 
debates on U.S. general purpose forces, 

Analyses of Soviet plans caused us to revise logistics 
support and basing plans in one overseas theater (see 
also above), and 

Studies of certain Soviet/Russian cruise missile and 
fighter aircraft R&D programs may have 
overestimated the pace of those programs. 

In addition, the team reviewed intelligence reporting 
that supported decisions in a number of defense policy 
areas, including U.S. military strategy. The team found 
that reporting from controlled or suspect agents had a 
substantial role in framing the debate. The overall effect 
was to sustain our view of the USSR as a credible 
military and technological opponent. The DAT found 
that the impact of such information on actual decisions, 
however, was not significant. In some cases, our military 
posture was altered slightly. In one example, changes 
already underway to enhance the survivability and 
readiness of the basing structure in an overseas theater 
was justified by information received from a controlled 
source. However, before the changes could be fully 
carried out, the Soviet Union collapsed, obviating the 
need for the change. 

The DAT also reviewed a handful of national security 
issues that were the most likely to have been impacted 
by Ames’ actions. For example, Ames passed U.S. all-
source analysis of Soviet motives and positions in arms 
control negotiations. His espionage assisted their efforts 
to feed us information that supported the Soviet 

positions. The DAT interviewed a limited number of 
officials with respect to arms control issues and related 
programs. The DAT found no major instance where 
Soviets maneuvered U.S. or NATO arms control 
negotiators into giving up a current or future military 
capability or agreeing to monitoring or verification 
provisions that otherwise would not have been adopted. 
This conclusion is buttressed by the fact that the Soviet’s 
bargaining position grew increasingly weak as its 
economy deteriorated and Gorbachev struggled to 
maintain control. 

After reviewing the DATreport, I believe it is incorrect 
to maintain that this reporting was completely irrelevant 
or completely determinate in U.S. weapon system 
decisions. The process by which U.S. weapons system 
development and acquisition decisions are made is 
complex and involves many considerations. These 
include technical feasibility, force modernization, life 
cycle cost, and industrial base considerations, as well 
as estimates of the near and long term threat. No single 
strand of intelligence information ever serves as the full 
justification for undertaking a large program. 

The kind of impact that intelligence does have is: 

Influencing the pace and timing of a 
development program to meet an anticipated 
threat. This is an influence at the margin of system 
acquisition. 

Shaping the thinking of the technical and 
contractor community on the threat envelope 
facing a system under development. 

Creating an impression, in combination with 
other information, of the status and vitality of an 
adversary’s military R&D and procurement 
activities. 

All of this affects the context in which U.S. acquisition 
decisions are made. I believe the net effect of the Soviet/ 
Russian “directed information” effort was that we 
overestimated their capability. Why the Soviet/Russian 
leadership thought this was desirable is speculative. 

A DoD team, working at the direction of the Deputy 
Secretary of Defense, recently completed the 
Department’s review of the impact of directed reporting 
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