


CHAPTER 3

Decade of the
Spy

Introduction

If 1985 is the year of the spy (although 1984 had 12 reported espionage cases to
11 for 1985) then the 1980s is the decade of the spy. US counterintelligence arrested
or neutralized over 60 Americans who attempted to or actually committed espionage.
Not since the beginning of the Cold War when the United States was rocked by the
Julius Rosenberg, et. al. spy cases, did the nation experience the phenomenon of a
rise in traitors in our midst.

Unlike the early Cold War spies, the new breed of American spies was motivated
by money not ideology. Except for the Clyde Lee Conrad and John Walker spy
rings, most of the new breed of American spies operated alone.

This chapter includes short summaries on all espionage cases reported in the
public media or in unclassified sources, which have occurred in the United States
during the 1980s or which have involved Americans abroad during this period.

Spy cases were not the only major counterintelligence events to take place during
these 10 years. In December 1981, President Ronald Reagan signed Executive
Order 12333, which defined counterintelligence as ‘information gathered and
activities conducted to protect against espionage, other intelligence activities,
sabotage, or assassinations conducted for or on behalf of foreign powers,
organizations or persons, or international terrorist activities, but not including
personnel, physical, document or communications security programs.” This
definition is still used by the Cl community to this day.

This Executive Order also presented the mission requirements and authority for
US Intelligence community agencies. It required that, before CIA could conduct
any foreign intelligence collection or counterintelligence in the United States, the
FBI had to coordinate. Likewise, before the FBI did any counterintelligence
overseas, the CIA had to coordinate on the activity. The Department of Defense
needed coordination from either the CIA or FBI depending on the location of its
proposed counterintelligence activity.

On 13 January 1982, President Reagan signed National Security Decision
Directive-2, which created a Cl community body known as the Senior Interagency
Group. This Group was to develop standards and doctrine for counterintelligence
activities of the United States and resolve any interagency differences concerning
the implementation of counterintelligence policy.
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In April 1988, the Counterintelligence Center was created within CIA to improve
the planning, coordination, management, and effectiveness of counterintelligence
activities with the CIA and the Intelligence Community.

President George Bush signed National Security Directive 1 in January 1989,
which reorganized the National Security Council structure. His Executive Order
abolished the Senior Interagency Group but did not replace it with another body. It
was not until several months later that another Cl community body was established.

All the work of the Cl community’s interagency body is classified and unavailable
for inclusion in this reader. The key to remember is that while the spy cases made
the headlines, counterintelligence started its journey toward building Cl community
cooperation. Keep this in mind as you read this chapter.
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Part 1. Goals, Direction, Duties, and Responsibilities

Executive Order 12333
4 December 1981
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Timely and accurate information about the activiti
capabilities, plans, and intentions of foreign pows
organizations, and persons, and their agents, is esS
to the national security of the United States.
reasonable and lawful means must be used to e
that the United States will receive the best intellige
available. For that purpose, by virtue of the authg

United States of America, including the Nation
Security Act of 1947, as amended (see Short Title
above), and as President of the United States of Amg
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ential
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sure
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in order to provide for the effective conduct of United

States intelligence activities and the protection

constitutional rights, it is hereby ordered as follows:

PART 1-Goals, Direction, Duties and Responsi
bilities With Respect To The National Intelligence
Effort

1.1GOALS

The United States intelligence effort shall provide
President and the National Security Council with
necessary information on which to base decisi
concerning the conduct and development of fore

of

the
the
pNs

gn,

defense and economic policy, and the protection of

United States national interests from foreign secy
threats. All departments and agencies shall coop
fully to fulfill this goal.

(a) Maximum emphasis should be given to foster
analytical competition among appropriate element
the Intelligence Community.

(b)All means, consistent with applicable United St3

rity
brate

ng
5 of

tes

law and this Order, and with full consideration of {he

rights of United States persons, shall be used to de

elop
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intelligence information for the President and th&SC, or a committee established by it, shall cons
National Security Council. A balanced approacland submit to the President a policy recommendal

(c) Special emphasis should be given to detecting and
countering espionage and other threats and activitiesSs NATIONAL FOREIGN INTELLIGENCE
directed by foreign intelligence services against th@aDVISORY GROUPS
United States Government, or United States (a) Establishment and Duties. The Director of Cer
corporations, establishments, or persons. Intelligence shall establish such boards, counails
groups as required for the purpose of obtaining ad

applicable United States law and this Order, and with

full consideration of the rights of United States persons, (1) Production, review and coordination of
all agencies and departments should seek to ensure fulhational foreign intelligence;

and free exchange of information in order to derive

maximum benefit from the United States intelligence (2) Priorities for the National Foreign
effort. Intelligence Program budget;

1.2 THE NATIONAL SECURITY COUNCIL (3) Interagency exchanges of foreign
(a) Purpose. The National Security Council (NSC) intelligence information;
was established by the National Security Act of 1947
(see Short Title note above) to advise the President with  (4) Arrangements with foreign governments on
respect to the integration of domestic, foreign and intelligence matters;
military policies relating to the national security. The
NSC shall act as the highest Executive Branch entity (5) Protection of intelligenceources and
that provides review of, guidance for and direction to methods;
the conduct of all national foreign intelligence,
counterintelligence, and special activities, and attendant (6) Activities of common concern; and
policies and programs.
(7) Such other matters as may be referred b
(b) Committees. The NSC shall establish such the Director of Central Intelligence.

(d) To the greatest extent possible consistent wiffrom within the Intelligence Community concerning:

der
ion,

between technical collection efforts and other mearscluding all dissents, on each special activity and ghall
should be maintained and encouraged. review proposals for other sensitive intelligence
operations.

tral

vice

committees asnay be necessary to carry out its
functions and responsibilities under this Orddre (b) Membership. Advisory groups establish

and shall consist of senior representatifresn
organizations within the Intelligence Community
from department®r agencies containisigch
organizations, as designated by the Director of Ce
Intelligence. Groups for consideration of substan
intelligencematters will include representatives
organizations involved in the collection, processing
analysis of intelligence. A senior representative of
Secretary of Commerce, the Attorney General,
Assistant to the President for National Security Affa
and the Office of the Secretary of Defense shal
invited to participate in any group which deals with ot
than substantive intelligence matters.

R

President Ronald Regan

d

pursuant to this section shall be chaired by the Dirgctor
of Central Intelligence or his designated representative

d

htral
ive
pf
and
the
the
rs,
be
her
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1.4THE INTELLIGENCE COMMUNITY (d) Ensure implementation of special activities;
The agencies within the Intelligence Community
shall, in accordance with applicable United States law (e)Formulate policies concerning foreign intelligen
and with the other provisions of this Order, conduand counterintelligence arrangements with fore
intelligence activities necessary for the conduct ajovernments, coordinate foreign intelligence &
foreign relations and the protection of the nationatounterintelligence relationships between agencie
security of the United States, including: the Intelligence Community and the intelligence
internal security services of foreign governments,
(a)Collection of information needed by the Presidengstablish procedures governing the conduct of lia
the National Security Council, the Secretaries of Statey any department or agency with such services
and Defense, and other Executive Branch officials forarcotics activities;
the performance of their duties and responsibilities;
(f) Participate in the development of procedu
(b) Production and dissemination of intelligence; approved by the Attorney General governing crimi
narcotics intelligence activities abroad to ensure
(c) Collection of information concerning, and thethese activities are consistent with foreign intellige
conduct of activities to protect against, intelligenc@rograms;
activities directed against the United States, international

[@]

e
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s of
or

and

son
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fes
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hce

terrorist and international narcotics activities, and other (g) Ensure the establishment by the Intellige

ce

hostile activities directed against the United States yommunity of common security and access standards

foreign powers, organizations, persons, and their agerfts; managing and handling foreign intelligence syst
information, and products;
(d) Special activities;

S,

(h) Ensure that programs are developed which pratect

(e) Administrative and support activities within theintelligence sources, methods, and analyti
United States and abroad necessary for the performapcecedures;
of authorized activities; and
(i) Establish uniform criteria for the determination

al

of

(H Such other intelligence activities as the Presidentlative priorities for the transmission of critical natiomal

may direct from time to time. foreign intelligence, and advise the Secretary of Defé
concerning the communications requirements of
1.5DIRECTOR OF CENTRAL INTELLIGENCE Intelligence Community for the transmission of su
In order to discharge the duties and responsibilitiestelligence;
prescribed by law, the Director of Central Intelligence

bnse
the
ch

shall be responsible directly to the President and the(j) Establish appropriate staffs, committees, or other

NSC and shall: advisory groups to assist in the execution of
Director’s responsibilities;
(a)Act as the primary adviser to the President and the
NSC on national foreign intelligence and provide the (k) Have full responsibility for production an

President and other officials in the Executive Branclissemination of national foreign intelligence, ?rd
t

with national foreign intelligence; authority to levy analytic tasks on departme
intelligence production organizations, in consultat
(b) Develop such objectives and guidance for theith those organizations, ensuring that appropr
Intelligence Community as will enhance capabilities fomechanisms for competitive analysis are develope
responding to expected future needs for national foreiginat diverse points of view are considered fully g
intelligence; differences of judgment within the Intelligend
Community are brought to the attention of natio
(c) Promote the development and maintenance pblicymakers;
services of common concern by designated intelligence
organizations on behalf of the Intelligence Community;

the

d

al
on
ate
d so
ind
e
hal
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() Ensure the timely exploitation and dissemination (s) Facilitate the use of national foreign intelligen
of data gathered by national foreign intelligencg@roducts by Congress in a secure manner.
collection means, and ensure that the resulting
intelligence is disseminated immediately to appropriate6 DUTIES AND RESPONSIBILITIES OF THE
government entities and military commands; HEADS OF EXECUTIVE BRANCH DEPART -

MENTS AND AGENCIES

(m) Establish mechanisms which translate national (a) The heads of all Executive Branch departme
foreign intelligence objectives and priorities approvednd agencies shall, in accordance with law and relg
by the NSC into specific guidance for the Intelligenc@rocedures approved by the Attorney General unde
Community, resolve conflicts in tasking priority, provideOrder, give the Director of Central Intelligence acc
to departments and agencies having informatioi all information relevant to the national intelligen
collection capabilities that are not part of the Nationaleeds of the United States, and shall give
Foreign Intelligence Program advisory taskingonsideration to the requests from the Director of Ce
concerning collection of national foreign intelligence]ntelligence for appropriate support for Intelligen
and provide for the development of plans an@€ommunity activities.
arrangements for transfer of required collection tasking
authority to the Secretary of Defense when directed by(b) The heads of departments and agencies invg
the President; in the National Foreign Intelligence Program sh

ensure timely development and submission to

nts
vant
this
PSS
ce
Hue
htral
ce
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all
the

(n) Develop, with the advice of the program manageiBirector of Central Intelligence by the progr

budget, and present it to the President and the Congrdssthe Director of Central Intelligence, and shall
ensure that the Director of Central Intelligence
(o) Review and approve all requests fomprovided, in a timely and responsive manner,

funds, in accordance with guidelines established by tlaed budget responsibilities.
Office of Management and Budget;
¢) The heads of departments and agencies inva

implementation, and, as necessary, conduct program dadhe President decisions by the Director of Cen
performance audits and evaluations; Intelligence on budget or reprogramming matters of
National Foreign Intelligence Program.
(q) Together with the Secretary of Defense, ensure
that there is no unnecessary overlap between natiodal SENIOR OFFICIALS OF THE INTELLI -
foreign intelligence programs and Department c6ENCE COMMUNITY
Defense intelligence programs consistent with the The heads of departments and agencies

provide to and obtain from the Secretary of Defense dlkbads of such organizations, as appropriate, shall:
information necessary for this purpose;
(a)Report to the Attorney General possible violatid

approved by the Attorney General under this Order, gifederal criminal laws by any other person as provi
the heads of the departments and agencies access tmadtocedures agreed upon by the Attorney Genera
intelligence, developed by the CIA or the staff elementke head of the department or agency concerned

national intelligence needs of the departments arsdurces and methods, as specified in those proceg
agencies; and,

m

and departments and agencies concerned, thanagers and heads of component activities of proposed
consolidated National Foreign Intelligence Programational programs and budgets in the format designated

Iso
is
all

reprogramming National Foreign Intelligence Prograrimformation necessary to perform the Director’s progfam

Ived

(p) Monitor National Foreign Intelligence Programin the National Foreign Intelligence Program may appeal

tral
the

vith

requirement to develop competitive analysis, andrganizations in the Intelligence Community or the

ns

(r) In accordance with law and relevant proceduresf federal criminal laws by employees and of specified

Hed
and
ina

of the Director of Central Intelligence, relevant to thenanner consistent with the protection of intelligemce

ures;
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(b) In any case involving serious or continuing (a) Collect, produce and disseminate foreign
breaches of security, recommend to the Attorney Genematelligence and counterintelligence, including
that the case be referred to the FBI for furtheinformation not otherwise obtainable. The collection
investigation; of foreign intelligence or counterintelligence within the

United States shall be coordinated with the FBI as

(c) Furnish the Director of Central Intelligence andequired by procedures agreed upon by the Direct¢r of
the NSC, in accordance with applicable law an@entral Intelligence and the Attorney General;
procedures approved by the Attorney General under this
Order, the information required for the performance of (b) Collect, produce and disseminate intelligence on
their respective duties; foreign aspects of narcotics production and trafficking;

(d) Report to the Intelligence Oversight Board, and (c) Conduct counterintelligence activities outside the
keep the Director of Central Intelligence appropriatellnited States and, without assuming or performing fany
informed, concerning any intelligence activities of theimternal security functions, conduct counterintelligece
organizations that they have reason to believe may aetivities within the United States in coordination wjth
unlawful or contrary to Executive order or Presidentighe FBI as required by procedures agreed upon (by)) the
directive; Director of Central Intelligence and the Attorngy

General;

(e) Protect intelligence and intelligence sources and
methods from unauthorized disclosure consistent with(d) Coordinate counterintelligence activities and the
guidance from the Director of Central Intelligence; collection of information not otherwise obtainable when

conducted outside the United States by other

(H Disseminate intelligence to cooperating foreigmlepartments and agencies;
governments under arrangements established or agreed
to by the Director of Central Intelligence; (e) Conduct special activities approved by the

President. No agency except the CIA (or the Armed

(g) Participate in the development of procedureBorces of the United States in time of war declared by
approved by the Attorney General governing productioBongress or during any period covered by a report from
and dissemination of intelligence resulting from criminalhe President to the Congress under the War Powers
narcotics intelligence activities abroad if theiResolution (87 Stat. 855) (50 U.S.C. 1541 et seq.)) may
departments, agencies, or organizations hawenduct any special activity unless the President
intelligence responsibilities for foreign or domestidetermines that another agency is more likely to achieve
narcotics production and trafficking; a particular objective;

3%

(h) Instruct their employees to cooperate fully with (f) Conduct services of common concern for the
the Intelligence Oversight Board; and Intelligence Community as directed by the NSC;

() Ensure that the Inspectors General and Generalg) Carry out or contract for research, development
Counsels for their organizations have access to aapd procurement of technical systems and devices
information necessary to perform their duties assignedlating to authorized functions;
by this Order.

(h) Protect the security of its installations, activiti¢s,
1.8 THE CENTRAL INTELLIGENCE AGENCY information, property, and employees by appropriate

All duties and responsibilities of the CIA shall bemeans, including such investigations of applicants,
related to the intelligence functions set out below. Asmployees, contractors, and other persons with similar
authorized by this Order; the National Security Act chssociations with the CIA as are necessary; and
1947, as amended (see Short Title note above); the CIA
Act of 1949, as amended (see Short Title of 1949 (i) Conduct such administrative and technical support
Amendment note above); appropriate directives or othactivities within and outside the United States as|are
applicable law, the CIA shall:
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necessary to perform the functions described in sectiaggreed upon by the Secretary of the Treasury an
(a)and (sic) through (h) above, including procurememittorney General.
and essential cover and proprietary arrangements.
1.11THE DEPARTMENT OF DEFENSE

1.9THE DEPARTMENT OF STATE The Secretary of Defense shall:

The Secretary of State shall:

(a) Collect national foreign intelligence and |

(a) Overtly collect information relevant to Unitedresponsive to collection tasking by the Director

States foreign policy concerns; Central Intelligence;

relating to United States foreign policy as required fanilitary-related foreign intelligence an
the execution of the Secretary’s responsibilities; counterintelligence as required for execution of
Secretary’s responsibilities;
(c) Disseminate, as appropriate, reports received from
United States diplomatic and consular posts; (c)Conduct programs and missions necessary to f
national, departmental and tactical foreign intellige
(d) Transmit reporting requirements of the Intelligencesquirements;
Community to the Chiefs of United States Missions
abroad; and (d) Conduct counterintelligence activities in supp,
of Department of Defense components outside
(e) Support Chiefs of Missions in discharging theitnited States in coordination with the CIA, and witl
statutory responsibilities for direction and coordinatiothe United States in coordination with the FBI pursy

and the Attorney General;
1.10THE DEPARTMENT OF THE TREASURY
The Secretary of the Treasury shall: (e) Conduct, as the executive agent of the Un
States Government, sighals intelligence 3
(@) Overtly collect foreign financial and monetarycommunications security activities, except as othen
information; directed by the NSC,;

(b) Participate with the Department of State in the (f) Provide for the timely transmission of critic
information; Intelligence, within the United States Government;
(c) Produce and disseminate foreign intelligence (g) Carry out or contract for research, developm

relating to United States economic policy as requirexhd procurement of technical systems and dey
for the execution of the Secretary’s responsibilities; andlating to authorized intelligence functions;

activities to determine the existence and capability afstallations, activities, property, information, a
surveillance equipment being used against the Presidemniployees by appropriate means, including s
of the United States, the Executive Office of th@vestigations of applicants, employees, contractors

Treasury or the President, other Secret Servi@epartment of Defense as are necessary;
protectees and United States officials. No information

(b) Produce and disseminate foreign intelligence (b) Collect, produce and disseminate military 61;1d

l the

he
of

the

Liffill
nce

prt
the
n
ant

of mission activities. to procedures agreed upon by the Secretary of Defense

ted
nd
vise

Al

overt collection of general foreign economidntelligence, as defined by the Director of Central

ent
ices

(d) Conduct, through the United States Secret Service(h) Protect the security of Department of Defense

hd
Lich
and

President, and, as authorized by the Secretary of thver persons with similar associations with the

shall be acquired intentionally through such activities (i) Establish and maintain military intelligend
except to protect against such surveillance, and thasdationships and military intelligence exchan

e
e

activities shall be conducted pursuant to procedurpsograms with selected cooperative foreign defgnse
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establishments and international organizations, and (1) Establishment and operation of an effectiveg
ensure that such relationships and programs are inunified organization for signals intelligence
accordance with policies formulated by the Director of activities, except for the delegation of operationa
Central Intelligence; control over certain operations that are conductef
through other elements of the Intelligence

(j) Direct, operate, control and provide fiscal Community. No other department or agency may
management for the National Security Agency and for engage in signals intelligence activities excep
defense and military intelligence and national pursuant to a delegation by the Secretary of
reconnaissance entities; and Defense;

(k) Conduct such administrative and technical support  (2) Control of signals intelligence collection and
activities within and outside the United States as are processing activities, including assignment of
necessary to perform the functions described in sectionsresources to an appropriate agent for such periods
(a) through (j) above. and tasks as required for the direct support of

military commanders;
1.12 INTELLIGENCE COMPONENTS
UTILIZED BY THE SECRETARY OF DEFENSE (3)Collection of signals intelligence infor-

In carrying out the responsibilities assigned in section mation for national foreign intelligence purposes
1.11, the Secretary of Defense is authorized to utilize in accordance with guidance from the Director of
the following: Central Intelligence;

(a) Defense Intelligence Agency, whose (4)Processing of signals intelligence data foi
responsibilities shall include: national foreign intelligence purposes in
accordance with guidance from the Director of]
(1) Collection, production, or, through tasking Central Intelligence;
and coordination, provision of military and
military-related intelligence for the Secretary of (5)Dissemination of signals intelligence
Defense, the Joint Chiefs of Staff, other Defense  information for national foreign intelligence
components, and, as appropriate, non-Defense purposes to authorized elements of thg

agencies; Government, including the military services, in
accordance with guidance from the Director of]
(2) Collection and provision of military Central Intelligence;
intelligence for national foreign intelligence and
counterintelligence products; (6) Collection, processing and dissemination of

signals intelligence information for counter-
(3) Coordination of all Department of Defense intelligence purposes;
intelligence collection requirements;
(7) Provision of signals intelligence support for
(4) Management of the Defense Attaché  the conduct of military operations in accordance

system; and with tasking, priorities, and standards of timeliness
assigned by the Secretary of Defense. If provision
(5) Provision of foreign intelligence and of such support requires use of national collection
counterintelligence staff support as directed by the  systems, these systems will be tasked withir
Joint Chiefs of Staff. existing guidance from the Director of Central
Intelligence;
(b) National Security Agency, whose responsibilities
shall include: (8)Executing the responsibilities of the

Secretary of Defense as executive agent for th

)
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communications security of the United States
Government;

(9) Conduct of research and development to

meet the needs of the United States for signals elements of the Army, Navy, Air Force, and Mari
Corps, whose responsibilities shall include:

intelligence and communications security;

(10)Protection of the security of its installations,
activities, property, information, and employees
by appropriate means, including such
investigations of applicants, employees,
contractors, and other persons with similar
associations with the NSA as are necessary;

(12) Prescribing, within its field of authorized
operations, security regulations covering operating
practices, including the transmission, handling and
distribution of signals intelligence and
communications security material within and
among the elements under control of the Director
of the NSA, and exercising the necessary
supervisory control to ensure compliance with the
regulations;

(12) Conduct of foreign cryptologic liaison
relationships, with liaison for intelligence purposes
conducted in accordance with policies formulated
by the Director of Central Intelligence; and

(13) Conduct of such administrative and
technical support activities within and outside the

United States as are necessary to perform the

functions described in sections (1) through (12)

development, procurement, and operation o
designated means of collection.

(d) The foreign intelligence and counterintelligen

(1) Collection, production and dissemination of
military and military-related foreign intelligence
and counterintelligence, and information on the
foreign aspects of narcotics production and
trafficking. When collection is conducted in
response to national foreign intelligence
requirements, it will be conducted in accordancg
with guidance from the Director of Central
Intelligence. Collection of national foreign
intelligence, not otherwise obtainable, outside thq
United States shall be coordinated with the CIA
and such collection within the United States shal
be coordinated with the FBI;

(2) Conduct of counterintelligence activities
outside the United States in coordination with the
CIA, and within the United States in coordination
with the FBI; and

(3) Monitoring of the development, procure
ment and management of tactical intelligencsq
systems and equipment and conducting relate
research, development, and test and evaluatig
activities.

(e) Other offices within the Department of Defen

[N

and

appropriate for conduct of the intelligence missions
responsibilities assigned to the Secretary of Defenge. If

(c) Offices for the collection of specialized intelligencesuch other offices are used for intelligence purpoges,
through reconnaissance programs, whogbe provisions of Part 2 of this Order shall apply to those
responsibilities shall include: offices when used for those purposes.

above, including procurement.

(1) Carrying out consolidated reconnaissance 1.13THE DEPARTMENT OF ENERGY
programs for specialized intelligence; The Secretary of Energy shall:

(2) Responding to tasking in accordance with  (a)Participate with the Department of State in oveftly
procedures established by the Director of Central collecting information with respect to foreign energy
Intelligence; and matters;

(3)Delegating authority to the various (b) Produce and disseminate foreign intelliger
departments and agencies for research, necessary for the Secretary’s responsibilities;

ce
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(c) Participate in formulating intelligence collectionto informed decision making in the areas of natig
and analysis requirements where the special expegfense and foreign relations. Collection of st
capability of the Department can contribute; and  information is a priority objective and will be pursu

in a vigorous, innovative and responsible manner

(d) Provide expert technical, analytical and researdh consistent with the Constitution and applicable

capability to other agencies within the Intelligencend respectful of the principles upon which the Un
Community. States was founded.

1.14THE FEDERAL BUREAU OF 2.2 PURPOSE

INVESTIGATION This Order is intended to enhance human

Under the supervision of the Attorney General antbchnical collection techniques, especially thg
pursuant to such regulations as the Attorney Generahdertaken abroad, and the acquisition of signifig
may establish, the Director of the FBI shall: foreign intelligence, as well as the detection &

countering of international terrorist activities a

(a) Within the United States conduct counter espionage conducted by foreign powers. Set forth bg
intelligence and coordinate counterintelligence activitiegre certain general principles that, in addition to
of other agencies within the Intelligence Communityconsistent with applicable laws, are intended to ach
When a counterintelligence activity of the FBI involveghe proper balance between the acquisition of essé
military or civilian personnel of the Department ofinformation and protection of individual interes
Defense, the FBI shall coordinate with the Departmehtothing in this Order shall be construed to apply td
of Defense; interfere with any authorized civil or criminal la

enforcement responsibility of any department or age,

(b) Conduct counterintelligence activities outside the
United States in coordination with the CIA as require@.3 COLLECTION OF INFORMATION

Intelligence and the Attorney General, authorized to collect, retain or disseminate informa
concerning United States persons only in accord

(c) Conduct within the United States, when requestaslith procedures established by the head of the ag

by officials of the Intelligence Community designatecconcerned and approved by the Attorney Geng

by the President, activities undertaken to collect foreigronsistent with the authorities provided by Part 1

intelligence or support foreign intelligence collectiorthis Order. Those procedures shall permit collect

requirements of other agencies within the Intelligenaoetention and dissemination of the following types|

Community, or, when requested by the Director of thimformation:

National Security Agency, to support the

communications security activities of the United States (a) Information that is publicly available or collectg

Government; with the consent of the person concerned,;

by procedures agreed upon by the Director of CentralAgencies within the Intelligence Community Te
i

(d) Produce and disseminate foreign intelligence and(b) Information constituting foreign intelligence
counterintelligence; and counterintelligence, including such informatiq
concerning corporations or other commerg
(e) Carry out or contract for research, developmemirganizations. Collection within the United States

and procurement of technical systems and devicéseign intelligence not otherwise obtainable shall
relating to the functions authorized above. undertaken by the FBI or, when significant forei
intelligence is sought, by other authorized agencig
PART 2—Conduct Of Intelligence Activities the Intelligence Community, provided that no fore
intelligence collection by such agencies may
2.1NEED undertaken for the purpose of acquiring informat
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Accurate and timely information about theconcerning the domestic activities of United Stgtes

capabilities, intentions and activities of foreign powergersons;
organizations, or persons and their agents is essential
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foreign intelligence, counterintelligence, internationabr monitoring devices unless they are in accordg

narcotics or international terrorism investigation; with procedures established by the head of the ag

concerned and approved by the Attorney General. §

(d) Information needed to protect the safety of anprocedures shall protect constitutional and other |

persons or organizations, including those who amights and limit use of such information to lawf

targets, victims or hostages of international terrorigfovernmental purposes. These procedures sha
organizations; authorize:

(e) Information needed to protect foreign intelligence (a)The CIAto engage in electronic surveillance witl
or counterintelligence sources or methods fronhe United States except for the purpose of train
unauthorized disclosure. Collection within the Unitedesting, or conducting countermeasures to hog
States shall be undertaken by the FBI except that otteectronic surveillance;
agencies of the Intelligence Community may also collect
such information concerning present or former (b)Unconsented physical searches inthe United S
employees, present or former intelligence agendyy agencies other than the FBI, except for:
contractors or their present or former employees, or
applicants for any such employment or contracting; (1) Searches by counterintelligence elements 9

the military services directed against military

reasonably believed to be potential sources or contactsntelligence purposes, when authorized by &

for the purpose of determining their suitability or military commander empowered to approve

credibility; physical searches for law enforcement purpose

based upon a finding of probable cause to belieV|

(9) Information arising out of a lawful personnel, that such persons are acting as agents of foreig
physical or communications security investigation; powers; and

(h) Information acquired by overhead reconnaissance (2) Searches by CIA of personal property of
not directed at specific United States persons; non-United States persons lawfully in its
possession.
(i) Incidentally obtained information that may indicate

involvement in activities that may violate federal, state, (c) Physical surveillance of a United States perso
local or foreign laws; and the United States by agencies other than the FBI, e
for:

() Information necessary for administrative purposes.
(1) Physical surveillance of present or former
In addition, agencies within the Intelligence employees, present or former intelligence agenc
Community may disseminate information, other than contractors or their present or former employeeg
information derived from signals intelligence, to each or applicants for any such employment or
appropriate agency within the Intelligence Community contracting; and
for purposes of allowing the recipient agency to
determine whether the information is relevant to its  (2) Physical surveillance of a military person
responsibilities and can be retained by it. employed by a nonintelligence element of 4
military service.
2.4 COLLECTION TECHNIQUES
Agencies within the Intelligence Community shall (d) Physical surveillance of a United States per;
use the least intrusive collection techniques feasibébroad to collect foreign intelligence, except to obt
within the United States or directed against United Statefgnificant information that cannot reasonably
persons abroad. Agencies are not authorized to use sachuired by other means.
techniques as electronic surveillance, unconsented

(f) Information concerning persons who are personnel within the United States or abroad fof

(c) Information obtained in the course of a lawfulphysical search, mail surveillance, physical surveillapce,
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2.5ATTORNEY GENERAL APPROVAL Contracts or arrangements with academic institut

ons

The Attorney General hereby is delegated the powaray be undertaken only with the consent of appropliate

to approve the use for intelligence purposes, within thaficials of the institution.

United States or against a United States person abroad,

of any technique for which a warrant would be required.8 CONSISTENCY WITH OTHER LAWS

if undertaken for law enforcement purposes, provided Nothing in this Order shall be construed to autho

ize

that such techniques shall not be undertaken unless #my activity in violation of the Constitution or statutes

Attorney General has determined in each case that thefgahe United States.

is probable cause to believe that the technique is directed

against a foreign power or an agent of a foreign pow&.9 UNDISCLOSED PARTICIPATION IN
Electronic surveillance, as defined in the Foreig©RGANIZATIONS WITHIN THE UNITED
Intelligence Surveillance Act of 1978 (50 U.S.C. 180BTATES

et seq.), shall be conducted in accordance with that ActNo one acting on behalf of agencies within the

as well as this Order. Intelligence Community may join or otherwis
participate in any organization in the United Stateg

e
on

2.6 ASSISTANCE TO LAW ENFORCEMENT behalf of any agency within the Intelligence Community

AUTHORITIES without disclosing his intelligence affiliation t
Agencies within the Intelligence Community areappropriate officials of the organization, except
authorized to: accordance with procedures established by the he
the agency concerned and approved by the Atto
(a) Cooperate with appropriate law enforcemenGeneral. Such participation shall be authorized on
agencies for the purpose of protecting the employeétss essential to achieving lawful purposes as determ
information, property and facilities of any agency withirby the agency head or designee. No such particip
the Intelligence Community; may be undertaken for the purpose of influencing
activity of the organization or its members excep
(b) Unless otherwise precluded by law or this Ordecases where:
participate in law enforcement activities to investigate
or prevent clandestine intelligence activities by foreign (a) The participation is undertaken on behalf of
powers, or international terrorist or narcotics activitied=BI in the course of a lawful investigation; or

(c) Provide specialized equipment, technical (b)The organization concerned is composed prima
knowledge, or assistance of expert personnel for use tfyindividuals who are not United States persons ar
any department or agency, or, when lives an@asonably believed to be acting on behalf of a forg
endangered, to support local law enforcement agencipswer.

Provision of assistance by expert personnel shall be

approved in each case by the General Counsel of tad0 HUMAN EXPERIMENTATION

providing agency; and No agency within the Intelligence Community sh
sponsor, contract for or conduct research on hu

(d) Render any other assistance and cooperationgobjects except in accordance with guidelines isg
law enforcement authorities not precluded by applicabley the Department of Health and Human Services.
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law. subject’s informed consent shall be documented as

required by those guidelines.
2.7 CONTRACTING
Agencies within the Intelligence Community are2.11 PROHIBITION ON ASSASSINATION

authorized to enter into contracts or arrangements folNo person employed by or acting on behalf of
the provision of goods or services with privatdJnited States Government shall engage in, or cons
companies or institutions in the United States and netmlengage in, assassination.
not reveal the sponsorship of such contracts or

arrangements for authorized intelligence purposes.

the
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document or communications security programs.
3.1 CONGRESSIONAL OVERSIGHT

agencies, and entities engaged in intelligence activitid® consent of a person who is a party to an elect
to cooperate with the Congress in the conduct of i®@mmunication or, in the case of a nonelectrg
responsibilities for oversight of intelligence activitiexommunication, without the consent of a person wh
shall be as provided in title 50, United States Codeisably (sic) present at the place of communication,
section 413. The requirements of section 662 of tmot including the use of radio direction-findir
Foreign Assistance Act of 1961, as amended (22 U.S&juipment solely to determine the location o
2422), and section 501 of the National Security Act efansmitter.

1947, as amended (50 U.S.C. 413), shall apply to all

special activities as defined in this Order. (c) Employee means a person employed by, assi
to or acting for an agency within the Intelligen
3.2 IMPLEMENTATION Community.

The NSC, the Secretary of Defense, the Attorney
General, and the Director of Central Intelligence shall (d) Foreign intelligence means information relati
issue such appropriate directives and procedures astarthe capabilities, intentions and activities of fore
necessary to implement this Order. Heads of agencfmswvers, organizations or persons, but not includ
within the Intelligence Community shall issuecounterintelligence except for information ¢
appropriate supplementary directives and proceduriegernational terrorist activities.
consistent with this Order. The Attorney General shalll
provide a statement of reasons for not approving any(e) Intelligence activities means all activities th
procedures established by the head of an agency in lgencies within the Intelligence Community g
Intelligence Community other than the FBI. Theuthorized to conduct pursuant to this Order.
National Security Council may establish procedures in

General are unable to reach agreement on other thiatelligence Community refer to the following agenc
constitutional or other legal grounds. or organizations:
3.3PROCEDURES (1) The Central Intelligence Agency (CIA);

Until the procedures required by this Order have been
established, the activities herein authorized which (2) The National Security Agency (NSA);
require procedures shall be conducted in accordance
with existing procedures or requirements established (3) The Defense Intelligence Agency (DIA);
under Executive Order No. 12036 (formerly set out
above). Procedures required by this Order shall be (4) The offices within the Department of
established as expeditiously as possible. All proceduresDefense for the collection of specialized national
promulgated pursuant to this Order shall be madeforeign intelligence through reconnaissanceg
available to the congressional intelligence committees. programs;

3.4 DEFINITIONS (5) The Bureau of Intelligence and Research o
For the purposes of this Order, the following terms the Department of State;
shall have these meanings:

2.12INDIRECT PARTICIPATION (a) Counterintelligence means information gathefed
No agency of the Intelligence Community shaland activities conducted to protect against espionage,
participate in or request any person to undertakegher intelligence activities, sabotage, or assassinations

activities forbidden by this Order. conducted for or on behalf of foreign powers,
organizations or persons, or international terrofist
PART 3-General Provisions activities, but not including personnel, physical,

The duties and responsibilities of the Director of (b) Electronic surveillance means acquisition of a
Central Intelligence and the heads of other departmemienpublic communication by electronic means withput
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(6) The intelligence elements of the Army, Navy, () United States person means a United States citjzen,
Air Force, and Marine Corps, the Federal Bureau an alien known by the intelligence agency concemed
of Investigation (FBI), the Department of the to be a permanent resident alien, an unincorporgated
Treasury, and the Department of Energy; and association substantially composed of United States

citizens or permanent resident aliens, or a corporation

(7) The staff elements of the Director of Central incorporated in the United States, except for a
Intelligence. corporation directed and controlled by a foreign
government or governments.

(g9) The National Foreign Intelligence Program
includes the programs listed below, but its compositioB.5 PURPOSE AND EFFECT
shall be subject to review by the National Security This Order is intended to control and provide directjion

Council and modification by the President: and guidance to the Intelligence Community. Nothing
contained herein or in any procedures promulgated
(1) The programs of the CIA, hereunder is intended to confer any substantiveé or

procedural right or privilege on any person |or
(2) The Consolidated Cryptologic Program, the organization.

General Defense Intelligence Program, and the
programs of the offices within the Department of 3.6 REVOCATION
Defense for the collection of specialized national ~ Executive Order No. 12036 of January 24, 1978, as
foreign intelligence through reconnaissance, amended, entitled “United States Intelligence
except such elements as the Director of Central Activities,” is revoked.
Intelligence and the Secretary of Defense agree
should be excluded; Ronald Reagan

(3) Other programs of agencies within the
Intelligence Community designated jointly by the  National Security Decision Directive

Director of Central Intelligence and the head of Number 84— 11 March. 1983
the department or by the President as national '

foreign intelligence or counterintelligence
activities;

Safeguarding National Security Information
As stated in Executive Order 12356, only that
information whose disclosure would harm the natignal
security interests of the United States may be classified.
Every effort should be made to declassify informatjon
that no longer requires protection in the interesg of
national security.

(4)Activities of the staff elements of the Director
of Central Intelligence;

(5)Activities to acquire the intelligence required
for the planning and conduct of tactical operations
by the United States military forces are not
included in the National Foreign Intelligence
Program.

At the same time, however, safeguarding against
unlawful disclosures of properly classified informatipn
is a matter of grave concern and high priority for this

(h) Special activities means activities conducted iﬁ‘\dministration. In addition to the requirements set fgrth

support of national foreign policy objectives abroad’ Executive Order 12356, and based on the

which are planned and executed so that the role of e ommendations contained in the interdepartmental

United States Government is not apparent Fport_forwarded by the Attorney General, | direct the
acknowledged publicly, and functions in support of suc llowing:
activities, but which are not intended to influence United

States political processes, public opinion, policies, orl' Each agency of the Executive Branch that

media and do not include diplomatic activities or th :l?égdaaerst;hZWZ?Izsm(i:rll?riil:rl]edrcl)r\]/];g;n;ast:%rllbw? ch
collection and production of intelligence or related P '

support functions.
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a. All persons with authorized access to c. The agency shall maintain records of
classified information shall be required to sign a  disclosures so evaluated and investigated.
nondisclosure agreement as a condition of access.

This requirement may be implemented d. Agencies in the possession of classified
prospectively by agencies for which the information originating with another agency shall
administrative burden of compliance would cooperate with the originating agency by
otherwise be excessive. conducting internal investigations of the
unauthorized disclosure of such information.

b. All persons with authorized access to
Sensitive Compartmented Information (SCI) shall e. Persons determined by the agency to havi
be required to sign a nondisclosure agreement as  knowingly made such disclosures or to havg
a condition of access to SCI and other classified refused cooperation with investigations of such
information. All such agreements must include a  unauthorized disclosures will be denied further
provision for prepublication review to assure access to classified information and subjected t
deletion of SCI and other classified information. other administrative sanctions as appropriate.

D

O

c. All agreements required in paragraphs 1.a. 3. Unauthorized disclosures of classified information
and 1.b. must be in a form determined by the shall be reported to the Department of Justice and the
Department of Justice to be enforceable in a civil Information Security Oversight Office, as required [by
action brought by the United States. The Director, statute and Executive orders. The Department of Justice
Information Security Oversight Office (ISOO), shall continue to review reported unauthorized
shall develop standardized forms that satisfy these disclosures of classified information to determine
reguirements. whether FBI involvement is warranted. Interesjed

departments and agencies shall be consulted in

d. Appropriate policies shall be adopted to developing criteria for evaluating such matters and in
govern contacts between media representativesdetermining which cases should receive investigagtive
and agency personnel, so as to reduce thepriority. The FBI is authorized to investigate suich
opportunity for negligent or deliberate disclosures matters as constitute potential violations of federal
of classifiedinformation. All persons with  criminal law, even though administrative sanctions may
authorized access to classified information shall be sought instead of criminal prosecution.
be clearly apprised of the agency’s policies in this
regard. 4. Nothing in this directive is intended to modify pr

preclude interagency agreements between FBI and pther
2. Each agency of the Executive branch that originatesiminal investigative agencies regarding their
or handles classified information shall adopt internaésponsibility for conducting investigations within their
procedures to govern the reporting and investigation @fvn agencies or departments.
unauthorized disclosures of such information. Such
procedures shall at a minimum provide that: 5. The Office of Personnel Management and|all
departments and agencies with employees having access

a. All such disclosures that the agency to classified information are directed to revise existing
considers to be seriously damaging to its mission regulations and policies, as hecessary, so that emplpyees
and responsibilities shall be evaluated to ascertainmay be required to submit to polygraph examinations,
the nature of the information disclosed and the when appropriate, in the course of investigationg of
extent to which it had been disseminated. unauthorized disclosures of classified information. |As

a minimum, such regulations shall permit an agenqy to

b. The agency shall conduct a preliminary decide that appropriate adverse consequencesg will
internal investigation prior to or concurrently with  follow an employee’s refusal to cooperate with a
seeking investigative assistance from other polygraph examination that is limited in scope to the
agencies. circumstances of the unauthorized disclosure upder
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investigation. Agency regulations may provide that onlfor a high school and college diploma. When he retjred
the head of the agency, or his delegate, is empoweiaduly 1976, he was a Chief Warrant Officer. His active
to orderan employedo submit to a polygraph duty assignments included responsible position
examination. Results of polygraph examinations shoutsbmmunications, including Communications Systgms
not be relied upon to the exclusion of other informatio®fficer for the Amphibious Force Atlantic Fleet and
obtained during investigations. Communications Officer for the Naval Surface Fofce
Atlanta Fleet.
6. The Attorney General, in consultation with the
Director, Office of Personnel Management, is requestedDuring his military career, Walker mad®me
to establish an interdepartmental group to study thevestments in which he lost money. To make up|for
federal personnel security program and recommethis losses, in late 1968 at the age of 30, Walker wept to
appropriate revisions in existing Executive orderghe Soviet Embassy in Washington, DC and offered his

regulations, and guidelines. services for the purpose of espionage. He was paid
$2,000 or $3,000 at this first meeting, although he stated
Ronald Reagan he could not remember the examnhount. e

compromised key cards used for enciphering messages

and also provided information on the encryption devices
The Walker Spy Ring themselves.The Soviets provided Walker with a rotpr

decryption device used for testing wiring circuitry

Walker, were indicted 28 May 1985, by a Federalgrand .
jury in Baltimore, Maryland, on six counts of espionage. Puring his more than 17 years of espionage perforined

The elder Walker, a retired Navy warrant officer wh@®n behalf of the Soviet KGB, Walker compromiseq at
had held a Top Secret Crypto clearance, was chardg@sta million classified messages of the milit

with having sold classified material to Soviet agentgervices and US intelligence agencies. In additjon,
for the past 18 years. Walker recognized that when he left active duty|he

would nolonger have direcaccess to classified

John Walker Jr. was raised in Scranton, Pennsylvanjaformation. He therefore recruited a friend, Jerry Alfred
He had an unhappy childhood with alcoholic andVhitworth, who also held communications positigns
separated parents. Walker left high school while in tHmilar to those previously occupied by Walker.
11th grade and on 25 October 1955, he joined the US . _ _ .
Navy. While serving in the Navy, Walkavas Upon retirement and his opening of a private
considered highly competent and in the first half of higvestigation firm, Walker attempted to expand pis
21 years of active duty, he rose from the seaman greRfPionage net further by first recruiting his brother,

to warrant officer. He also earned the Navy equivalendythur James Walker, a retired US Navy officer, gnd
urging him to find civilian employment witla

Department of Defense contractor. Next he recruited
his son, Michael Lance Walker, who had recently
enlisted in the US Navy. Earlier he had attempgted
without success to recruit one of his daughters who yvas,
at the time, serving in the US Army.

John Walker’s arrest resulted from a tip to the KFBI
from his former wife. She knew from almost the
beginning that her husband was involved in espionpge.
On numerous occasions she had threatened to turj him
in to authorities. An unhappy marriage eventually [led

John Walker, charged by a Federal grand jury in  t0 divorce and finally, in 1985, Walker's former wife
Baltimore, Maryland on six counts of espionage. informed the FBI of Walker’s espionage activities. The

233



Decade of the Spy

FBlinitiated an investigation and surveillance of Walkestated that the information delivered by Walker enalpled
He was apprehended on 20 May 1985, at a Marylatite KGB to decipher over one million messadeatly
motel after depositing a number of documents atam, the operation was transferred to Department Siieen
roadside drop.Soviet embassy official, Alexei of the KGB, which handled only the most sensitive and
Tkachenko, who was spotted in the area, returnediteportant clandestine KGB operations around the warld.
Moscow within days of Walker’s arrest.
The KGB officers who handled the operation receiyed
Vitaliy Yurchenko, Deputy Chief of the Firstimportant promotions and decorations for thgir
Department of the First Chief Directorate of the KGBsuccessesOne of these officers secretly received the
defected to the United States by voluntarily walkingHero of the Soviet Union” award after the Soviet Ngvy
into the US Embassy in Rome, Italy, in July 1985. Soaxpressed its delight over the success of the oper
after Walker’s arrest and the attendant publicitfwo other KGB officers involved with th
Yurchenko was briefed and consulted about the Walkéfalker/Whitworth operation were awarded the covgted
case. The KGB did not believe that the FBI had beetOrder of the Red Banner.” Certain KGB officers frgm
tipped by Barbara Walker and suspected that one of hepartment Sixteen were, at various times, assignéd to
KGB officers directly involved with Walker had beenthe Soviet Embassy in Washington solely to handle
compromised by Western intelligence agencie&drops” made in connection with Walker/Whitworth
Because of his expertise in internal security mattesspionage.
Yurchenko’s adviceavas sought with regard to the
appropriate coursef action for dealing with the  Yurchenko was informed by a high KGB official thiat
suspected compromise. In his position in the Firthe information learned from the Walker/Whitworth
Department, it was also appropriate to brief himperation would have been “devastating” to the Un|ted
concerning the Walker and Whitworthse.  Becaus&tates in time of war.
of the high degree of compartmentalized protection
given to a case like Walker-Whitworth, Yurchenko, On 28 October 1985, John Walker pleaded guilty to
despite his previous assignments involving internakpionage charges under a plea agreement by which
security and at the Soviet's US Embassy, had n@éfalker agreed to testify in the trial of Jerry Whitwoith
previously beeraware of the Walker/Whitworthand to provide full information on what was given|to
operation. the Soviets in exchange for a lesser sentence f

From his briefings, Yurchenko learned that the KGBo two life terms plus 10 years to be served concurr
regarded the Walker/Whitworth operation to be the maétfederal grand jury was convened to pursue so

$1 million possibly hidden by John Walker and
involvement of minor players in the espionage ring.

Jerry Alfred Whitworth

Jerry Alfred Whitworthwas born in Muldrow
Oklahoma, on 10 August 1939. His parents separjated
shortly after he was born, and his grandparents arld an
uncle raised him. He was known as a good-natiired
youth who, in his senior year in high school, was vdted
class clown.In September 1956, Whitworth joined the
US Navy. Following his four-year enlistment in the
Navy, Whitworth left the service and enrolled in college.
He wasunsuccessfuln his college classes and
reenlisted in the Navy in 1962.

Jerry Alfred Whitworth, convicted on 24 July 1986
on seven counts of espionage.
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During an assignment in 1970, when Whitworth andupplied; however, this was subsequently increass

d to

John Anthony Walker were stationed together, the twi4,000 and then $6,000 per month later in the conspifacy.

became acquainted, and Walker eventually statedt is estimated that Whitworth received total pay of

at

conscious effort to assess Whitworth as a potential agésist $332,000 for the documents he passed. |The
for expanding and continuing Walker’s espionage effortactivities of Whitworth, continuing as the principal agént

on behalf of the KGB. In 1974, Whitworth had decideaf collection for John Walker, permitted the Soviets
to resign from active duty. During this same year, in gauge the true capabilities and vulnerabilities of the
San Diego restaurant, Walker finally asked WhitwortiNavy.
to join him in a conspiracy that would allow them to

to
us

receive significant payments for selling classified Whitworth's trial began on 6 March 1986. He was
information. Walker asked Whitworth to provide him convicted on 24 July 1986 on seven counts of espiopage
information which he, in turn, would sell to criminaland one count of tax evasion. On 28 August 1p86
elements where there was a known market. The tAMghitworth was sentenced to 365 years in prison and a

men would then split the profits. Whitworth agreed t&410,000 fine.
cooperate with the knowledge that the information was
being sold to the KGB coming only at a later date irthur James Walker

their conspiracy. Arthur James Walker is the eldest brother of Jphn

Walker Jr. Arthurgrew up in WesS8cranton,
Whitworth thereafter reenlisted in the Navy. HePennsylvania, where he attended parochial schoo

and

advanced to Senior Chief Radioman and received theo years at the University of Scranton. He enlisteql in

highest ratings from his supervisors. Following hishe US Navy when hevas 19 yeamld, was
recruitment by Walker, Whitworth became a modetubsequently commissioned and reached the rar

k of

service member and excelled in his specialty until hileutenant commander prior to his retirement in July

retirement on 31 October 1983. 1973. According to court testimony of both Arthur a:lgj

John Walker, Arthur was recruited by John to ob

in

Whitworth was secretly married in 197@etween employment with a Department of Defense contragtor.

that year and 1985, Whitworth met with Walker on ait the time of his recruitment, Arthur was having seriIus

average of two to four times a year at which time hiinancial problems. His active involvement in espion
would pass to Walker 25 to 50 rolls of Minox filmwas restricted to 1981 and 1982.
containing classified information. Whitwortlias

ge

originally paid $2,000 per month for the material he At VSE Corporation of Chesapeake, where he yas
hired in February 1980, as an engineer, Arthur had

employment with VSE for which he was paid a tota

command and control fleet vessel$he seco

"? }
s

_ these documents were not significant and could do
' i B serious damage to US security interests. John hac

.l'-‘l-

1985, the 51-year-old Arthur was found guilty on sey

Arthur James Walker
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] : 1 f tasked Arthur to obtain US defense readiness plaris.

limited access to classified information. He provided
John with two classified documents obtained from|his

of

$12,000. One document was a repair manual for wo

nd

document consisted of breakdown reports |on
amphibious landing craft. Arthur had rationalized that

no
also

On 20 May 1985, following the arrest of John WalKer,

B = Arthur was visited at his home by FBI agents. He vas
é'!','{ ; taken in for questioning and admitted to his cooperai
Al with his brother in espionage activities. On 9 August

on

en

counts of espionage and on 12 November 1985 |was
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sentenced to life in prison. His sentence included threeunt of the total. However, it was later determir

life terms plus three 10-year terms as well as a fine tifat he had passed in excess of 1,500 documents

$250,000. his initial agreement to cooperate with his father.
28 October 1985, the 22-year old Michael pleaded g

Michael Lance Walker to five counts of espionage. On 6 November 198¢

Michael, the only son of John Walker, dropped out afias sentenced to two 25-year terms and three 10
high school in 1980 due to problems associated witerms to run concurrently.
use of drugs and poor grades. Having left his divorced
mother’s house to live with his father in Norfolk, he

reentered high school and graduated from Ryan Upigeeting the Espionage Challenge: Revie

High School in June 1982. AIf[hough he wanted to go of United States Counterintelligence
to college, his gradesere inadequate for college

acceptance. He enlisted in the US Navy on 13 December and Security Programs

1982. His father convinced Michael that he could make

money by turningover classified documents to him.  Report of the Select Committee on Intelligenc
Michael agreed to the arrangement for monetary reasons United States Senate

as well as his desire to please his father. 3 October 1986

Following his recruitment in approximately August (Paragraphsiot pertinent to counterintelligeng
1983, Michael began turning over classified documen@hitted)
to his father for which he was paid $1,000. His access
to classified material increased when he was assigned Introduction and Summary
to Operations Administration as a seaman (E-3) aboard
the aircraft carrieNimitz Following the arrest of John As espionage is ancient, so is counterintelligence.
Walker, Michael was interviewed abroad the carrier. Ihinese military theorist Sun Tzu stated the princ
his sleeping area, investigators found approximately 1% the fourth century BC: “It is essential to seek
pounds of classified information, which had beegnemy agents who have come to conduct espio
destined for destruction but which Michael had hiddefgainst you..* Today, over two millennia later, th
away to turn over to his father at the time of his nejaattle is still being waged.
port call.

A. Background

Michael was arrested on 22 May 1985 and during hisAt the beginning of the 99th Congress, the Se

admissions it was determined that he had passed&@mmitteeon Intelligence initiated a comprehensi

many documents to his father that he had no accur&@iew of the capabilities of U.S. counterintelligen
and security programs for dealing with the threat to

United States from Soviet espionage and other hg
intelligence activities. This decision was an outgro
of eight years of Committee interest in these issues.
review is also consonant with the Committee’s miss
to “oversee and make continuing studies of

Government, and to submit to the Senate approp
proposals for legislation and report to the Sen
appropriate proposals for legislation and report to
Senate concerning such intelligence activities
programs.” Senate Resolution 400, which establish
the Committee ten years ago, specifies that intellige
activities include “activities taken to counter simi
activities directed against the United States.”

Michael Walker
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The Committee’s review had barely begun when th&merican journalist in retaliation for the U.S. arrest| of
arrests of John Walker and two of his relatives began@ao Soviet U.N. employee has made it clear that
make 1985 the “Year of the Spy.” In June 1985, theounterintelligencewhile seemingly a periphergl
Committee pledged that it would prepare a report to tldement in superpower relations, can even become the
full Senate at the earliest possible time. In light of thifocus of U.S.-Soviet confrontation.
Committee’s ongoing efforts, the Senate decided not to
createa National Commissiolon Espionage and The “Year of the Spy” was characterized by intengive
Security. On June 20, 1985, the Chairman of theéxecutive branch attention of problems |of
Committee wrote to the President, saying, “You andounterintelligence and security. Of particular note were
we share an historic opportunity-both to dramaticallthe efforts of the Department of Defense Secufity
improve U.S. counterintelligence and security and tBeview Commission, chaired by General Richard| G.
demonstrate how Congress and the Executive can w@klwell, USA (retired) and the Secretary of Statp’s
together to achieve progress in sensitive intelligendedvisory Panelon Overseas Security, chaired|by
areas.” Admiral Bobby R. Inman, USN (retired) and Executive

branch steps to implement their recommendations. | The

The ensuing fifteen months have generaaad Stilwell Commission led to significant progress |in
amazingly sustained interest in counterintelligence ardkfense Department personnel and information secprity
security on the part of both policymakers and the publipolicies, and the Inman Panel led to restructuring of
There have been over a dozen arrests for espiona§égte Department security functions and a major
nearly all leading to guilty pleas or verdicts; Americanembassy rebuilding program around the world.
and West Germans with sensitive information have
defected to the Soviet Union and East German; andThe Committee’s efforts have encouraged, and have
Soviets with sensitive information have defected to thgreatly benefited from this sustained Executive branch
West, and in one major case then returned to the Sowvigtention to counterintelligence and security matters.
Union. Most recently, the Soviet arrest of an innocerithe Committee received an unprecedented level of
cooperation from the President, the National Security
Council staff, the Intelligence Community Staff, ahd
the many departments and agencies with

— ER counterintelligencer security functions.Executive

T &, 5 branch exp(_erts and polic_y_makers tgstifie_d in sixteen
: ‘--ﬂ closed hearings on specific counterintelligenases
and the current state of U.S. programs to counter hgstile
intelligence activities. Scores of staff briefings and fthe
provision to the Committee of many sensitive Executive
branch studies enabled the Committee to compilg the
very best ideas and recommendations of thosg in
,.,-,.,h., BRI . . O government, as well as suggestions from security experts
in industry. The Committee, in turn, evaluated thpse
E 'UUU ideas and submitted a comprehensive sef of
G recommendations for Executive branch consideration.
I'he VONS . o
Sii ' _ The Intelligence Autho_rlzatlon Act for FY 198'6
LB I ]"U includeda statutory requirement that the President
I'r: dy 8 ' submit to the House and Senate Intelligence Commijtees

JH] ! a report on the capabilities, programs and policies of
e . the United States to protect against, detect, morfitor,
A

counterand limit intelligence activities by foreigp
powers, within and outside the United States, dire¢ted
at the United States Government. The report was to

Awareness Brochures
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include plans for improvements that the Executiv8. Organization of the U.S. Government to Meet
branch has authority to effectuate on its own, antie Hostile Intelligence Challenge
recommendations for improvements that would require The Committee’s findings underscore a fundameptal
legislation. To assist the Senate Intelligence Committehallenge to the nation. The hostile intelligence thfeat
in its work, the conferees on the Act requested an interisimore serious than anyone in the Government hak yet
report developed in consultation with the Intelligencacknowledged publicly. The combination of human
Committees. This Committee, in turn, prepared its owsspionage and sophisticated technical collection|has
interim report, which it shared with the Executive brancdone immense damage to the national security.| To
last winter. respond to the threat, the United States must maifptain
effective counterintelligence efforts to detect gnd
The many good ideas and recommendations that theutralize hostile intelligence operations directly, jmd
Committee obtained from Executive branch officialslefensive security countermeasures to protect sensitive
and studies had not yet been implemented for two bagiformation and activities.
reasons: counterintelligence and security had failed to
receive substantial attention; and the ideas frequentlyThe Committee believes that, as a result of signifi¢ant
challenged established ways of doing things, cut acrassprovements in recent years, the nation’s courter
bureaucratic lines of responsibility, or requiredntelligence structure is fundamentally sound, altholigh
substantial changes in resource allocation. Externgdirticular elements need to be strengthened. |The
events provided substantial impetus for interagendyxecutive branch and the Committee agree on|the
attention to these issues. The Committee’s efforts amdportance of developing and implementing a cohefent
the Executive branch’s cooperation are producing thetional counterintelligence strategy that integrateq the
interagency decision-making that is required fowork of the FBI, the CIA and the Department of State,
progress. Defense, and Justice. Executive branch agencieg are
already drafting such a document. The Commiftee
The President began, responding to a request frarpects this strategy to play a major role in its oversight
the Committee, by designating the Director of Centralf Executive branch counterintelligence efforts in the
Intelligence to represent the Administration at a seriggars to come.
of Committee hearings on counterintelligence and
security programs and selecting a counterintelligenceBy contrast, defensive security programs lack [the
expert on the NSC staff as liaison to the Committeeasources and national policy direction needed to ¢ope
An interagency mechanism under the Seniowith expanding hostile intelligence operations.
Interdepartmental Group for Intelligence (SIG-I)Personnel security policies remain fragmented despite
supplied coordinated Executive branch reactions to tipersistent attempts to develop national standgrds.
Committee’s interim report recommendations. This ndhformation security reforms are long overdue. Ameéiica
only helped the Committee, but also gave the Executitaces vulnerability to hostile intelligence activities |in
branch itself the opportunity to address and decide thebe areas of communications and computer secyrity,
important policy issues. The resulting positions werahere countermeasures must keep pace with incre@ising
conveyed to the Committee in the President’s interinechnological change. Consequently, in Decenlber
report and transferred to an NSC staff committee fdi985, the Committee called for the development ¢f a
implementation. National Strategic Security Program that would addfess
these issues. The Committee believes that a new and
The President’s interim report and subsequemmermanent national policy mechanism is needefl to
consultation between Executive branch officials and thaeate this program and then to coordinate and foster
Committee were thus of great value in the preparatighe protection of information and activities having the
of the present Report. The Committee looks forward @reatest strategic importance.
receipt of the President’s final report, which will serve
as an important benchmark of the progress achievedn recent months, the Executive branch has come to
thus far to strengthen counterintelligence and securitynderstand the sense of urgency with which Jthe
capabilities.... Committee views the need for an integrated strategic
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security program and an improved security policy The second lesson is the need for earlier involvement
structure. An effort to develop such a security prograwf the FBI and the Department of Justice in cases of
is now likely. The Director of Central intelligence, insuspected espionage. When offices or agencies |have
his capacity as chairman of the Senior Interdepartmentadid back from bringing in the FBI, events have often
Group for Intelligence, recently revamped the securityotten out of control. When the FBI has been alertgd in
committee structure under the SIG-I and called fdime, their investigative resources and interview sKills
greater participation in those committees b¥yave often led to confessions. When the Justice
policymakers, so that decisions could be reached @epartment has been involved at an early stage, ¢ases
interagency issues and policy initiatives. destined for prosecution have been built on more golid
ground, resulting in numerous convictions.
The Committee believes that these changes are
insufficient because they fail to bridge the gaps betweenThe third lesson is the need for more attention gnd
the various security disciplines. Most Executive branchetter access to information on the finances, forg¢ign
officials, although opposing further changes at this timéravel and foreign contacts of persons with sensitive
do not dispute the likely need for them in the futuranformation. The Committee found that the FBI
The Committee will continue to push for more effectivessometimes lacked access to financial and telephone
policy review and formulation, for it believes that therecords in its counterintelligence investigations;
national security cannot afford much more delay. Thigssufficient attention was given to signs of trouble
is especially true if the current Administration is to leaveegarding former employees with sensitive accegses;
as a legacy a workable security policy system that wiind that too few people were alerting office security
not have to be reinvented by each succeedimgrsonnel or the FBI when they were approached by
administration. The Committee recommends that thaossible foreign intelligence officers.
eventual new security policy structure be one that
transcends currently politics and policy and is codified The Chin, Pollard and Scranage cases have tgught

in an Executive Order. the clear lesson that espionage services outsid¢ the
Soviet bloc also engage in illegal activities targeteql at

C. Counterintelligence: Learning the Lessons the United States, which must not be tolerated. [The

of Recent Cases Bell and Harper cases, among many, underscoregl the

The Committee has examined in detail each of theeed for controls on the activities of certain Easfern
espionage cases that have come to public attentionBaoropean representatives and of U.S. compahies
recent years, as well as the Yurchenko defection casentrolled by the Soviet Union or its allies. And the
and cases that remain classified. Although this repdgakharov case, like the Enger and Chernyayev gase
does not discuss individual cases in detail, many of tieight years ago, reminds us that the KGB is willing to
recommendations in sections Il and IV reflect lessongse the United Nations Secretariat for intelligence cqver.
learned through those cases.

The Edward Lee Howard case led to investigatipns

The first lesson of these cases is the need for greaed corrective action in the CIA, just as the Walker gase
counterintelligence and security awareness. THed to formation of the Stilwell Commission and |to
Committee found insufficient tailoring of security additional steps by the U.S. Navy. The FBI and [the
awareness material to the needs of particular audiencésstice Department are still absorbing the lessons of
defense contractors, workers at government facilitieh)e Howard case. The Committee will continue] to
U.S. personnel stationed overseas, members of ethmwonitor how well all the agencies implement
groups known to be targeted by foreign intelligencenprovements in response to those lessons.
services, congressional staff and others. The usefulness
of such material is illustrated by the fact that once the The defection and re-defection of Vitaliy Yurchenko,
U.S. Navy began to improve its security awarenesshich highlighted both the counterintelligence value
briefings after the Walker case, co-workers of Jonathanfidefectors and apparent shortcomings in their handling
Pollard noted his unusual pattern of document requestisd resettlement, also led to internal reviews and ugeful
and alerted authorities. actions by the CIA to improve its handling of defectars.
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The Committee believes that more must be done,to deal severely with those who betray our country.
however, to change the basic objectives with which the We should begin by realizing that spying is a fact of
U.S.Government approaches defectors. We must acceptife and that all of us need to be better informed abou
the obligation to help defectors succeed in, andf‘he unch.angl_ng real_ltles of the Soviet system...._There
contribute to, American society. Executive branch 'S N0 guick fix to this problem. Without hysteria or
efforts to ana’l d | f ' the Yurchenk finger point, let us move calmly and deliberately
. yz€ an eam rom the yurchenko Casetogether to protect freedom.
continue, and the Committee expects to see more

progress in this area. The Committee’s recommendations seek]|to

o _ strengthen U.S. counterintelligence and secuyity
The CIA has taken significant steps to iImproveg,«,q res without violating constitutional rights [or

recruitment and career development programs fQpeeting the delicate balance between security|and
counterintelligence personnel. The Scrgnage a'ﬂ%edom. Abroad range of improvements can be made
Howard cases suggest that there was, and is, substaqiiglo + adversely affecting the rights of individuals,
need for improvement in CIA counterintelligence, and,j e additional tools needed for counterintelligence

the Committee will continue to monitor CIA efforts. ;| security purposes can be made subject to reasdnable

The military services and the FBI are also beginning 0¢eqjards that minimize intrusion into the privacy| of
improve their recruitment and career deveIOpmeWmerican citizens

programs for counterintelligence, but progress is uneven.

_ . _ _lll. Counterintelligence
The Committee will continue to press Executive

branch agencies to incorporate into their operationsap, eftective response to the foreign intelligence thieat
improved counterintelligence awareness procedur(?équireS a combination of counterintelligence 4nd
While agencies have moved in the last year to remegélcurity measures. The Committee believes i

: ) is
problems that were exposed in recent espionage cag&sgrant to distinguish between counterintelligefice
they have been much slower to accept the painful n rts and security programs, while ensuring that Both

to confront the implications of hostile intelligenceare part of a national policy framework that takes
successes. Attentiveness to possible hostile knOWIe%ount of all aspects of the threat. The best way to
of classified U.S. operations must be increased, agghain the difference is to say that counterintelligehce
analysis of the impact of known losses of classifiethe s res deal directly with foreign intelligence senlice
information must extend to the unhappy possibility thaf i ities, while security programs are the indirgct
operations or weapons systems will requir@gtensive actions that minimize vulnerabilities.
modification. While there is always a neeq_not to | Bl, CIA, and the counterintelligence components of
worse case analyses paralyze our military anfle pefense Department have primary responsibility for
intelligence services, the greater current danger appegiS ations and analysis dealing directly with forejgn
to be a wishing away of the consequences of hosHlgejjigence services. In addition, the Committee
intelligence efforts.... the Executive branch have included within the natignal
. , counterintelligence policy structure those diplomatic and

G. Respect fqr Individual Rights . regulatory policies that control the numbers gnd
A free society cannot allow the fear of foreigny,ements of particular countries’ foreign intelligerlce

adversaries to undermine the constitutionally protectggrvice officers and co-opted agents in the United States
rights that define the true character of our nation. Th(jﬁ]d at U.S. facilities abroad

principle has guided the Committee in its review of
counterintelligence and security programs. As PresidenBy statue and executive order, counterintelligefice

Reagan stated on June 29, 1985: functions are divided among the FBI, CIA, ahd
components of the Defense Department. The FBIlhas
X > the lead within the United States, while CIA s in chafge
true to our values. We dont need to fight repression broad. The Def D ! t which deals With
by becoming repressive ourselves....But we need to puta road. € fe-ense epar_men ' W Ic eaS.Nl
our cleverness and determination to work and we need threats to classified defense information worldwigle,

We can counter this hostile threat and still remain
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divides its counterintelligence functions among themall secretariat for the 1G-Cl has expert personnel
military services, DIA, and NSA. No single official is drawn from the FBI, CIA, and Defense Departmént.
responsible for the full range of counterintelligenc@his staff evaluates the threat and recommends poplicy
activities below the level of the President and himitiatives for counterintelligence and countermeasures
National Security Adviser. Given these circumstancesnprovements.
there is a constant risk of fragmentation and conflict
among organizations with different methods and The IG-Cl, assisted by its secretariat, is the prgper
priorities. place to develop a national counterintelligence strategy.
This structure ensures joint participation by the HBI,
The Committee has found that communication an@lA, and Defense Department, and other interested
cooperation among U.S. counterintelligence agencidgpartments and agencies (such as the State and Justice
have improved greatly in recent years and are probalibepartments) are also represented on the IG}CI.
better today than at any time since World War [IUltimate responsibility for resolution of policy issugs
Nevertheless, more needs to be done to ensure thegtts with the National Security Council, which has
agencies learn from each other’s experiences and thatently brought onto its staff an experienced kBI
progress achieved in one area can have benefits émunterintelligence specialist.
others. The issue is not just communication and
operational coordination to bridge jurisdictional The President’s interim report to the Intelligence
boundaries, but better long-range planning is alsbommittee indicates that the IG-Cl has, in fact, bpen
needed to make optimal use of limited resourcdasked to frame strategic guidance of the sort proppsed
worldwide against well-organized and sophisticately this Committee. As noted earlier, member agencies
adversaries. are now engaged in the drafting process.

Soviet bloc and PRC intelligence operations do not Findings and Recommendations
respect geographic boundaries. Thus, in many recent
cases Americans who committed espionage in thel. Findings—The IG-Cl has been charted to frae
United States met their foreign intelligence servicaational counterintelligence objectives and an assoclated
contacts abroad. The targets and techniques neededsteategy (or master plan) to further those objectives,|and
counterintelligence success transcend agenty submit the objectives and plan for consideration] by
jurisdictions. For these and other reasons, the Chairmidne SIG-I and thence the NSC. The Committe¢ is
and Vice Chairman of the Committee stated in Octobgrleased to learn that Executive branch agencieg are
1985, that the Executive branch should develop actively drafting this document. This is a positive
national counterintelligence strategy that establishessponse to proposals presented by the Chairman and
national objectives and integrates the planning andce Chairman in testimony before the Permangent
resources of each agency to achieve these objectivBabcommittee on Investigations in October 1985.
The President’s interim report to the Intelligence
Committees indicated agreement with this proposal, and2. RecommendationrThe National Security Coundjl
in fact the Executive branch is now preparing such should approve a statement of major counterintelliggnce
document. objectives and a strategy, i.e., a time-phased master|plan,
to attain those objectives. The House and Sepate
The organizational structure is already in placdntelligence Committees should receive this documgent.
fortunately, to develop a national counterintelligencén effective oversight mechanism should be establighed
strategy. Under the National Security Council there ® ensure that major programs and associated budgets,
a Senior Interdepartmental Group for Intelligencéegislative proposals, and other key actions are validated
(SIG-I) chaired by the Director of Central Intelligenceagainst the master plan, constitute judicious and
Within that framework, an Interagency Group foroperationally efficient allocation of resources, gnd
Counterintelligence (IG-Cl), chaired by the FBlachieve all feasible synergism. There should also pe a
Director, develops national policy recommendations artocess for continuing review and evaluation.
provides a forum for agreement on new initiatives. A
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3. RecommendatiarThe National Foreign responsibilities also appear to be taking this po
Intelligence Program should provide for, and Congresstiative seriously.
should authorize, augmentation of the staff that assists
the IG-CI to ensure effective performance of its The Committee strongly supports this policy and is
expanded responsibilities regarding the developmeamcommending that a similar security awarengss
and implementation of the national counterintelligengerogram be established for the U.S. Senate. [The
strategy.... Committee has used the State Department’s pew
program as its model.

icy

C. Counterintelligence Awareness Programs
One key to a successful counterintelligence strategyThe Larry Wu-tai Chin case highlighted the thrgat
is thorough analysis of the hostile intelligence thre@ibsed by Chinese intelligence operations. As indicated

and communication of the results to those who needito section Il of this Report, however, the PRC
take countermeasures. Current efforts range from timelligence threat differs greatly from the Soviet ope.
FBI's Development of Counterintelligence Awarenes$hese differences require development of new
(DECA) program for briefing defense contractors taounterintelligence approaches geared to the spgcial
the improved assessment of Soviet deceptiooharacteristics of the PRC threat. In particular, the FBI
disinformation and active measures. Informing thshould develop specialized threat awareness briefings
public, industry and other government agencies can hayeared to the unique problems posed by PRC operafions.
a direct payoff, as in the case where a student At the same time, FBI threat awareness programp do
Columbia University contacted the FBI about aot-and should not-leave the implication that lawful
Bulgarian exchange visitor after seeing a T\Association with or assistance to Chinese technical and
documentary on espionage that described conduscientific researchers is a sign of disloyalty to the Unjted
similar to that of the Bulgarian. The student’s report leftates.
to an FBI offensive double agent operation resulting in
the arrest of a Bulgarian intelligence officer. At a Another aspect of counterintelligence awarenegs is
classified level, U.S. counterintelligence agencies musie knowledge by agency security officials of wher] to
work with a great variety of government programs arladfing a matter to the attention of a U.S.
security officials to provide tailored information andcounterintelligence agency. In the Edward Lee Howard
analysis. case, CIA security officials failed to alert and involve
the FBI in a timely fashion. The CIA has taken steps
On November 1, 1985, the President issued NSDBecently to guard against a recurrence of this probjem.
197 requiring each U.S. Government agency to establithe FBI should continue to work closely with secuffity
a security awareness program for its employeedfficials of all U.S. Government agencies to ensure that
including periodic formal briefings on the threat posethey understand its requirements and guidelines. Agood
by hostile intelligence services, and to provide for thexample is the Pollard case, where the Ngval
reporting of employee contacts with nationals of certalnvestigative Service Command brought in the FBJ at
foreign powers. These programs are to be tailored da early stage. The Committee is pleased that the Navy
the sensitivities of particular work and designed so &as given a commendation and a monetary award to
not to intrude into employees’ privacy or freedom ate official who was responsible for bringing the HBI
association. into the Pollard case promptly when certain questionpble
behavior was observed.
According to the NSC staff, department and agency
heads have responded positively and have given higiihe lessons of the Howard and Pollard cases stould
priority to this enterprise. The State Department contaot extended to all departments and agencies that handle
reporting directive, which has been provided to thieighly sensitive information. Interagency procedured for
Committee, serves as a good model because it specifiggorting suspicious conduct to the FBI should|be
reporting procedures clearly and identifies thosstrengthened. Moreover, the Howard and Pelton cases
countries that require the greatest attention. Civiliademonstrate that former employees with grievancgs or
agencies without extensive national securitfinancial problems can compromise our most sensitive
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national security programs. Individuals who choose twomponents. DIA should have the task of ensuring
work in positions as sensitive as those occupied byosher agencies’ threat assessments are respons
Howard or a Pelton should expect to be held to a higheecurity and program management needs of D
security obligation than personnel with access to lessmponents. Efficient allocation of limited secur
sensitive information. Therefore, the FBI should beesources depends on careful evaluation of the thr
informed when employees with access to extremely

sensitive information resign or are dismissed underSpecial attention is required for two aspects of

circumstances indicating potential motivations fohostile intelligence threat that directly relate to U,

espionage. The decision as to whether the circumstanf@®ign intelligence analysis: deception; and “act

that
ve to
oD
ty
eat.

the
S.
ve

justify investigation in varying degrees should be madmeasures,” including disinformation, forgeries and other

by the FBI, in light of its counterintelligence experiencepolitical influence operations. Hostile intelligen

Ce

not by the employing agency. Interagency procedurssrvices conduct these operations in addition to their

should be established to address borderline cases. collection efforts.

Threat analysis functions are shared among U.S.An interagency committee and a community-w
counterintelligence, foreign intelligence and securitintelligence analysis office are both active in the anal
agencies. Development of an effective nationalf deception efforts. Pursuant to the Committe
counterintelligence strategy, as well as a comprehensiei@ssified reports accompanying the Intelligen
and balanced set of security measures, requir@sthorization Acts for FY 1985 and FY 1986, a sm
centralized assessment of the threat posed by all formteragency staff has been assigned to the analysis @
of collection-technical as well as human. Since 1981,
an interagency staff has compiled assessments of thén recent years, with the help of the intelligen
hostile intelligence services threat and U.Scommunity, the State Department has stepped up e
countermeasures, based on inputs from throughout tieeexpose Soviet “active measures,” such as forge
Government. The Committee has found thesand Soviet control of political organizations a
assessments to be increasingly valuable and is pleasedferences abroad. The Committee supports re
that they continue to have high priority. initiatives to improve intelligence support for U.S. effg

to counter these Soviet activities.

National assessments are no substitute, however, for
high-quality threat assessments tailored to meet moreThe State Department and other appropriate age
specific needs. The Committee is pleased to learn ttstould do more to disseminate the results of g
progress is being made regarding one such need &oralyses to opinion leaders and policymak
tailored material that was highlighted in the most recemtorldwide. Recent steps to increase the effective
interagency assessment. of the Active Measures Working Group, which is chai

by State/INR, are welcomed by the Committee.
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DOD counterintelligence agencies have taken the lesidorking Group has briefed U.S. Embassies on its

ole,

in analyzing the threat to particular military installation&€ncouraged the formation of embassy committeds to

and activities. The Committee supports increased effortsonitor and combat Soviet active measures,

nd

in this area, especially to assess the threat to higldyranged for both classified and unclassified guidgnce
sensitive research and development projects and to makée provided to the field on specific cases. These efforts

the findings available to the officials responsible foshould be supported and fully staffed by the rele
security countermeasures. In recognition of thagencies, especially the State Department.

importance of this function, the Stilwell CommissionCommittee is pleased that a new office has b
has recommended, and the Secretary of Defense leatablished recently in State/INR for this purpose.
directed, that the Defense Intelligence Agency establish

a Multidisciplinary Counterintelligence Analysis Center The FBI prepares reports and testifies before Cong
as a service of common concern for DOD to meet tlan efforts in the United States by the Soviets and ¢

ant
The
een

ress
ther

counterintelligence analytic requirements of the Defenslesignated countries to influence public opinion and

Counterintelligence Board and the various DOQovernment policy through “front” organizations a

nd
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other covert operations. For example, in 1986 thel5. RecommendationThe relevant interagency-if
Committee received a classified FBI report on “Trendslligence analysis office should coordinate and spo
and Developments in Soviet Active Measures in themalytic efforts on Soviet deception, disinformation 3
United States,” which updated a previous study preparadtive measures. The State Department and ¢
in 1982. The FBI report reviews covert Soviet politicahgencies should increase dissemination of informg
influence operations directed at U.S. public opinion arabout Soviet active measures abroad. The FBI sh
policymakers. The Committee regularly requests furtheontinue to be responsible for reports on active meag
counterintelligence information from the FBI on suclin the United States by hostile intelligence services
operations. The Bureau should continue to report thesigould cooperate with interagency analytic effo
assessments in a manner that provides the neces&aports on active measures in the United States
facts about hostile intelligence activities and that fullgre prepared by agencies other than the FBI shou
respects First Amendment rights. prepared in coordination with the FBI and/or {
Attorney General.
Findings and Recommendations
D. Domestic Operations
11. RecommendationA elements of the U.S.  Counterintelligence operations in the United Stq
Government should give high priority to implementatiodiffer from such operations abroad, because
of the policy requiring security awareness briefings arehvironment is generally more favorable. U
the reporting of contacts with nationals of designatambunterintelligence has greater resources, easier a
countries. A similar procedure should be adopted ftw the target, and public attitudes favorable to citi
U.S. Senate personnel. cooperation. While legal requirements place constra
on surveillance techniques and investigative meth
12. RecommendationThe Howard case dem those limits are vital for maintaining our free socig
onstrates the need for strengthening interagenapd (with exceptions discussed below) do not inh
procedures for bringing possible espionage cases to tleeessary counterintelligence efforts.
FBI's attention in a timely manner. The FBI should also
be informed when employees with access to extremelyDomestic operations can be divided into the follow
sensitive information, such as Howard and Pelton, resigategories: surveillance coverage of foreign governn
or are dismissed under circumstances indicatiragtablishments and officials; offensive operations
potential motivations for espionage. recruit agents-in-place and defectors or to control do
agents; and espionage investigations and prosecu
13.Recommendation The FBI should develop threatMany of the strategic requirements for domeg
awareness briefings tailored to the special characteristigerations are unique, especially with respec
of the PRC espionage threat. Such briefings should alsurveillance of establishments and officials and
American citizens to the risks of giving assistance favestigation and prosecution of espionage cases. (
PRC nationals who may have espionage assignmemnggjuirements have more in common with overs
while respecting the freedom to associate with lawfalperations, particularly with regard to penetration
scientific and technical research. hostile services, handling of defectors and double ag
and analysis of theona fidesof sources. Uniqud
14. Finding.—Significant efforts are underway tofeatures of overseas operations, as well as pers
improve counterintelligence threat analysis, includinppanagement and training programs that cr
publication of regular interagency assessments of theographic divisions, are treated in later sections of
hostile intelligence services threat and U.SReport.
countermeasures and the establishment in DIA of a
multidisciplinary Cl Analysis Center to meet DOD1. Coverage Of Establishments And Officers
threat analysis requirements in conjunction with other The foundation for domestic counterintelligence
DOD components. The Committee is also pleased dgstematic collection on a foreign country’s offic
note that there has been progress in the effort to providgresentatives in the United States. Such collection
tailored analyses of the hostile intelligence threat. be technical or human.
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Recent cases have shown the vital importance odme here with intelligence commissions. By buildjng
comprehensive coverage of Soviet bloc embassies am@piderweb throughout the United States that foclises
consulates as a means of detecting offers to sell U them rather than our own citizens, we make it much
secrets. Pelton, Cavanagh, Jeffries and others made thedre difficult for those who would betray our counfry
initial contacts with the Soviets by contacting arby surreptitiously supplying national secrets to forejgn
establishment. Skilled counterintelligence work isntelligence officers. | believe that in a free society this
required in such cases, and frustrations may li® the only way we can function without turning
unavoidable. The Pelton case is an example in whichoitirselves into a police state.
took years to achieve a positive identification.

The existence of those safeguards should givg the

The strategic importance of covering certain foreigpublic confidence that cooperation with FBI
establishments and their employees justifies continuirngunterintelligence not only serves the national intefest,
resource investments to upgrade the FBI's surveillanbait also is consistent with respect for constitutional
capabilities. The Committee has supported suafghts.
investments over the years and continues to do so.

Findings and Recommendations

In this connection, the importance of the contact
reports discussed earlier in this Report cannot beRecommendationCongress should continue to fupd
overemphasized. While government regulations cancreases in FBI surveillance capabilities.
require federal employees to report contacts with
possible foreign intelligence officers, a free society must Recommendation American citizens in all walks df
rely on the voluntary cooperation of private citizens ttife should be encouraged to assist counterintelliggnce
advise the FBI of approaches and other contacts by swgforts by providing information to the FBI, either uppn
officials. Frequently the FBI requests citizens to reporequest or when they are approached by possible fofeign
this information about particular individuals, based omtelligence officers
surveillance of a contact. The FBI's DECA briefings,
which are designed to encourage such contact repdtsOffensive Operations
from defense contractors and their employees, have novA major element in counterintelligence is offensive
reached over 15,000 contractor employees. FBI angerations, especially efforts to recruit agents-in-place
other intelligence community officials have usedvithin hostile intelligence services and to induce
speeches and public appearances to emphasize diéections from those services. The strategic paydff of
importance of public cooperation. agents and defectors can be immense, as demonstrated

by the exposure of Edward Lee Howard and the

The American people have a legitimate concern thaticcessful prosecution of Ronald Pelton.
their government should not intrude upon their lawful
associations with foreign officials and their First The greatest area of concern is the handling of
Amendment right to exchange ideas with visitors frordefectors, as dramatized by the Yurchenko case.
abroad. For that reason, the FBI operates undaccording to a CIA survey, most of the defectars
guidelines established by the Attorney General andsettled in the United States with CIA assistance] are
internal FBI policies overseen by the Committee thdtasically satisfied with their treatment. Nevertheless, a
are designed to respect the free exercise of constitutiosgnificant minority has problems that require spegial
rights. As Director Webster stated in a recent speechttention on a continuing basis.

We certainly don’'t have enough agents to keep trackin the aftermath of the Yurchenko re-defection, the
of every citizen of this country nor do we want taCIA has undertaken a comprehensive review of its
investigate the activities of lawful organizations withoupractices for handling defectors. Deputy Director] of
predication for doing so. Rather, our focus-indeed o@entral Intelligence Robert M. Gates summarized|the
strategy-must be on the intelligence operativeGIA’'s conclusions and corrective actions at his
themselves and the identification of those who hawvenfirmation hearing on April 10, 1986:
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There were organizational deficiencies. We have the Executive branch has taken steps to administgr its
made organizational changes so that a single current defector program more effectively, it must dlso

individual and a single organization are accountable effect this important change in attitude and commitmgnt.
and are in charge of the entire process for defectors.

Another element that we hav.e changed -+ 1ST0 eNSUre 10 permanent Subcommittee on Investigations of
that the same person is basically the principal case

officer for a defector with continuity, so that a defector the Senate_Commlttee on Govemnmental ,?\ffalrs .as
isnt facing a while new set of people all the time and begun a major study of the U.S. Government's han ling
there is somebody there that he gets to know and that ©f defectors and other refugees from the Soviet Bloc.
he can depend upon and that understands him and This study will focus particular attention on the
understands his concerns, and can identify when he is contributions that defectors can and so make to
going through a particular psychological crisis.... American society and on the need to encourage|that
process. The Intelligence Committee supports this|PSI
Mr. Gates also called it “imperative” to assigrstudy and is cooperating with the Subcommittee ir) its
individuals who speak the same language as a defeiffort to inform the public regarding the needs|of
so that someone is available to talk in his or her owdefectors and of the agencies that assist them.
language; he did not know, however, whether the CIA
has actually been able to implement this approach.  Perhaps the greatest risk in a strategy of penetrating
hostile services is that the agent-in-place or defector
The actions taken and under consideration by the Chay be a double agent, pretending to be recruited Iy or
reflect a constructive effort to upgrade the defectefscaping to the United States, but actually contrdlled
program and respond to the lessons of the Yurchertyp a hostile counterintelligence service. Disputes gver
case. They need continuing high-level support, bothihe bona fidesof sources have plagued the UJS.
the CIA and in other agencies. The Committee wilhtelligence community in the past. Such differentes
continue to assess the CIA improvements along witite sometimes unavoidable, but they should not digrupt
other approaches. interagency cooperation. Counterintelligence is not an
exact science. The important thing is not to rely dn a
The Executive branch continues to examine the brogithgle source without careful testing and corroboraftion
question of how defectors might best be welcomegf his information. In this regard, the Committee has
assisted and utilized. A private organization formed pught and received assurances that intelligence officials
assist defectors, the Jamestown Foundation, ha® alert to the risk of over-reliance on the polygraph.
recommended major changes in the defector-handling
program. The Committee intends to follow this issue The FBI, CIA, and DoD counterintelligenge
closely in the coming year and looks forward with greaflomponents have made extensive use of double agents,
interest to seeing the results of Executive braneis evidenced in the recent Izmaylov and Zakharov cases.
deliberations. Last June, the Soviet air attaché, Col. Vladimir Izmay|ov,
was expelled after being apprehended by the FBI.| On
The Committee considers it of the utmost importanggugust 23 Gennadiy Zakharov, a Soviet physigist
that our nation’s goals in welcoming and assistingorking for the United Nations, was arrested gnd
defectors be more clearly enunciated and boldbharged with espionage. Both Soviets had been
implemented. Too often, the only operative goals haygaintaining clandestine contact with individuals who
been the national security benefits that result fromere cooperating with the FBI.
debriefing a defector; the defectors personal security
against attacks by his or her country’s security service;There is a clear need for these operations t¢ be
and enabling the defector to survive without continuingarefully managed. Counterintelligence managers must
U.S. Government intervention. Other goals must bglso review operations to ensure that they have not peen
added to the list: to encourage achievement in Americedmpromised. The committee found Executive brajch
society consonant with the defector’s talents argfficials sensitive to these and other issues raisegl by
accomplishments; and to assist the defector in makidguble-agent operations.
a continuing contribution to the United States. While
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