


CHAPTER 3

Decade of the
Spy

Introduction

If 1985 is the year of the spy (although 1984 had 12 reported espionage cases to
11 for 1985) then the 1980s is the decade of the spy. US counterintelligence arrested
or neutralized over 60 Americans who attempted to or actually committed espionage.
Not since the beginning of the Cold War when the United States was rocked by the
Julius Rosenberg, et. al. spy cases, did the nation experience the phenomenon of a
rise in traitors in our midst.

Unlike the early Cold War spies, the new breed of American spies was motivated
by money not ideology. Except for the Clyde Lee Conrad and John Walker spy
rings, most of the new breed of American spies operated alone.

This chapter includes short summaries on all espionage cases reported in the
public media or in unclassified sources, which have occurred in the United States
during the 1980s or which have involved Americans abroad during this period.

Spy cases were not the only major counterintelligence events to take place during
these 10 years. In December 1981, President Ronald Reagan signed Executive
Order 12333, which defined counterintelligence as ‘information gathered and
activities conducted to protect against espionage, other intelligence activities,
sabotage, or assassinations conducted for or on behalf of foreign powers,
organizations or persons, or international terrorist activities, but not including
personnel, physical, document or communications security programs.” This
definition is still used by the Cl community to this day.

This Executive Order also presented the mission requirements and authority for
US Intelligence community agencies. It required that, before CIA could conduct
any foreign intelligence collection or counterintelligence in the United States, the
FBI had to coordinate. Likewise, before the FBI did any counterintelligence
overseas, the CIA had to coordinate on the activity. The Department of Defense
needed coordination from either the CIA or FBI depending on the location of its
proposed counterintelligence activity.

On 13 January 1982, President Reagan signed National Security Decision
Directive-2, which created a Cl community body known as the Senior Interagency
Group. This Group was to develop standards and doctrine for counterintelligence
activities of the United States and resolve any interagency differences concerning
the implementation of counterintelligence policy.
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In April 1988, the Counterintelligence Center was created within CIA to improve
the planning, coordination, management, and effectiveness of counterintelligence
activities with the CIA and the Intelligence Community.

President George Bush signed National Security Directive 1 in January 1989,
which reorganized the National Security Council structure. His Executive Order
abolished the Senior Interagency Group but did not replace it with another body. It
was not until several months later that another Cl community body was established.

All the work of the Cl community’s interagency body is classified and unavailable
for inclusion in this reader. The key to remember is that while the spy cases made
the headlines, counterintelligence started its journey toward building Cl community
cooperation. Keep this in mind as you read this chapter.
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Part 1. Goals, Direction, Duties, and Responsibilities

Executive Order 12333
4 December 1981
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Timely and accurate information about the activiti
capabilities, plans, and intentions of foreign pows
organizations, and persons, and their agents, is esS
to the national security of the United States.
reasonable and lawful means must be used to e
that the United States will receive the best intellige
available. For that purpose, by virtue of the authg

United States of America, including the Nation
Security Act of 1947, as amended (see Short Title
above), and as President of the United States of Amg
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ential
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brica,

in order to provide for the effective conduct of United

States intelligence activities and the protection

constitutional rights, it is hereby ordered as follows:

PART 1-Goals, Direction, Duties and Responsi
bilities With Respect To The National Intelligence
Effort

1.1GOALS

The United States intelligence effort shall provide
President and the National Security Council with
necessary information on which to base decisi
concerning the conduct and development of fore

of

the
the
pNs

gn,

defense and economic policy, and the protection of

United States national interests from foreign secy
threats. All departments and agencies shall coop
fully to fulfill this goal.

(a) Maximum emphasis should be given to foster
analytical competition among appropriate element
the Intelligence Community.

(b)All means, consistent with applicable United St3

rity
brate

ng
5 of

tes

law and this Order, and with full consideration of {he

rights of United States persons, shall be used to de

elop

219



Decade of the Spy

intelligence information for the President and th&SC, or a committee established by it, shall cons
National Security Council. A balanced approacland submit to the President a policy recommendal

(c) Special emphasis should be given to detecting and
countering espionage and other threats and activitiesSs NATIONAL FOREIGN INTELLIGENCE
directed by foreign intelligence services against th@aDVISORY GROUPS
United States Government, or United States (a) Establishment and Duties. The Director of Cer
corporations, establishments, or persons. Intelligence shall establish such boards, counails
groups as required for the purpose of obtaining ad

applicable United States law and this Order, and with

full consideration of the rights of United States persons, (1) Production, review and coordination of
all agencies and departments should seek to ensure fulhational foreign intelligence;

and free exchange of information in order to derive

maximum benefit from the United States intelligence (2) Priorities for the National Foreign
effort. Intelligence Program budget;

1.2 THE NATIONAL SECURITY COUNCIL (3) Interagency exchanges of foreign
(a) Purpose. The National Security Council (NSC) intelligence information;
was established by the National Security Act of 1947
(see Short Title note above) to advise the President with  (4) Arrangements with foreign governments on
respect to the integration of domestic, foreign and intelligence matters;
military policies relating to the national security. The
NSC shall act as the highest Executive Branch entity (5) Protection of intelligenceources and
that provides review of, guidance for and direction to methods;
the conduct of all national foreign intelligence,
counterintelligence, and special activities, and attendant (6) Activities of common concern; and
policies and programs.
(7) Such other matters as may be referred b
(b) Committees. The NSC shall establish such the Director of Central Intelligence.

(d) To the greatest extent possible consistent wiffrom within the Intelligence Community concerning:

der
ion,

between technical collection efforts and other mearscluding all dissents, on each special activity and ghall
should be maintained and encouraged. review proposals for other sensitive intelligence
operations.

tral

vice

committees asnay be necessary to carry out its
functions and responsibilities under this Orddre (b) Membership. Advisory groups establish

and shall consist of senior representatifresn
organizations within the Intelligence Community
from department®r agencies containisigch
organizations, as designated by the Director of Ce
Intelligence. Groups for consideration of substan
intelligencematters will include representatives
organizations involved in the collection, processing
analysis of intelligence. A senior representative of
Secretary of Commerce, the Attorney General,
Assistant to the President for National Security Affa
and the Office of the Secretary of Defense shal
invited to participate in any group which deals with ot
than substantive intelligence matters.

R

President Ronald Regan

d

pursuant to this section shall be chaired by the Dirgctor
of Central Intelligence or his designated representative

d

htral
ive
pf
and
the
the
rs,
be
her
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1.4THE INTELLIGENCE COMMUNITY (d) Ensure implementation of special activities;
The agencies within the Intelligence Community
shall, in accordance with applicable United States law (e)Formulate policies concerning foreign intelligen
and with the other provisions of this Order, conduand counterintelligence arrangements with fore
intelligence activities necessary for the conduct ajovernments, coordinate foreign intelligence &
foreign relations and the protection of the nationatounterintelligence relationships between agencie
security of the United States, including: the Intelligence Community and the intelligence
internal security services of foreign governments,
(a)Collection of information needed by the Presidengstablish procedures governing the conduct of lia
the National Security Council, the Secretaries of Statey any department or agency with such services
and Defense, and other Executive Branch officials forarcotics activities;
the performance of their duties and responsibilities;
(f) Participate in the development of procedu
(b) Production and dissemination of intelligence; approved by the Attorney General governing crimi
narcotics intelligence activities abroad to ensure
(c) Collection of information concerning, and thethese activities are consistent with foreign intellige
conduct of activities to protect against, intelligenc@rograms;
activities directed against the United States, international

[@]

e
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s of
or

and

son
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fes
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hce

terrorist and international narcotics activities, and other (g) Ensure the establishment by the Intellige

ce

hostile activities directed against the United States yommunity of common security and access standards

foreign powers, organizations, persons, and their agerfts; managing and handling foreign intelligence syst
information, and products;
(d) Special activities;

S,

(h) Ensure that programs are developed which pratect

(e) Administrative and support activities within theintelligence sources, methods, and analyti
United States and abroad necessary for the performapcecedures;
of authorized activities; and
(i) Establish uniform criteria for the determination

al

of

(H Such other intelligence activities as the Presidentlative priorities for the transmission of critical natiomal

may direct from time to time. foreign intelligence, and advise the Secretary of Defé
concerning the communications requirements of
1.5DIRECTOR OF CENTRAL INTELLIGENCE Intelligence Community for the transmission of su
In order to discharge the duties and responsibilitiestelligence;
prescribed by law, the Director of Central Intelligence

bnse
the
ch

shall be responsible directly to the President and the(j) Establish appropriate staffs, committees, or other

NSC and shall: advisory groups to assist in the execution of
Director’s responsibilities;
(a)Act as the primary adviser to the President and the
NSC on national foreign intelligence and provide the (k) Have full responsibility for production an

President and other officials in the Executive Branclissemination of national foreign intelligence, ?rd
t

with national foreign intelligence; authority to levy analytic tasks on departme
intelligence production organizations, in consultat
(b) Develop such objectives and guidance for theith those organizations, ensuring that appropr
Intelligence Community as will enhance capabilities fomechanisms for competitive analysis are develope
responding to expected future needs for national foreiginat diverse points of view are considered fully g
intelligence; differences of judgment within the Intelligend
Community are brought to the attention of natio
(c) Promote the development and maintenance pblicymakers;
services of common concern by designated intelligence
organizations on behalf of the Intelligence Community;

the

d

al
on
ate
d so
ind
e
hal
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() Ensure the timely exploitation and dissemination (s) Facilitate the use of national foreign intelligen
of data gathered by national foreign intelligencg@roducts by Congress in a secure manner.
collection means, and ensure that the resulting
intelligence is disseminated immediately to appropriate6 DUTIES AND RESPONSIBILITIES OF THE
government entities and military commands; HEADS OF EXECUTIVE BRANCH DEPART -

MENTS AND AGENCIES

(m) Establish mechanisms which translate national (a) The heads of all Executive Branch departme
foreign intelligence objectives and priorities approvednd agencies shall, in accordance with law and relg
by the NSC into specific guidance for the Intelligenc@rocedures approved by the Attorney General unde
Community, resolve conflicts in tasking priority, provideOrder, give the Director of Central Intelligence acc
to departments and agencies having informatioi all information relevant to the national intelligen
collection capabilities that are not part of the Nationaleeds of the United States, and shall give
Foreign Intelligence Program advisory taskingonsideration to the requests from the Director of Ce
concerning collection of national foreign intelligence]ntelligence for appropriate support for Intelligen
and provide for the development of plans an@€ommunity activities.
arrangements for transfer of required collection tasking
authority to the Secretary of Defense when directed by(b) The heads of departments and agencies invg
the President; in the National Foreign Intelligence Program sh

ensure timely development and submission to

nts
vant
this
PSS
ce
Hue
htral
ce
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all
the

(n) Develop, with the advice of the program manageiBirector of Central Intelligence by the progr

budget, and present it to the President and the Congrdssthe Director of Central Intelligence, and shall
ensure that the Director of Central Intelligence
(o) Review and approve all requests fomprovided, in a timely and responsive manner,

funds, in accordance with guidelines established by tlaed budget responsibilities.
Office of Management and Budget;
¢) The heads of departments and agencies inva

implementation, and, as necessary, conduct program dadhe President decisions by the Director of Cen
performance audits and evaluations; Intelligence on budget or reprogramming matters of
National Foreign Intelligence Program.
(q) Together with the Secretary of Defense, ensure
that there is no unnecessary overlap between natiodal SENIOR OFFICIALS OF THE INTELLI -
foreign intelligence programs and Department c6ENCE COMMUNITY
Defense intelligence programs consistent with the The heads of departments and agencies

provide to and obtain from the Secretary of Defense dlkbads of such organizations, as appropriate, shall:
information necessary for this purpose;
(a)Report to the Attorney General possible violatid

approved by the Attorney General under this Order, gifederal criminal laws by any other person as provi
the heads of the departments and agencies access tmadtocedures agreed upon by the Attorney Genera
intelligence, developed by the CIA or the staff elementke head of the department or agency concerned

national intelligence needs of the departments arsdurces and methods, as specified in those proceg
agencies; and,

m

and departments and agencies concerned, thanagers and heads of component activities of proposed
consolidated National Foreign Intelligence Programational programs and budgets in the format designated

Iso
is
all

reprogramming National Foreign Intelligence Prograrimformation necessary to perform the Director’s progfam

Ived

(p) Monitor National Foreign Intelligence Programin the National Foreign Intelligence Program may appeal

tral
the

vith

requirement to develop competitive analysis, andrganizations in the Intelligence Community or the

ns

(r) In accordance with law and relevant proceduresf federal criminal laws by employees and of specified

Hed
and
ina

of the Director of Central Intelligence, relevant to thenanner consistent with the protection of intelligemce

ures;
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(b) In any case involving serious or continuing (a) Collect, produce and disseminate foreign
breaches of security, recommend to the Attorney Genematelligence and counterintelligence, including
that the case be referred to the FBI for furtheinformation not otherwise obtainable. The collection
investigation; of foreign intelligence or counterintelligence within the

United States shall be coordinated with the FBI as

(c) Furnish the Director of Central Intelligence andequired by procedures agreed upon by the Direct¢r of
the NSC, in accordance with applicable law an@entral Intelligence and the Attorney General;
procedures approved by the Attorney General under this
Order, the information required for the performance of (b) Collect, produce and disseminate intelligence on
their respective duties; foreign aspects of narcotics production and trafficking;

(d) Report to the Intelligence Oversight Board, and (c) Conduct counterintelligence activities outside the
keep the Director of Central Intelligence appropriatellnited States and, without assuming or performing fany
informed, concerning any intelligence activities of theimternal security functions, conduct counterintelligece
organizations that they have reason to believe may aetivities within the United States in coordination wjth
unlawful or contrary to Executive order or Presidentighe FBI as required by procedures agreed upon (by)) the
directive; Director of Central Intelligence and the Attorngy

General;

(e) Protect intelligence and intelligence sources and
methods from unauthorized disclosure consistent with(d) Coordinate counterintelligence activities and the
guidance from the Director of Central Intelligence; collection of information not otherwise obtainable when

conducted outside the United States by other

(H Disseminate intelligence to cooperating foreigmlepartments and agencies;
governments under arrangements established or agreed
to by the Director of Central Intelligence; (e) Conduct special activities approved by the

President. No agency except the CIA (or the Armed

(g) Participate in the development of procedureBorces of the United States in time of war declared by
approved by the Attorney General governing productioBongress or during any period covered by a report from
and dissemination of intelligence resulting from criminalhe President to the Congress under the War Powers
narcotics intelligence activities abroad if theiResolution (87 Stat. 855) (50 U.S.C. 1541 et seq.)) may
departments, agencies, or organizations hawenduct any special activity unless the President
intelligence responsibilities for foreign or domestidetermines that another agency is more likely to achieve
narcotics production and trafficking; a particular objective;

3%

(h) Instruct their employees to cooperate fully with (f) Conduct services of common concern for the
the Intelligence Oversight Board; and Intelligence Community as directed by the NSC;

() Ensure that the Inspectors General and Generalg) Carry out or contract for research, development
Counsels for their organizations have access to aapd procurement of technical systems and devices
information necessary to perform their duties assignedlating to authorized functions;
by this Order.

(h) Protect the security of its installations, activiti¢s,
1.8 THE CENTRAL INTELLIGENCE AGENCY information, property, and employees by appropriate

All duties and responsibilities of the CIA shall bemeans, including such investigations of applicants,
related to the intelligence functions set out below. Asmployees, contractors, and other persons with similar
authorized by this Order; the National Security Act chssociations with the CIA as are necessary; and
1947, as amended (see Short Title note above); the CIA
Act of 1949, as amended (see Short Title of 1949 (i) Conduct such administrative and technical support
Amendment note above); appropriate directives or othactivities within and outside the United States as|are
applicable law, the CIA shall:
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necessary to perform the functions described in sectiaggreed upon by the Secretary of the Treasury an
(a)and (sic) through (h) above, including procurememittorney General.
and essential cover and proprietary arrangements.
1.11THE DEPARTMENT OF DEFENSE

1.9THE DEPARTMENT OF STATE The Secretary of Defense shall:

The Secretary of State shall:

(a) Collect national foreign intelligence and |

(a) Overtly collect information relevant to Unitedresponsive to collection tasking by the Director

States foreign policy concerns; Central Intelligence;

relating to United States foreign policy as required fanilitary-related foreign intelligence an
the execution of the Secretary’s responsibilities; counterintelligence as required for execution of
Secretary’s responsibilities;
(c) Disseminate, as appropriate, reports received from
United States diplomatic and consular posts; (c)Conduct programs and missions necessary to f
national, departmental and tactical foreign intellige
(d) Transmit reporting requirements of the Intelligencesquirements;
Community to the Chiefs of United States Missions
abroad; and (d) Conduct counterintelligence activities in supp,
of Department of Defense components outside
(e) Support Chiefs of Missions in discharging theitnited States in coordination with the CIA, and witl
statutory responsibilities for direction and coordinatiothe United States in coordination with the FBI pursy

and the Attorney General;
1.10THE DEPARTMENT OF THE TREASURY
The Secretary of the Treasury shall: (e) Conduct, as the executive agent of the Un
States Government, sighals intelligence 3
(@) Overtly collect foreign financial and monetarycommunications security activities, except as othen
information; directed by the NSC,;

(b) Participate with the Department of State in the (f) Provide for the timely transmission of critic
information; Intelligence, within the United States Government;
(c) Produce and disseminate foreign intelligence (g) Carry out or contract for research, developm

relating to United States economic policy as requirexhd procurement of technical systems and dey
for the execution of the Secretary’s responsibilities; andlating to authorized intelligence functions;

activities to determine the existence and capability afstallations, activities, property, information, a
surveillance equipment being used against the Presidemniployees by appropriate means, including s
of the United States, the Executive Office of th@vestigations of applicants, employees, contractors

Treasury or the President, other Secret Servi@epartment of Defense as are necessary;
protectees and United States officials. No information

(b) Produce and disseminate foreign intelligence (b) Collect, produce and disseminate military 61;1d

l the

he
of

the

Liffill
nce

prt
the
n
ant

of mission activities. to procedures agreed upon by the Secretary of Defense

ted
nd
vise

Al

overt collection of general foreign economidntelligence, as defined by the Director of Central

ent
ices

(d) Conduct, through the United States Secret Service(h) Protect the security of Department of Defense

hd
Lich
and

President, and, as authorized by the Secretary of thver persons with similar associations with the

shall be acquired intentionally through such activities (i) Establish and maintain military intelligend
except to protect against such surveillance, and thasdationships and military intelligence exchan

e
e

activities shall be conducted pursuant to procedurpsograms with selected cooperative foreign defgnse
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establishments and international organizations, and (1) Establishment and operation of an effectiveg
ensure that such relationships and programs are inunified organization for signals intelligence
accordance with policies formulated by the Director of activities, except for the delegation of operationa
Central Intelligence; control over certain operations that are conductef
through other elements of the Intelligence

(j) Direct, operate, control and provide fiscal Community. No other department or agency may
management for the National Security Agency and for engage in signals intelligence activities excep
defense and military intelligence and national pursuant to a delegation by the Secretary of
reconnaissance entities; and Defense;

(k) Conduct such administrative and technical support  (2) Control of signals intelligence collection and
activities within and outside the United States as are processing activities, including assignment of
necessary to perform the functions described in sectionsresources to an appropriate agent for such periods
(a) through (j) above. and tasks as required for the direct support of

military commanders;
1.12 INTELLIGENCE COMPONENTS
UTILIZED BY THE SECRETARY OF DEFENSE (3)Collection of signals intelligence infor-

In carrying out the responsibilities assigned in section mation for national foreign intelligence purposes
1.11, the Secretary of Defense is authorized to utilize in accordance with guidance from the Director of
the following: Central Intelligence;

(a) Defense Intelligence Agency, whose (4)Processing of signals intelligence data foi
responsibilities shall include: national foreign intelligence purposes in
accordance with guidance from the Director of]
(1) Collection, production, or, through tasking Central Intelligence;
and coordination, provision of military and
military-related intelligence for the Secretary of (5)Dissemination of signals intelligence
Defense, the Joint Chiefs of Staff, other Defense  information for national foreign intelligence
components, and, as appropriate, non-Defense purposes to authorized elements of thg

agencies; Government, including the military services, in
accordance with guidance from the Director of]
(2) Collection and provision of military Central Intelligence;
intelligence for national foreign intelligence and
counterintelligence products; (6) Collection, processing and dissemination of

signals intelligence information for counter-
(3) Coordination of all Department of Defense intelligence purposes;
intelligence collection requirements;
(7) Provision of signals intelligence support for
(4) Management of the Defense Attaché  the conduct of military operations in accordance

system; and with tasking, priorities, and standards of timeliness
assigned by the Secretary of Defense. If provision
(5) Provision of foreign intelligence and of such support requires use of national collection
counterintelligence staff support as directed by the  systems, these systems will be tasked withir
Joint Chiefs of Staff. existing guidance from the Director of Central
Intelligence;
(b) National Security Agency, whose responsibilities
shall include: (8)Executing the responsibilities of the

Secretary of Defense as executive agent for th

)
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communications security of the United States
Government;

(9) Conduct of research and development to

meet the needs of the United States for signals elements of the Army, Navy, Air Force, and Mari
Corps, whose responsibilities shall include:

intelligence and communications security;

(10)Protection of the security of its installations,
activities, property, information, and employees
by appropriate means, including such
investigations of applicants, employees,
contractors, and other persons with similar
associations with the NSA as are necessary;

(12) Prescribing, within its field of authorized
operations, security regulations covering operating
practices, including the transmission, handling and
distribution of signals intelligence and
communications security material within and
among the elements under control of the Director
of the NSA, and exercising the necessary
supervisory control to ensure compliance with the
regulations;

(12) Conduct of foreign cryptologic liaison
relationships, with liaison for intelligence purposes
conducted in accordance with policies formulated
by the Director of Central Intelligence; and

(13) Conduct of such administrative and
technical support activities within and outside the

United States as are necessary to perform the

functions described in sections (1) through (12)

development, procurement, and operation o
designated means of collection.

(d) The foreign intelligence and counterintelligen

(1) Collection, production and dissemination of
military and military-related foreign intelligence
and counterintelligence, and information on the
foreign aspects of narcotics production and
trafficking. When collection is conducted in
response to national foreign intelligence
requirements, it will be conducted in accordancg
with guidance from the Director of Central
Intelligence. Collection of national foreign
intelligence, not otherwise obtainable, outside thq
United States shall be coordinated with the CIA
and such collection within the United States shal
be coordinated with the FBI;

(2) Conduct of counterintelligence activities
outside the United States in coordination with the
CIA, and within the United States in coordination
with the FBI; and

(3) Monitoring of the development, procure
ment and management of tactical intelligencsq
systems and equipment and conducting relate
research, development, and test and evaluatig
activities.

(e) Other offices within the Department of Defen

[N

and

appropriate for conduct of the intelligence missions
responsibilities assigned to the Secretary of Defenge. If

(c) Offices for the collection of specialized intelligencesuch other offices are used for intelligence purpoges,
through reconnaissance programs, whogbe provisions of Part 2 of this Order shall apply to those
responsibilities shall include: offices when used for those purposes.

above, including procurement.

(1) Carrying out consolidated reconnaissance 1.13THE DEPARTMENT OF ENERGY
programs for specialized intelligence; The Secretary of Energy shall:

(2) Responding to tasking in accordance with  (a)Participate with the Department of State in oveftly
procedures established by the Director of Central collecting information with respect to foreign energy
Intelligence; and matters;

(3)Delegating authority to the various (b) Produce and disseminate foreign intelliger
departments and agencies for research, necessary for the Secretary’s responsibilities;

ce
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(c) Participate in formulating intelligence collectionto informed decision making in the areas of natig
and analysis requirements where the special expegfense and foreign relations. Collection of st
capability of the Department can contribute; and  information is a priority objective and will be pursu

in a vigorous, innovative and responsible manner

(d) Provide expert technical, analytical and researdh consistent with the Constitution and applicable

capability to other agencies within the Intelligencend respectful of the principles upon which the Un
Community. States was founded.

1.14THE FEDERAL BUREAU OF 2.2 PURPOSE

INVESTIGATION This Order is intended to enhance human

Under the supervision of the Attorney General antbchnical collection techniques, especially thg
pursuant to such regulations as the Attorney Generahdertaken abroad, and the acquisition of signifig
may establish, the Director of the FBI shall: foreign intelligence, as well as the detection &

countering of international terrorist activities a

(a) Within the United States conduct counter espionage conducted by foreign powers. Set forth bg
intelligence and coordinate counterintelligence activitiegre certain general principles that, in addition to
of other agencies within the Intelligence Communityconsistent with applicable laws, are intended to ach
When a counterintelligence activity of the FBI involveghe proper balance between the acquisition of essé
military or civilian personnel of the Department ofinformation and protection of individual interes
Defense, the FBI shall coordinate with the Departmehtothing in this Order shall be construed to apply td
of Defense; interfere with any authorized civil or criminal la

enforcement responsibility of any department or age,

(b) Conduct counterintelligence activities outside the
United States in coordination with the CIA as require@.3 COLLECTION OF INFORMATION

Intelligence and the Attorney General, authorized to collect, retain or disseminate informa
concerning United States persons only in accord

(c) Conduct within the United States, when requestaslith procedures established by the head of the ag

by officials of the Intelligence Community designatecconcerned and approved by the Attorney Geng

by the President, activities undertaken to collect foreigronsistent with the authorities provided by Part 1

intelligence or support foreign intelligence collectiorthis Order. Those procedures shall permit collect

requirements of other agencies within the Intelligenaoetention and dissemination of the following types|

Community, or, when requested by the Director of thimformation:

National Security Agency, to support the

communications security activities of the United States (a) Information that is publicly available or collectg

Government; with the consent of the person concerned,;

by procedures agreed upon by the Director of CentralAgencies within the Intelligence Community Te
i

(d) Produce and disseminate foreign intelligence and(b) Information constituting foreign intelligence
counterintelligence; and counterintelligence, including such informatiq
concerning corporations or other commerg
(e) Carry out or contract for research, developmemirganizations. Collection within the United States

and procurement of technical systems and devicéseign intelligence not otherwise obtainable shall
relating to the functions authorized above. undertaken by the FBI or, when significant forei
intelligence is sought, by other authorized agencig
PART 2—Conduct Of Intelligence Activities the Intelligence Community, provided that no fore
intelligence collection by such agencies may
2.1NEED undertaken for the purpose of acquiring informat
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Accurate and timely information about theconcerning the domestic activities of United Stgtes

capabilities, intentions and activities of foreign powergersons;
organizations, or persons and their agents is essential
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foreign intelligence, counterintelligence, internationabr monitoring devices unless they are in accordg

narcotics or international terrorism investigation; with procedures established by the head of the ag

concerned and approved by the Attorney General. §

(d) Information needed to protect the safety of anprocedures shall protect constitutional and other |

persons or organizations, including those who amights and limit use of such information to lawf

targets, victims or hostages of international terrorigfovernmental purposes. These procedures sha
organizations; authorize:

(e) Information needed to protect foreign intelligence (a)The CIAto engage in electronic surveillance witl
or counterintelligence sources or methods fronhe United States except for the purpose of train
unauthorized disclosure. Collection within the Unitedesting, or conducting countermeasures to hog
States shall be undertaken by the FBI except that otteectronic surveillance;
agencies of the Intelligence Community may also collect
such information concerning present or former (b)Unconsented physical searches inthe United S
employees, present or former intelligence agendyy agencies other than the FBI, except for:
contractors or their present or former employees, or
applicants for any such employment or contracting; (1) Searches by counterintelligence elements 9

the military services directed against military

reasonably believed to be potential sources or contactsntelligence purposes, when authorized by &

for the purpose of determining their suitability or military commander empowered to approve

credibility; physical searches for law enforcement purpose

based upon a finding of probable cause to belieV|

(9) Information arising out of a lawful personnel, that such persons are acting as agents of foreig
physical or communications security investigation; powers; and

(h) Information acquired by overhead reconnaissance (2) Searches by CIA of personal property of
not directed at specific United States persons; non-United States persons lawfully in its
possession.
(i) Incidentally obtained information that may indicate

involvement in activities that may violate federal, state, (c) Physical surveillance of a United States perso
local or foreign laws; and the United States by agencies other than the FBI, e
for:

() Information necessary for administrative purposes.
(1) Physical surveillance of present or former
In addition, agencies within the Intelligence employees, present or former intelligence agenc
Community may disseminate information, other than contractors or their present or former employeeg
information derived from signals intelligence, to each or applicants for any such employment or
appropriate agency within the Intelligence Community contracting; and
for purposes of allowing the recipient agency to
determine whether the information is relevant to its  (2) Physical surveillance of a military person
responsibilities and can be retained by it. employed by a nonintelligence element of 4
military service.
2.4 COLLECTION TECHNIQUES
Agencies within the Intelligence Community shall (d) Physical surveillance of a United States per;
use the least intrusive collection techniques feasibébroad to collect foreign intelligence, except to obt
within the United States or directed against United Statefgnificant information that cannot reasonably
persons abroad. Agencies are not authorized to use sachuired by other means.
techniques as electronic surveillance, unconsented

(f) Information concerning persons who are personnel within the United States or abroad fof

(c) Information obtained in the course of a lawfulphysical search, mail surveillance, physical surveillapce,
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2.5ATTORNEY GENERAL APPROVAL Contracts or arrangements with academic institut

ons

The Attorney General hereby is delegated the powaray be undertaken only with the consent of appropliate

to approve the use for intelligence purposes, within thaficials of the institution.

United States or against a United States person abroad,

of any technique for which a warrant would be required.8 CONSISTENCY WITH OTHER LAWS

if undertaken for law enforcement purposes, provided Nothing in this Order shall be construed to autho

ize

that such techniques shall not be undertaken unless #my activity in violation of the Constitution or statutes

Attorney General has determined in each case that thefgahe United States.

is probable cause to believe that the technique is directed

against a foreign power or an agent of a foreign pow&.9 UNDISCLOSED PARTICIPATION IN
Electronic surveillance, as defined in the Foreig©RGANIZATIONS WITHIN THE UNITED
Intelligence Surveillance Act of 1978 (50 U.S.C. 180BTATES

et seq.), shall be conducted in accordance with that ActNo one acting on behalf of agencies within the

as well as this Order. Intelligence Community may join or otherwis
participate in any organization in the United Stateg

e
on

2.6 ASSISTANCE TO LAW ENFORCEMENT behalf of any agency within the Intelligence Community

AUTHORITIES without disclosing his intelligence affiliation t
Agencies within the Intelligence Community areappropriate officials of the organization, except
authorized to: accordance with procedures established by the he
the agency concerned and approved by the Atto
(a) Cooperate with appropriate law enforcemenGeneral. Such participation shall be authorized on
agencies for the purpose of protecting the employeétss essential to achieving lawful purposes as determ
information, property and facilities of any agency withirby the agency head or designee. No such particip
the Intelligence Community; may be undertaken for the purpose of influencing
activity of the organization or its members excep
(b) Unless otherwise precluded by law or this Ordecases where:
participate in law enforcement activities to investigate
or prevent clandestine intelligence activities by foreign (a) The participation is undertaken on behalf of
powers, or international terrorist or narcotics activitied=BI in the course of a lawful investigation; or

(c) Provide specialized equipment, technical (b)The organization concerned is composed prima
knowledge, or assistance of expert personnel for use tfyindividuals who are not United States persons ar
any department or agency, or, when lives an@asonably believed to be acting on behalf of a forg
endangered, to support local law enforcement agencipswer.

Provision of assistance by expert personnel shall be

approved in each case by the General Counsel of tad0 HUMAN EXPERIMENTATION

providing agency; and No agency within the Intelligence Community sh
sponsor, contract for or conduct research on hu

(d) Render any other assistance and cooperationgobjects except in accordance with guidelines isg
law enforcement authorities not precluded by applicabley the Department of Health and Human Services.
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law. subject’s informed consent shall be documented as

required by those guidelines.
2.7 CONTRACTING
Agencies within the Intelligence Community are2.11 PROHIBITION ON ASSASSINATION

authorized to enter into contracts or arrangements folNo person employed by or acting on behalf of
the provision of goods or services with privatdJnited States Government shall engage in, or cons
companies or institutions in the United States and netmlengage in, assassination.
not reveal the sponsorship of such contracts or

arrangements for authorized intelligence purposes.

the
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document or communications security programs.
3.1 CONGRESSIONAL OVERSIGHT

agencies, and entities engaged in intelligence activitid® consent of a person who is a party to an elect
to cooperate with the Congress in the conduct of i®@mmunication or, in the case of a nonelectrg
responsibilities for oversight of intelligence activitiexommunication, without the consent of a person wh
shall be as provided in title 50, United States Codeisably (sic) present at the place of communication,
section 413. The requirements of section 662 of tmot including the use of radio direction-findir
Foreign Assistance Act of 1961, as amended (22 U.S&juipment solely to determine the location o
2422), and section 501 of the National Security Act efansmitter.

1947, as amended (50 U.S.C. 413), shall apply to all

special activities as defined in this Order. (c) Employee means a person employed by, assi
to or acting for an agency within the Intelligen
3.2 IMPLEMENTATION Community.

The NSC, the Secretary of Defense, the Attorney
General, and the Director of Central Intelligence shall (d) Foreign intelligence means information relati
issue such appropriate directives and procedures astarthe capabilities, intentions and activities of fore
necessary to implement this Order. Heads of agencfmswvers, organizations or persons, but not includ
within the Intelligence Community shall issuecounterintelligence except for information ¢
appropriate supplementary directives and proceduriegernational terrorist activities.
consistent with this Order. The Attorney General shalll
provide a statement of reasons for not approving any(e) Intelligence activities means all activities th
procedures established by the head of an agency in lgencies within the Intelligence Community g
Intelligence Community other than the FBI. Theuthorized to conduct pursuant to this Order.
National Security Council may establish procedures in

General are unable to reach agreement on other thiatelligence Community refer to the following agenc
constitutional or other legal grounds. or organizations:
3.3PROCEDURES (1) The Central Intelligence Agency (CIA);

Until the procedures required by this Order have been
established, the activities herein authorized which (2) The National Security Agency (NSA);
require procedures shall be conducted in accordance
with existing procedures or requirements established (3) The Defense Intelligence Agency (DIA);
under Executive Order No. 12036 (formerly set out
above). Procedures required by this Order shall be (4) The offices within the Department of
established as expeditiously as possible. All proceduresDefense for the collection of specialized national
promulgated pursuant to this Order shall be madeforeign intelligence through reconnaissanceg
available to the congressional intelligence committees. programs;

3.4 DEFINITIONS (5) The Bureau of Intelligence and Research o
For the purposes of this Order, the following terms the Department of State;
shall have these meanings:

2.12INDIRECT PARTICIPATION (a) Counterintelligence means information gathefed
No agency of the Intelligence Community shaland activities conducted to protect against espionage,
participate in or request any person to undertakegher intelligence activities, sabotage, or assassinations

activities forbidden by this Order. conducted for or on behalf of foreign powers,
organizations or persons, or international terrofist
PART 3-General Provisions activities, but not including personnel, physical,

The duties and responsibilities of the Director of (b) Electronic surveillance means acquisition of a
Central Intelligence and the heads of other departmemienpublic communication by electronic means withput
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(6) The intelligence elements of the Army, Navy, () United States person means a United States citjzen,
Air Force, and Marine Corps, the Federal Bureau an alien known by the intelligence agency concemed
of Investigation (FBI), the Department of the to be a permanent resident alien, an unincorporgated
Treasury, and the Department of Energy; and association substantially composed of United States

citizens or permanent resident aliens, or a corporation

(7) The staff elements of the Director of Central incorporated in the United States, except for a
Intelligence. corporation directed and controlled by a foreign
government or governments.

(g9) The National Foreign Intelligence Program
includes the programs listed below, but its compositioB.5 PURPOSE AND EFFECT
shall be subject to review by the National Security This Order is intended to control and provide directjion

Council and modification by the President: and guidance to the Intelligence Community. Nothing
contained herein or in any procedures promulgated
(1) The programs of the CIA, hereunder is intended to confer any substantiveé or

procedural right or privilege on any person |or
(2) The Consolidated Cryptologic Program, the organization.

General Defense Intelligence Program, and the
programs of the offices within the Department of 3.6 REVOCATION
Defense for the collection of specialized national ~ Executive Order No. 12036 of January 24, 1978, as
foreign intelligence through reconnaissance, amended, entitled “United States Intelligence
except such elements as the Director of Central Activities,” is revoked.
Intelligence and the Secretary of Defense agree
should be excluded; Ronald Reagan

(3) Other programs of agencies within the
Intelligence Community designated jointly by the  National Security Decision Directive

Director of Central Intelligence and the head of Number 84— 11 March. 1983
the department or by the President as national '

foreign intelligence or counterintelligence
activities;

Safeguarding National Security Information
As stated in Executive Order 12356, only that
information whose disclosure would harm the natignal
security interests of the United States may be classified.
Every effort should be made to declassify informatjon
that no longer requires protection in the interesg of
national security.

(4)Activities of the staff elements of the Director
of Central Intelligence;

(5)Activities to acquire the intelligence required
for the planning and conduct of tactical operations
by the United States military forces are not
included in the National Foreign Intelligence
Program.

At the same time, however, safeguarding against
unlawful disclosures of properly classified informatipn
is a matter of grave concern and high priority for this

(h) Special activities means activities conducted iﬁ‘\dministration. In addition to the requirements set fgrth

support of national foreign policy objectives abroad’ Executive Order 12356, and based on the

which are planned and executed so that the role of e ommendations contained in the interdepartmental

United States Government is not apparent Fport_forwarded by the Attorney General, | direct the
acknowledged publicly, and functions in support of suc llowing:
activities, but which are not intended to influence United

States political processes, public opinion, policies, orl' Each agency of the Executive Branch that

media and do not include diplomatic activities or th :l?égdaaerst;hZWZ?Izsm(i:rll?riil:rl]edrcl)r\]/];g;n;ast:%rllbw? ch
collection and production of intelligence or related P '

support functions.
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a. All persons with authorized access to c. The agency shall maintain records of
classified information shall be required to sign a  disclosures so evaluated and investigated.
nondisclosure agreement as a condition of access.

This requirement may be implemented d. Agencies in the possession of classified
prospectively by agencies for which the information originating with another agency shall
administrative burden of compliance would cooperate with the originating agency by
otherwise be excessive. conducting internal investigations of the
unauthorized disclosure of such information.

b. All persons with authorized access to
Sensitive Compartmented Information (SCI) shall e. Persons determined by the agency to havi
be required to sign a nondisclosure agreement as  knowingly made such disclosures or to havg
a condition of access to SCI and other classified refused cooperation with investigations of such
information. All such agreements must include a  unauthorized disclosures will be denied further
provision for prepublication review to assure access to classified information and subjected t
deletion of SCI and other classified information. other administrative sanctions as appropriate.

D

O

c. All agreements required in paragraphs 1.a. 3. Unauthorized disclosures of classified information
and 1.b. must be in a form determined by the shall be reported to the Department of Justice and the
Department of Justice to be enforceable in a civil Information Security Oversight Office, as required [by
action brought by the United States. The Director, statute and Executive orders. The Department of Justice
Information Security Oversight Office (ISOO), shall continue to review reported unauthorized
shall develop standardized forms that satisfy these disclosures of classified information to determine
reguirements. whether FBI involvement is warranted. Interesjed

departments and agencies shall be consulted in

d. Appropriate policies shall be adopted to developing criteria for evaluating such matters and in
govern contacts between media representativesdetermining which cases should receive investigagtive
and agency personnel, so as to reduce thepriority. The FBI is authorized to investigate suich
opportunity for negligent or deliberate disclosures matters as constitute potential violations of federal
of classifiedinformation. All persons with  criminal law, even though administrative sanctions may
authorized access to classified information shall be sought instead of criminal prosecution.
be clearly apprised of the agency’s policies in this
regard. 4. Nothing in this directive is intended to modify pr

preclude interagency agreements between FBI and pther
2. Each agency of the Executive branch that originatesiminal investigative agencies regarding their
or handles classified information shall adopt internaésponsibility for conducting investigations within their
procedures to govern the reporting and investigation @fvn agencies or departments.
unauthorized disclosures of such information. Such
procedures shall at a minimum provide that: 5. The Office of Personnel Management and|all
departments and agencies with employees having access

a. All such disclosures that the agency to classified information are directed to revise existing
considers to be seriously damaging to its mission regulations and policies, as hecessary, so that emplpyees
and responsibilities shall be evaluated to ascertainmay be required to submit to polygraph examinations,
the nature of the information disclosed and the when appropriate, in the course of investigationg of
extent to which it had been disseminated. unauthorized disclosures of classified information. |As

a minimum, such regulations shall permit an agenqy to

b. The agency shall conduct a preliminary decide that appropriate adverse consequencesg will
internal investigation prior to or concurrently with  follow an employee’s refusal to cooperate with a
seeking investigative assistance from other polygraph examination that is limited in scope to the
agencies. circumstances of the unauthorized disclosure upder
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investigation. Agency regulations may provide that onlfor a high school and college diploma. When he retjred
the head of the agency, or his delegate, is empoweiaduly 1976, he was a Chief Warrant Officer. His active
to orderan employedo submit to a polygraph duty assignments included responsible position
examination. Results of polygraph examinations shoutsbmmunications, including Communications Systgms
not be relied upon to the exclusion of other informatio®fficer for the Amphibious Force Atlantic Fleet and
obtained during investigations. Communications Officer for the Naval Surface Fofce
Atlanta Fleet.
6. The Attorney General, in consultation with the
Director, Office of Personnel Management, is requestedDuring his military career, Walker mad®me
to establish an interdepartmental group to study thevestments in which he lost money. To make up|for
federal personnel security program and recommethis losses, in late 1968 at the age of 30, Walker wept to
appropriate revisions in existing Executive orderghe Soviet Embassy in Washington, DC and offered his

regulations, and guidelines. services for the purpose of espionage. He was paid
$2,000 or $3,000 at this first meeting, although he stated
Ronald Reagan he could not remember the examnhount. e

compromised key cards used for enciphering messages

and also provided information on the encryption devices
The Walker Spy Ring themselves.The Soviets provided Walker with a rotpr

decryption device used for testing wiring circuitry

Walker, were indicted 28 May 1985, by a Federalgrand .
jury in Baltimore, Maryland, on six counts of espionage. Puring his more than 17 years of espionage perforined

The elder Walker, a retired Navy warrant officer wh@®n behalf of the Soviet KGB, Walker compromiseq at
had held a Top Secret Crypto clearance, was chardg@sta million classified messages of the milit

with having sold classified material to Soviet agentgervices and US intelligence agencies. In additjon,
for the past 18 years. Walker recognized that when he left active duty|he

would nolonger have direcaccess to classified

John Walker Jr. was raised in Scranton, Pennsylvanjaformation. He therefore recruited a friend, Jerry Alfred
He had an unhappy childhood with alcoholic andVhitworth, who also held communications positigns
separated parents. Walker left high school while in tHmilar to those previously occupied by Walker.
11th grade and on 25 October 1955, he joined the US . _ _ .
Navy. While serving in the Navy, Walkavas Upon retirement and his opening of a private
considered highly competent and in the first half of higvestigation firm, Walker attempted to expand pis
21 years of active duty, he rose from the seaman greRfPionage net further by first recruiting his brother,

to warrant officer. He also earned the Navy equivalendythur James Walker, a retired US Navy officer, gnd
urging him to find civilian employment witla

Department of Defense contractor. Next he recruited
his son, Michael Lance Walker, who had recently
enlisted in the US Navy. Earlier he had attempgted
without success to recruit one of his daughters who yvas,
at the time, serving in the US Army.

John Walker’s arrest resulted from a tip to the KFBI
from his former wife. She knew from almost the
beginning that her husband was involved in espionpge.
On numerous occasions she had threatened to turj him
in to authorities. An unhappy marriage eventually [led

John Walker, charged by a Federal grand jury in  t0 divorce and finally, in 1985, Walker's former wife
Baltimore, Maryland on six counts of espionage. informed the FBI of Walker’s espionage activities. The
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FBlinitiated an investigation and surveillance of Walkestated that the information delivered by Walker enalpled
He was apprehended on 20 May 1985, at a Marylatite KGB to decipher over one million messadeatly
motel after depositing a number of documents atam, the operation was transferred to Department Siieen
roadside drop.Soviet embassy official, Alexei of the KGB, which handled only the most sensitive and
Tkachenko, who was spotted in the area, returnediteportant clandestine KGB operations around the warld.
Moscow within days of Walker’s arrest.
The KGB officers who handled the operation receiyed
Vitaliy Yurchenko, Deputy Chief of the Firstimportant promotions and decorations for thgir
Department of the First Chief Directorate of the KGBsuccessesOne of these officers secretly received the
defected to the United States by voluntarily walkingHero of the Soviet Union” award after the Soviet Ngvy
into the US Embassy in Rome, Italy, in July 1985. Soaxpressed its delight over the success of the oper
after Walker’s arrest and the attendant publicitfwo other KGB officers involved with th
Yurchenko was briefed and consulted about the Walkéfalker/Whitworth operation were awarded the covgted
case. The KGB did not believe that the FBI had beetOrder of the Red Banner.” Certain KGB officers frgm
tipped by Barbara Walker and suspected that one of hepartment Sixteen were, at various times, assignéd to
KGB officers directly involved with Walker had beenthe Soviet Embassy in Washington solely to handle
compromised by Western intelligence agencie&drops” made in connection with Walker/Whitworth
Because of his expertise in internal security mattesspionage.
Yurchenko’s adviceavas sought with regard to the
appropriate coursef action for dealing with the  Yurchenko was informed by a high KGB official thiat
suspected compromise. In his position in the Firthe information learned from the Walker/Whitworth
Department, it was also appropriate to brief himperation would have been “devastating” to the Un|ted
concerning the Walker and Whitworthse.  Becaus&tates in time of war.
of the high degree of compartmentalized protection
given to a case like Walker-Whitworth, Yurchenko, On 28 October 1985, John Walker pleaded guilty to
despite his previous assignments involving internakpionage charges under a plea agreement by which
security and at the Soviet's US Embassy, had n@éfalker agreed to testify in the trial of Jerry Whitwoith
previously beeraware of the Walker/Whitworthand to provide full information on what was given|to
operation. the Soviets in exchange for a lesser sentence f

From his briefings, Yurchenko learned that the KGBo two life terms plus 10 years to be served concurr
regarded the Walker/Whitworth operation to be the maétfederal grand jury was convened to pursue so

$1 million possibly hidden by John Walker and
involvement of minor players in the espionage ring.

Jerry Alfred Whitworth

Jerry Alfred Whitworthwas born in Muldrow
Oklahoma, on 10 August 1939. His parents separjated
shortly after he was born, and his grandparents arld an
uncle raised him. He was known as a good-natiired
youth who, in his senior year in high school, was vdted
class clown.In September 1956, Whitworth joined the
US Navy. Following his four-year enlistment in the
Navy, Whitworth left the service and enrolled in college.
He wasunsuccessfuln his college classes and
reenlisted in the Navy in 1962.

Jerry Alfred Whitworth, convicted on 24 July 1986
on seven counts of espionage.
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During an assignment in 1970, when Whitworth andupplied; however, this was subsequently increass

d to

John Anthony Walker were stationed together, the twi4,000 and then $6,000 per month later in the conspifacy.

became acquainted, and Walker eventually statedt is estimated that Whitworth received total pay of

at

conscious effort to assess Whitworth as a potential agésist $332,000 for the documents he passed. |The
for expanding and continuing Walker’s espionage effortactivities of Whitworth, continuing as the principal agént

on behalf of the KGB. In 1974, Whitworth had decideaf collection for John Walker, permitted the Soviets
to resign from active duty. During this same year, in gauge the true capabilities and vulnerabilities of the
San Diego restaurant, Walker finally asked WhitwortiNavy.
to join him in a conspiracy that would allow them to

to
us

receive significant payments for selling classified Whitworth's trial began on 6 March 1986. He was
information. Walker asked Whitworth to provide him convicted on 24 July 1986 on seven counts of espiopage
information which he, in turn, would sell to criminaland one count of tax evasion. On 28 August 1p86
elements where there was a known market. The tAMghitworth was sentenced to 365 years in prison and a

men would then split the profits. Whitworth agreed t&410,000 fine.
cooperate with the knowledge that the information was
being sold to the KGB coming only at a later date irthur James Walker

their conspiracy. Arthur James Walker is the eldest brother of Jphn

Walker Jr. Arthurgrew up in WesS8cranton,
Whitworth thereafter reenlisted in the Navy. HePennsylvania, where he attended parochial schoo

and

advanced to Senior Chief Radioman and received theo years at the University of Scranton. He enlisteql in

highest ratings from his supervisors. Following hishe US Navy when hevas 19 yeamld, was
recruitment by Walker, Whitworth became a modetubsequently commissioned and reached the rar

k of

service member and excelled in his specialty until hileutenant commander prior to his retirement in July

retirement on 31 October 1983. 1973. According to court testimony of both Arthur a:lgj

John Walker, Arthur was recruited by John to ob

in

Whitworth was secretly married in 197@etween employment with a Department of Defense contragtor.

that year and 1985, Whitworth met with Walker on ait the time of his recruitment, Arthur was having seriIus

average of two to four times a year at which time hiinancial problems. His active involvement in espion
would pass to Walker 25 to 50 rolls of Minox filmwas restricted to 1981 and 1982.
containing classified information. Whitwortlias

ge

originally paid $2,000 per month for the material he At VSE Corporation of Chesapeake, where he yas
hired in February 1980, as an engineer, Arthur had

employment with VSE for which he was paid a tota

command and control fleet vessel$he seco

"? }
s

_ these documents were not significant and could do
' i B serious damage to US security interests. John hac

.l'-‘l-

1985, the 51-year-old Arthur was found guilty on sey

Arthur James Walker
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] : 1 f tasked Arthur to obtain US defense readiness plaris.

limited access to classified information. He provided
John with two classified documents obtained from|his

of

$12,000. One document was a repair manual for wo

nd

document consisted of breakdown reports |on
amphibious landing craft. Arthur had rationalized that

no
also

On 20 May 1985, following the arrest of John WalKer,

B = Arthur was visited at his home by FBI agents. He vas
é'!','{ ; taken in for questioning and admitted to his cooperai
Al with his brother in espionage activities. On 9 August

on

en

counts of espionage and on 12 November 1985 |was
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sentenced to life in prison. His sentence included threeunt of the total. However, it was later determir

life terms plus three 10-year terms as well as a fine tifat he had passed in excess of 1,500 documents

$250,000. his initial agreement to cooperate with his father.
28 October 1985, the 22-year old Michael pleaded g

Michael Lance Walker to five counts of espionage. On 6 November 198¢

Michael, the only son of John Walker, dropped out afias sentenced to two 25-year terms and three 10
high school in 1980 due to problems associated witerms to run concurrently.
use of drugs and poor grades. Having left his divorced
mother’s house to live with his father in Norfolk, he

reentered high school and graduated from Ryan Upigeeting the Espionage Challenge: Revie

High School in June 1982. AIf[hough he wanted to go of United States Counterintelligence
to college, his gradesere inadequate for college

acceptance. He enlisted in the US Navy on 13 December and Security Programs

1982. His father convinced Michael that he could make

money by turningover classified documents to him.  Report of the Select Committee on Intelligenc
Michael agreed to the arrangement for monetary reasons United States Senate

as well as his desire to please his father. 3 October 1986

Following his recruitment in approximately August (Paragraphsiot pertinent to counterintelligeng
1983, Michael began turning over classified documen@hitted)
to his father for which he was paid $1,000. His access
to classified material increased when he was assigned Introduction and Summary
to Operations Administration as a seaman (E-3) aboard
the aircraft carrieNimitz Following the arrest of John As espionage is ancient, so is counterintelligence.
Walker, Michael was interviewed abroad the carrier. Ihinese military theorist Sun Tzu stated the princ
his sleeping area, investigators found approximately 1% the fourth century BC: “It is essential to seek
pounds of classified information, which had beegnemy agents who have come to conduct espio
destined for destruction but which Michael had hiddefgainst you..* Today, over two millennia later, th
away to turn over to his father at the time of his nejaattle is still being waged.
port call.

A. Background

Michael was arrested on 22 May 1985 and during hisAt the beginning of the 99th Congress, the Se

admissions it was determined that he had passed&@mmitteeon Intelligence initiated a comprehensi

many documents to his father that he had no accur&@iew of the capabilities of U.S. counterintelligen
and security programs for dealing with the threat to

United States from Soviet espionage and other hg
intelligence activities. This decision was an outgro
of eight years of Committee interest in these issues.
review is also consonant with the Committee’s miss
to “oversee and make continuing studies of

Government, and to submit to the Senate approp
proposals for legislation and report to the Sen
appropriate proposals for legislation and report to
Senate concerning such intelligence activities
programs.” Senate Resolution 400, which establish
the Committee ten years ago, specifies that intellige
activities include “activities taken to counter simi
activities directed against the United States.”

Michael Walker
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The Committee’s review had barely begun when th&merican journalist in retaliation for the U.S. arrest| of
arrests of John Walker and two of his relatives began@ao Soviet U.N. employee has made it clear that
make 1985 the “Year of the Spy.” In June 1985, theounterintelligencewhile seemingly a periphergl
Committee pledged that it would prepare a report to tldement in superpower relations, can even become the
full Senate at the earliest possible time. In light of thifocus of U.S.-Soviet confrontation.
Committee’s ongoing efforts, the Senate decided not to
createa National Commissiolon Espionage and The “Year of the Spy” was characterized by intengive
Security. On June 20, 1985, the Chairman of theéxecutive branch attention of problems |of
Committee wrote to the President, saying, “You andounterintelligence and security. Of particular note were
we share an historic opportunity-both to dramaticallthe efforts of the Department of Defense Secufity
improve U.S. counterintelligence and security and tBeview Commission, chaired by General Richard| G.
demonstrate how Congress and the Executive can w@klwell, USA (retired) and the Secretary of Statp’s
together to achieve progress in sensitive intelligendedvisory Panelon Overseas Security, chaired|by
areas.” Admiral Bobby R. Inman, USN (retired) and Executive

branch steps to implement their recommendations. | The

The ensuing fifteen months have generaaad Stilwell Commission led to significant progress |in
amazingly sustained interest in counterintelligence ardkfense Department personnel and information secprity
security on the part of both policymakers and the publipolicies, and the Inman Panel led to restructuring of
There have been over a dozen arrests for espiona§égte Department security functions and a major
nearly all leading to guilty pleas or verdicts; Americanembassy rebuilding program around the world.
and West Germans with sensitive information have
defected to the Soviet Union and East German; andThe Committee’s efforts have encouraged, and have
Soviets with sensitive information have defected to thgreatly benefited from this sustained Executive branch
West, and in one major case then returned to the Sowvigtention to counterintelligence and security matters.
Union. Most recently, the Soviet arrest of an innocerithe Committee received an unprecedented level of
cooperation from the President, the National Security
Council staff, the Intelligence Community Staff, ahd
the many departments and agencies with

— ER counterintelligencer security functions.Executive

T &, 5 branch exp(_erts and polic_y_makers tgstifie_d in sixteen
: ‘--ﬂ closed hearings on specific counterintelligenases
and the current state of U.S. programs to counter hgstile
intelligence activities. Scores of staff briefings and fthe
provision to the Committee of many sensitive Executive
branch studies enabled the Committee to compilg the
very best ideas and recommendations of thosg in
,.,-,.,h., BRI . . O government, as well as suggestions from security experts
in industry. The Committee, in turn, evaluated thpse
E 'UUU ideas and submitted a comprehensive sef of
G recommendations for Executive branch consideration.
I'he VONS . o
Sii ' _ The Intelligence Autho_rlzatlon Act for FY 198'6
LB I ]"U includeda statutory requirement that the President
I'r: dy 8 ' submit to the House and Senate Intelligence Commijtees

JH] ! a report on the capabilities, programs and policies of
e . the United States to protect against, detect, morfitor,
A

counterand limit intelligence activities by foreigp
powers, within and outside the United States, dire¢ted
at the United States Government. The report was to

Awareness Brochures
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include plans for improvements that the Executiv8. Organization of the U.S. Government to Meet
branch has authority to effectuate on its own, antie Hostile Intelligence Challenge
recommendations for improvements that would require The Committee’s findings underscore a fundameptal
legislation. To assist the Senate Intelligence Committehallenge to the nation. The hostile intelligence thfeat
in its work, the conferees on the Act requested an interisimore serious than anyone in the Government hak yet
report developed in consultation with the Intelligencacknowledged publicly. The combination of human
Committees. This Committee, in turn, prepared its owsspionage and sophisticated technical collection|has
interim report, which it shared with the Executive brancdone immense damage to the national security.| To
last winter. respond to the threat, the United States must maifptain
effective counterintelligence efforts to detect gnd
The many good ideas and recommendations that theutralize hostile intelligence operations directly, jmd
Committee obtained from Executive branch officialslefensive security countermeasures to protect sensitive
and studies had not yet been implemented for two bagiformation and activities.
reasons: counterintelligence and security had failed to
receive substantial attention; and the ideas frequentlyThe Committee believes that, as a result of signifi¢ant
challenged established ways of doing things, cut acrassprovements in recent years, the nation’s courter
bureaucratic lines of responsibility, or requiredntelligence structure is fundamentally sound, altholigh
substantial changes in resource allocation. Externgdirticular elements need to be strengthened. |The
events provided substantial impetus for interagendyxecutive branch and the Committee agree on|the
attention to these issues. The Committee’s efforts amdportance of developing and implementing a cohefent
the Executive branch’s cooperation are producing thetional counterintelligence strategy that integrateq the
interagency decision-making that is required fowork of the FBI, the CIA and the Department of State,
progress. Defense, and Justice. Executive branch agencieg are
already drafting such a document. The Commiftee
The President began, responding to a request frarpects this strategy to play a major role in its oversight
the Committee, by designating the Director of Centralf Executive branch counterintelligence efforts in the
Intelligence to represent the Administration at a seriggars to come.
of Committee hearings on counterintelligence and
security programs and selecting a counterintelligenceBy contrast, defensive security programs lack [the
expert on the NSC staff as liaison to the Committeeasources and national policy direction needed to ¢ope
An interagency mechanism under the Seniowith expanding hostile intelligence operations.
Interdepartmental Group for Intelligence (SIG-I)Personnel security policies remain fragmented despite
supplied coordinated Executive branch reactions to tipersistent attempts to develop national standgrds.
Committee’s interim report recommendations. This ndhformation security reforms are long overdue. Ameéiica
only helped the Committee, but also gave the Executitaces vulnerability to hostile intelligence activities |in
branch itself the opportunity to address and decide thebe areas of communications and computer secyrity,
important policy issues. The resulting positions werahere countermeasures must keep pace with incre@ising
conveyed to the Committee in the President’s interinechnological change. Consequently, in Decenlber
report and transferred to an NSC staff committee fdi985, the Committee called for the development ¢f a
implementation. National Strategic Security Program that would addfess
these issues. The Committee believes that a new and
The President’s interim report and subsequemmermanent national policy mechanism is needefl to
consultation between Executive branch officials and thaeate this program and then to coordinate and foster
Committee were thus of great value in the preparatighe protection of information and activities having the
of the present Report. The Committee looks forward @reatest strategic importance.
receipt of the President’s final report, which will serve
as an important benchmark of the progress achievedn recent months, the Executive branch has come to
thus far to strengthen counterintelligence and securitynderstand the sense of urgency with which Jthe
capabilities.... Committee views the need for an integrated strategic
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security program and an improved security policy The second lesson is the need for earlier involvement
structure. An effort to develop such a security prograwf the FBI and the Department of Justice in cases of
is now likely. The Director of Central intelligence, insuspected espionage. When offices or agencies |have
his capacity as chairman of the Senior Interdepartmentadid back from bringing in the FBI, events have often
Group for Intelligence, recently revamped the securityotten out of control. When the FBI has been alertgd in
committee structure under the SIG-I and called fdime, their investigative resources and interview sKills
greater participation in those committees b¥yave often led to confessions. When the Justice
policymakers, so that decisions could be reached @epartment has been involved at an early stage, ¢ases
interagency issues and policy initiatives. destined for prosecution have been built on more golid
ground, resulting in numerous convictions.
The Committee believes that these changes are
insufficient because they fail to bridge the gaps betweenThe third lesson is the need for more attention gnd
the various security disciplines. Most Executive branchetter access to information on the finances, forg¢ign
officials, although opposing further changes at this timéravel and foreign contacts of persons with sensitive
do not dispute the likely need for them in the futuranformation. The Committee found that the FBI
The Committee will continue to push for more effectivessometimes lacked access to financial and telephone
policy review and formulation, for it believes that therecords in its counterintelligence investigations;
national security cannot afford much more delay. Thigssufficient attention was given to signs of trouble
is especially true if the current Administration is to leaveegarding former employees with sensitive accegses;
as a legacy a workable security policy system that wiind that too few people were alerting office security
not have to be reinvented by each succeedimgrsonnel or the FBI when they were approached by
administration. The Committee recommends that thaossible foreign intelligence officers.
eventual new security policy structure be one that
transcends currently politics and policy and is codified The Chin, Pollard and Scranage cases have tgught

in an Executive Order. the clear lesson that espionage services outsid¢ the
Soviet bloc also engage in illegal activities targeteql at

C. Counterintelligence: Learning the Lessons the United States, which must not be tolerated. [The

of Recent Cases Bell and Harper cases, among many, underscoregl the

The Committee has examined in detail each of theeed for controls on the activities of certain Easfern
espionage cases that have come to public attentionBaoropean representatives and of U.S. compahies
recent years, as well as the Yurchenko defection casentrolled by the Soviet Union or its allies. And the
and cases that remain classified. Although this repdgakharov case, like the Enger and Chernyayev gase
does not discuss individual cases in detail, many of tieight years ago, reminds us that the KGB is willing to
recommendations in sections Il and IV reflect lessongse the United Nations Secretariat for intelligence cqver.
learned through those cases.

The Edward Lee Howard case led to investigatipns

The first lesson of these cases is the need for greaed corrective action in the CIA, just as the Walker gase
counterintelligence and security awareness. THed to formation of the Stilwell Commission and |to
Committee found insufficient tailoring of security additional steps by the U.S. Navy. The FBI and [the
awareness material to the needs of particular audiencésstice Department are still absorbing the lessons of
defense contractors, workers at government facilitieh)e Howard case. The Committee will continue] to
U.S. personnel stationed overseas, members of ethmwonitor how well all the agencies implement
groups known to be targeted by foreign intelligencenprovements in response to those lessons.
services, congressional staff and others. The usefulness
of such material is illustrated by the fact that once the The defection and re-defection of Vitaliy Yurchenko,
U.S. Navy began to improve its security awarenesshich highlighted both the counterintelligence value
briefings after the Walker case, co-workers of Jonathanfidefectors and apparent shortcomings in their handling
Pollard noted his unusual pattern of document requestisd resettlement, also led to internal reviews and ugeful
and alerted authorities. actions by the CIA to improve its handling of defectars.
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The Committee believes that more must be done,to deal severely with those who betray our country.
however, to change the basic objectives with which the We should begin by realizing that spying is a fact of
U.S.Government approaches defectors. We must acceptife and that all of us need to be better informed abou
the obligation to help defectors succeed in, andf‘he unch.angl_ng real_ltles of the Soviet system...._There
contribute to, American society. Executive branch 'S N0 guick fix to this problem. Without hysteria or
efforts to ana’l d | f ' the Yurchenk finger point, let us move calmly and deliberately
. yz€ an eam rom the yurchenko Casetogether to protect freedom.
continue, and the Committee expects to see more

progress in this area. The Committee’s recommendations seek]|to

o _ strengthen U.S. counterintelligence and secuyity
The CIA has taken significant steps to iImproveg,«,q res without violating constitutional rights [or

recruitment and career development programs fQpeeting the delicate balance between security|and
counterintelligence personnel. The Scrgnage a'ﬂ%edom. Abroad range of improvements can be made
Howard cases suggest that there was, and is, substaqiiglo + adversely affecting the rights of individuals,
need for improvement in CIA counterintelligence, and,j e additional tools needed for counterintelligence

the Committee will continue to monitor CIA efforts. ;| security purposes can be made subject to reasdnable

The military services and the FBI are also beginning 0¢eqjards that minimize intrusion into the privacy| of
improve their recruitment and career deveIOpmeWmerican citizens

programs for counterintelligence, but progress is uneven.

_ . _ _lll. Counterintelligence
The Committee will continue to press Executive

branch agencies to incorporate into their operationsap, eftective response to the foreign intelligence thieat
improved counterintelligence awareness procedur(?équireS a combination of counterintelligence 4nd
While agencies have moved in the last year to remegélcurity measures. The Committee believes i

: ) is
problems that were exposed in recent espionage cag&sgrant to distinguish between counterintelligefice
they have been much slower to accept the painful n rts and security programs, while ensuring that Both

to confront the implications of hostile intelligenceare part of a national policy framework that takes
successes. Attentiveness to possible hostile knOWIe%ount of all aspects of the threat. The best way to
of classified U.S. operations must be increased, agghain the difference is to say that counterintelligehce
analysis of the impact of known losses of classifiethe s res deal directly with foreign intelligence senlice
information must extend to the unhappy possibility thaf i ities, while security programs are the indirgct
operations or weapons systems will requir@gtensive actions that minimize vulnerabilities.
modification. While there is always a neeq_not to | Bl, CIA, and the counterintelligence components of
worse case analyses paralyze our military anfle pefense Department have primary responsibility for
intelligence services, the greater current danger appegiS ations and analysis dealing directly with forejgn
to be a wishing away of the consequences of hosHlgejjigence services. In addition, the Committee
intelligence efforts.... the Executive branch have included within the natignal
. , counterintelligence policy structure those diplomatic and

G. Respect fqr Individual Rights . regulatory policies that control the numbers gnd
A free society cannot allow the fear of foreigny,ements of particular countries’ foreign intelligerlce

adversaries to undermine the constitutionally protectggrvice officers and co-opted agents in the United States
rights that define the true character of our nation. Th(jﬁ]d at U.S. facilities abroad

principle has guided the Committee in its review of
counterintelligence and security programs. As PresidenBy statue and executive order, counterintelligefice

Reagan stated on June 29, 1985: functions are divided among the FBI, CIA, ahd
components of the Defense Department. The FBIlhas
X > the lead within the United States, while CIA s in chafge
true to our values. We dont need to fight repression broad. The Def D ! t which deals With
by becoming repressive ourselves....But we need to puta road. € fe-ense epar_men ' W Ic eaS.Nl
our cleverness and determination to work and we need threats to classified defense information worldwigle,

We can counter this hostile threat and still remain
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divides its counterintelligence functions among themall secretariat for the 1G-Cl has expert personnel
military services, DIA, and NSA. No single official is drawn from the FBI, CIA, and Defense Departmént.
responsible for the full range of counterintelligenc@his staff evaluates the threat and recommends poplicy
activities below the level of the President and himitiatives for counterintelligence and countermeasures
National Security Adviser. Given these circumstancesnprovements.
there is a constant risk of fragmentation and conflict
among organizations with different methods and The IG-Cl, assisted by its secretariat, is the prgper
priorities. place to develop a national counterintelligence strategy.
This structure ensures joint participation by the HBI,
The Committee has found that communication an@lA, and Defense Department, and other interested
cooperation among U.S. counterintelligence agencidgpartments and agencies (such as the State and Justice
have improved greatly in recent years and are probalibepartments) are also represented on the IG}CI.
better today than at any time since World War [IUltimate responsibility for resolution of policy issugs
Nevertheless, more needs to be done to ensure thegtts with the National Security Council, which has
agencies learn from each other’s experiences and thatently brought onto its staff an experienced kBI
progress achieved in one area can have benefits émunterintelligence specialist.
others. The issue is not just communication and
operational coordination to bridge jurisdictional The President’s interim report to the Intelligence
boundaries, but better long-range planning is alsbommittee indicates that the IG-Cl has, in fact, bpen
needed to make optimal use of limited resourcdasked to frame strategic guidance of the sort proppsed
worldwide against well-organized and sophisticately this Committee. As noted earlier, member agencies
adversaries. are now engaged in the drafting process.

Soviet bloc and PRC intelligence operations do not Findings and Recommendations
respect geographic boundaries. Thus, in many recent
cases Americans who committed espionage in thel. Findings—The IG-Cl has been charted to frae
United States met their foreign intelligence servicaational counterintelligence objectives and an assoclated
contacts abroad. The targets and techniques neededsteategy (or master plan) to further those objectives,|and
counterintelligence success transcend agenty submit the objectives and plan for consideration] by
jurisdictions. For these and other reasons, the Chairmidne SIG-I and thence the NSC. The Committe¢ is
and Vice Chairman of the Committee stated in Octobgrleased to learn that Executive branch agencieg are
1985, that the Executive branch should develop actively drafting this document. This is a positive
national counterintelligence strategy that establishessponse to proposals presented by the Chairman and
national objectives and integrates the planning andce Chairman in testimony before the Permangent
resources of each agency to achieve these objectivBabcommittee on Investigations in October 1985.
The President’s interim report to the Intelligence
Committees indicated agreement with this proposal, and2. RecommendationrThe National Security Coundjl
in fact the Executive branch is now preparing such should approve a statement of major counterintelliggnce
document. objectives and a strategy, i.e., a time-phased master|plan,
to attain those objectives. The House and Sepate
The organizational structure is already in placdntelligence Committees should receive this documgent.
fortunately, to develop a national counterintelligencén effective oversight mechanism should be establighed
strategy. Under the National Security Council there ® ensure that major programs and associated budgets,
a Senior Interdepartmental Group for Intelligencéegislative proposals, and other key actions are validated
(SIG-I) chaired by the Director of Central Intelligenceagainst the master plan, constitute judicious and
Within that framework, an Interagency Group foroperationally efficient allocation of resources, gnd
Counterintelligence (IG-Cl), chaired by the FBlachieve all feasible synergism. There should also pe a
Director, develops national policy recommendations artocess for continuing review and evaluation.
provides a forum for agreement on new initiatives. A
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3. RecommendatiarThe National Foreign responsibilities also appear to be taking this po
Intelligence Program should provide for, and Congresstiative seriously.
should authorize, augmentation of the staff that assists
the IG-CI to ensure effective performance of its The Committee strongly supports this policy and is
expanded responsibilities regarding the developmeamcommending that a similar security awarengss
and implementation of the national counterintelligengerogram be established for the U.S. Senate. [The
strategy.... Committee has used the State Department’s pew
program as its model.

icy

C. Counterintelligence Awareness Programs
One key to a successful counterintelligence strategyThe Larry Wu-tai Chin case highlighted the thrgat
is thorough analysis of the hostile intelligence thre@ibsed by Chinese intelligence operations. As indicated

and communication of the results to those who needito section Il of this Report, however, the PRC
take countermeasures. Current efforts range from timelligence threat differs greatly from the Soviet ope.
FBI's Development of Counterintelligence Awarenes$hese differences require development of new
(DECA) program for briefing defense contractors taounterintelligence approaches geared to the spgcial
the improved assessment of Soviet deceptiooharacteristics of the PRC threat. In particular, the FBI
disinformation and active measures. Informing thshould develop specialized threat awareness briefings
public, industry and other government agencies can hayeared to the unique problems posed by PRC operafions.
a direct payoff, as in the case where a student At the same time, FBI threat awareness programp do
Columbia University contacted the FBI about aot-and should not-leave the implication that lawful
Bulgarian exchange visitor after seeing a T\Association with or assistance to Chinese technical and
documentary on espionage that described conduscientific researchers is a sign of disloyalty to the Unjted
similar to that of the Bulgarian. The student’s report leftates.
to an FBI offensive double agent operation resulting in
the arrest of a Bulgarian intelligence officer. At a Another aspect of counterintelligence awarenegs is
classified level, U.S. counterintelligence agencies musie knowledge by agency security officials of wher] to
work with a great variety of government programs arladfing a matter to the attention of a U.S.
security officials to provide tailored information andcounterintelligence agency. In the Edward Lee Howard
analysis. case, CIA security officials failed to alert and involve
the FBI in a timely fashion. The CIA has taken steps
On November 1, 1985, the President issued NSDBecently to guard against a recurrence of this probjem.
197 requiring each U.S. Government agency to establithe FBI should continue to work closely with secuffity
a security awareness program for its employeedfficials of all U.S. Government agencies to ensure that
including periodic formal briefings on the threat posethey understand its requirements and guidelines. Agood
by hostile intelligence services, and to provide for thexample is the Pollard case, where the Ngval
reporting of employee contacts with nationals of certalnvestigative Service Command brought in the FBJ at
foreign powers. These programs are to be tailored da early stage. The Committee is pleased that the Navy
the sensitivities of particular work and designed so &as given a commendation and a monetary award to
not to intrude into employees’ privacy or freedom ate official who was responsible for bringing the HBI
association. into the Pollard case promptly when certain questionpble
behavior was observed.
According to the NSC staff, department and agency
heads have responded positively and have given higiihe lessons of the Howard and Pollard cases stould
priority to this enterprise. The State Department contaot extended to all departments and agencies that handle
reporting directive, which has been provided to thieighly sensitive information. Interagency procedured for
Committee, serves as a good model because it specifiggorting suspicious conduct to the FBI should|be
reporting procedures clearly and identifies thosstrengthened. Moreover, the Howard and Pelton cases
countries that require the greatest attention. Civiliademonstrate that former employees with grievancgs or
agencies without extensive national securitfinancial problems can compromise our most sensitive
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national security programs. Individuals who choose twomponents. DIA should have the task of ensuring
work in positions as sensitive as those occupied byosher agencies’ threat assessments are respons
Howard or a Pelton should expect to be held to a higheecurity and program management needs of D
security obligation than personnel with access to lessmponents. Efficient allocation of limited secur
sensitive information. Therefore, the FBI should beesources depends on careful evaluation of the thr
informed when employees with access to extremely

sensitive information resign or are dismissed underSpecial attention is required for two aspects of

circumstances indicating potential motivations fohostile intelligence threat that directly relate to U,

espionage. The decision as to whether the circumstanf@®ign intelligence analysis: deception; and “act

that
ve to
oD
ty
eat.

the
S.
ve

justify investigation in varying degrees should be madmeasures,” including disinformation, forgeries and other

by the FBI, in light of its counterintelligence experiencepolitical influence operations. Hostile intelligen

Ce

not by the employing agency. Interagency procedurssrvices conduct these operations in addition to their

should be established to address borderline cases. collection efforts.

Threat analysis functions are shared among U.S.An interagency committee and a community-w
counterintelligence, foreign intelligence and securitintelligence analysis office are both active in the anal
agencies. Development of an effective nationalf deception efforts. Pursuant to the Committe
counterintelligence strategy, as well as a comprehensiei@ssified reports accompanying the Intelligen
and balanced set of security measures, requir@sthorization Acts for FY 1985 and FY 1986, a sm
centralized assessment of the threat posed by all formteragency staff has been assigned to the analysis @
of collection-technical as well as human. Since 1981,
an interagency staff has compiled assessments of thén recent years, with the help of the intelligen
hostile intelligence services threat and U.Scommunity, the State Department has stepped up e
countermeasures, based on inputs from throughout tieeexpose Soviet “active measures,” such as forge
Government. The Committee has found thesand Soviet control of political organizations a
assessments to be increasingly valuable and is pleasedferences abroad. The Committee supports re
that they continue to have high priority. initiatives to improve intelligence support for U.S. effg

to counter these Soviet activities.

National assessments are no substitute, however, for
high-quality threat assessments tailored to meet moreThe State Department and other appropriate age
specific needs. The Committee is pleased to learn ttstould do more to disseminate the results of g
progress is being made regarding one such need &oralyses to opinion leaders and policymak
tailored material that was highlighted in the most recemtorldwide. Recent steps to increase the effective
interagency assessment. of the Active Measures Working Group, which is chai

by State/INR, are welcomed by the Committee.
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DOD counterintelligence agencies have taken the lesidorking Group has briefed U.S. Embassies on its

ole,

in analyzing the threat to particular military installation&€ncouraged the formation of embassy committeds to

and activities. The Committee supports increased effortsonitor and combat Soviet active measures,

nd

in this area, especially to assess the threat to higldyranged for both classified and unclassified guidgnce
sensitive research and development projects and to makée provided to the field on specific cases. These efforts

the findings available to the officials responsible foshould be supported and fully staffed by the rele
security countermeasures. In recognition of thagencies, especially the State Department.

importance of this function, the Stilwell CommissionCommittee is pleased that a new office has b
has recommended, and the Secretary of Defense leatablished recently in State/INR for this purpose.
directed, that the Defense Intelligence Agency establish

a Multidisciplinary Counterintelligence Analysis Center The FBI prepares reports and testifies before Cong
as a service of common concern for DOD to meet tlan efforts in the United States by the Soviets and ¢

ant
The
een

ress
ther

counterintelligence analytic requirements of the Defenslesignated countries to influence public opinion and

Counterintelligence Board and the various DOQovernment policy through “front” organizations a

nd
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other covert operations. For example, in 1986 thel5. RecommendationThe relevant interagency-if
Committee received a classified FBI report on “Trendslligence analysis office should coordinate and spo
and Developments in Soviet Active Measures in themalytic efforts on Soviet deception, disinformation 3
United States,” which updated a previous study preparadtive measures. The State Department and ¢
in 1982. The FBI report reviews covert Soviet politicahgencies should increase dissemination of informg
influence operations directed at U.S. public opinion arabout Soviet active measures abroad. The FBI sh
policymakers. The Committee regularly requests furtheontinue to be responsible for reports on active meag
counterintelligence information from the FBI on suclin the United States by hostile intelligence services
operations. The Bureau should continue to report thesigould cooperate with interagency analytic effo
assessments in a manner that provides the neces&aports on active measures in the United States
facts about hostile intelligence activities and that fullgre prepared by agencies other than the FBI shou
respects First Amendment rights. prepared in coordination with the FBI and/or {
Attorney General.
Findings and Recommendations
D. Domestic Operations
11. RecommendationA elements of the U.S.  Counterintelligence operations in the United Stq
Government should give high priority to implementatiodiffer from such operations abroad, because
of the policy requiring security awareness briefings arehvironment is generally more favorable. U
the reporting of contacts with nationals of designatambunterintelligence has greater resources, easier a
countries. A similar procedure should be adopted ftw the target, and public attitudes favorable to citi
U.S. Senate personnel. cooperation. While legal requirements place constra
on surveillance techniques and investigative meth
12. RecommendationThe Howard case dem those limits are vital for maintaining our free socig
onstrates the need for strengthening interagenapd (with exceptions discussed below) do not inh
procedures for bringing possible espionage cases to tleeessary counterintelligence efforts.
FBI's attention in a timely manner. The FBI should also
be informed when employees with access to extremelyDomestic operations can be divided into the follow
sensitive information, such as Howard and Pelton, resigategories: surveillance coverage of foreign governn
or are dismissed under circumstances indicatiragtablishments and officials; offensive operations
potential motivations for espionage. recruit agents-in-place and defectors or to control do
agents; and espionage investigations and prosecu
13.Recommendation The FBI should develop threatMany of the strategic requirements for domeg
awareness briefings tailored to the special characteristigerations are unique, especially with respec
of the PRC espionage threat. Such briefings should alsurveillance of establishments and officials and
American citizens to the risks of giving assistance favestigation and prosecution of espionage cases. (
PRC nationals who may have espionage assignmemnggjuirements have more in common with overs
while respecting the freedom to associate with lawfalperations, particularly with regard to penetration
scientific and technical research. hostile services, handling of defectors and double ag
and analysis of theona fidesof sources. Uniqud
14. Finding.—Significant efforts are underway tofeatures of overseas operations, as well as pers
improve counterintelligence threat analysis, includinppanagement and training programs that cr
publication of regular interagency assessments of theographic divisions, are treated in later sections of
hostile intelligence services threat and U.SReport.
countermeasures and the establishment in DIA of a
multidisciplinary Cl Analysis Center to meet DOD1. Coverage Of Establishments And Officers
threat analysis requirements in conjunction with other The foundation for domestic counterintelligence
DOD components. The Committee is also pleased dgstematic collection on a foreign country’s offic
note that there has been progress in the effort to providgresentatives in the United States. Such collection
tailored analyses of the hostile intelligence threat. be technical or human.
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Recent cases have shown the vital importance odme here with intelligence commissions. By buildjng
comprehensive coverage of Soviet bloc embassies am@piderweb throughout the United States that foclises
consulates as a means of detecting offers to sell U them rather than our own citizens, we make it much
secrets. Pelton, Cavanagh, Jeffries and others made thedre difficult for those who would betray our counfry
initial contacts with the Soviets by contacting arby surreptitiously supplying national secrets to forejgn
establishment. Skilled counterintelligence work isntelligence officers. | believe that in a free society this
required in such cases, and frustrations may li® the only way we can function without turning
unavoidable. The Pelton case is an example in whichoitirselves into a police state.
took years to achieve a positive identification.

The existence of those safeguards should givg the

The strategic importance of covering certain foreigpublic confidence that cooperation with FBI
establishments and their employees justifies continuirngunterintelligence not only serves the national intefest,
resource investments to upgrade the FBI's surveillanbait also is consistent with respect for constitutional
capabilities. The Committee has supported suafghts.
investments over the years and continues to do so.

Findings and Recommendations

In this connection, the importance of the contact
reports discussed earlier in this Report cannot beRecommendationCongress should continue to fupd
overemphasized. While government regulations cancreases in FBI surveillance capabilities.
require federal employees to report contacts with
possible foreign intelligence officers, a free society must Recommendation American citizens in all walks df
rely on the voluntary cooperation of private citizens ttife should be encouraged to assist counterintelliggnce
advise the FBI of approaches and other contacts by swgforts by providing information to the FBI, either uppn
officials. Frequently the FBI requests citizens to reporequest or when they are approached by possible fofeign
this information about particular individuals, based omtelligence officers
surveillance of a contact. The FBI's DECA briefings,
which are designed to encourage such contact repdtsOffensive Operations
from defense contractors and their employees, have novA major element in counterintelligence is offensive
reached over 15,000 contractor employees. FBI angerations, especially efforts to recruit agents-in-place
other intelligence community officials have usedvithin hostile intelligence services and to induce
speeches and public appearances to emphasize diéections from those services. The strategic paydff of
importance of public cooperation. agents and defectors can be immense, as demonstrated

by the exposure of Edward Lee Howard and the

The American people have a legitimate concern thaticcessful prosecution of Ronald Pelton.
their government should not intrude upon their lawful
associations with foreign officials and their First The greatest area of concern is the handling of
Amendment right to exchange ideas with visitors frordefectors, as dramatized by the Yurchenko case.
abroad. For that reason, the FBI operates undaccording to a CIA survey, most of the defectars
guidelines established by the Attorney General andsettled in the United States with CIA assistance] are
internal FBI policies overseen by the Committee thdtasically satisfied with their treatment. Nevertheless, a
are designed to respect the free exercise of constitutiosgnificant minority has problems that require spegial
rights. As Director Webster stated in a recent speechttention on a continuing basis.

We certainly don’'t have enough agents to keep trackin the aftermath of the Yurchenko re-defection, the
of every citizen of this country nor do we want taCIA has undertaken a comprehensive review of its
investigate the activities of lawful organizations withoupractices for handling defectors. Deputy Director] of
predication for doing so. Rather, our focus-indeed o@entral Intelligence Robert M. Gates summarized|the
strategy-must be on the intelligence operativeGIA’'s conclusions and corrective actions at his
themselves and the identification of those who hawvenfirmation hearing on April 10, 1986:
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There were organizational deficiencies. We have the Executive branch has taken steps to administgr its
made organizational changes so that a single current defector program more effectively, it must dlso

individual and a single organization are accountable effect this important change in attitude and commitmgnt.
and are in charge of the entire process for defectors.

Another element that we hav.e changed -+ 1ST0 eNSUre 10 permanent Subcommittee on Investigations of
that the same person is basically the principal case

officer for a defector with continuity, so that a defector the Senate_Commlttee on Govemnmental ,?\ffalrs .as
isnt facing a while new set of people all the time and begun a major study of the U.S. Government's han ling
there is somebody there that he gets to know and that ©f defectors and other refugees from the Soviet Bloc.
he can depend upon and that understands him and This study will focus particular attention on the
understands his concerns, and can identify when he is contributions that defectors can and so make to
going through a particular psychological crisis.... American society and on the need to encourage|that
process. The Intelligence Committee supports this|PSI
Mr. Gates also called it “imperative” to assigrstudy and is cooperating with the Subcommittee ir) its
individuals who speak the same language as a defeiffort to inform the public regarding the needs|of
so that someone is available to talk in his or her owdefectors and of the agencies that assist them.
language; he did not know, however, whether the CIA
has actually been able to implement this approach.  Perhaps the greatest risk in a strategy of penetrating
hostile services is that the agent-in-place or defector
The actions taken and under consideration by the Chay be a double agent, pretending to be recruited Iy or
reflect a constructive effort to upgrade the defectefscaping to the United States, but actually contrdlled
program and respond to the lessons of the Yurchertyp a hostile counterintelligence service. Disputes gver
case. They need continuing high-level support, bothihe bona fidesof sources have plagued the UJS.
the CIA and in other agencies. The Committee wilhtelligence community in the past. Such differentes
continue to assess the CIA improvements along witite sometimes unavoidable, but they should not digrupt
other approaches. interagency cooperation. Counterintelligence is not an
exact science. The important thing is not to rely dn a
The Executive branch continues to examine the brogithgle source without careful testing and corroboraftion
question of how defectors might best be welcomegf his information. In this regard, the Committee has
assisted and utilized. A private organization formed pught and received assurances that intelligence officials
assist defectors, the Jamestown Foundation, ha® alert to the risk of over-reliance on the polygraph.
recommended major changes in the defector-handling
program. The Committee intends to follow this issue The FBI, CIA, and DoD counterintelligenge
closely in the coming year and looks forward with greaflomponents have made extensive use of double agents,
interest to seeing the results of Executive braneis evidenced in the recent Izmaylov and Zakharov cases.
deliberations. Last June, the Soviet air attaché, Col. Vladimir Izmay|ov,
was expelled after being apprehended by the FBI.| On
The Committee considers it of the utmost importanggugust 23 Gennadiy Zakharov, a Soviet physigist
that our nation’s goals in welcoming and assistingorking for the United Nations, was arrested gnd
defectors be more clearly enunciated and boldbharged with espionage. Both Soviets had been
implemented. Too often, the only operative goals haygaintaining clandestine contact with individuals who
been the national security benefits that result fromere cooperating with the FBI.
debriefing a defector; the defectors personal security
against attacks by his or her country’s security service;There is a clear need for these operations t¢ be
and enabling the defector to survive without continuingarefully managed. Counterintelligence managers must
U.S. Government intervention. Other goals must bglso review operations to ensure that they have not peen
added to the list: to encourage achievement in Americedmpromised. The committee found Executive brajch
society consonant with the defector’s talents argfficials sensitive to these and other issues raisegl by
accomplishments; and to assist the defector in makidguble-agent operations.
a continuing contribution to the United States. While
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The most difficult counterintelligence task isofficials support imposition of the most severe penalties
countering the use of “illegals,” that is, hostileon an individual found to have engaged in espionage or
intelligence service officers who operate under dedgehalf of a hostile foreign power. Law enforcement
cover than officials cover. Some “illegals” may be usedbjectives may conflict, however, with
primarily for performing espionage support functiong€ounterintelligence requirements and other natignal
(e.qg., clearing drops). The FBI and the Justicsecurity interests.
Department should consider improved ways to
prosecute “illegals” for such espionage support activity. Espionage cases involving non-Soviet bloc countries

Findings and Recommendations United States to maintain good relations with particlilar
governments. In the recent Pollard and Chin cases,

18. Finding—In the aftermath of the Yurchenko re-however, the Executive branch has demonstrate
defection, the CIA has made improvements in itwillingness and ability to investigate and prose

Committee. should make clear to every country that it will
tolerate violation of our espionage laws and that it

resettlement program must include encouraging tle®ntrol or permit the commission of espionage i
fullest possible achievement in American society anagainst the United States on their behalf. The Com
assisting defectors to make a continuing contributios pleased with recent assurance of State Department
to the United States. The Committee strongly supporteoperation with enforcement action whenever evidence
the efforts of the Permanent Subcommittee oaf espionage is presented.
Investigations of the Senate Governmental Affairs
Committee to focus public attention on the contributions For many years U.S. counterintelligence officials
that defectors can make to American society and on taesumed that information acquired by intelligence
need to enhance their ability to make such contributiontechniques could not be used for law enforcement
purposes because of legal obstacles and the need to
20. Finding—The Executive branch has reassureprotect sources and methods. The Foreign Intelligénce
the Committee regarding the risk of over-reliance o8urveillance Act and the Classified Informatipn
the polygraph in testing sources and defectors and Ha®cedures Act have made espionage prosecutions
demonstrated sensitivity to issues concerning ttemewhat easier, although other difficulties still remain.
management of U.S-controlled double-agent operatiornEhese problems include the use of certain investigative
techniques, the need for more expertise in handling
21. RecommendationThe Justice Department andsensitive espionage matters, and requirements for hetter
the FIB should work together to develop improved waysooperation among and within agencies.
to prosecute “illegals” who perform espionage support
functions. If further legislation is needed, the Justice One of the principal differences between espionage

Department should so inform the Congress. investigations and other criminal cases is the overrigling
need for secrecy to protect counterintelligence sources
3. Espionage Investigations and Prosecutions and methods. That is why Presidents have asserted

Espionage investigations that may lead to criminalaims of “inherent constitutional power” to authorige
prosecution raise delicate issues of interagendle use of intrusive techniques with Attorney Gengral
cooperation and balancing of interests. Some sen@pproval rather than a judicial warrant. That is glso
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why Congress has established a special secure couk third gap in federal law concerns physical searches.
order procedure under the Foreign Intelligenc&he Foreign Intelligence Surveillance Act (FISA)
Surveillance Act and exempted counterintelligence frormuthorizes a special court composed of Federal Digtrict
the law enforcement procedures for access to badkdges to grant orders for electronic surveillance to neet
records in the Right to Financial Privacy Act. U.Scounterintelligence requirements, but the Act does| not
counterintelligence officials have consistently contendeabply to physical search. The FBI supported broadehing
that ordinary judicial procedures do not provide adequatiee Act to cover searches as part of the intelliggnce
security in dealing with hostile intelligence servicescharter legislation considered by the Committee in 1980,
In normal criminal cases the objective—eithebut the only provision of the charter to be enacted were
immediate or long-term—is always prosecution in opetine congressional oversight authorities. Pursuant to
court. Counterintelligence operations have othdExecutive Order 12333, the Attorney General authorjzes
objectives that may be more strategically important, suetarrantless searches for counterintelligence purpgses.
as learning the methods of the hostile service.
The absence of a statutory court order procedure
Federal law does not adequately take account of sutteates at least two problems. First, as with bank|and
differences in several areas. The FBI has found that ttedephone records, there is no authority to require
counterintelligence exemption in the Right to Financiatooperation from private parties. Second, the Federal
Privacy Act is insufficient to obtain access to bankppeals court in th&ruongcase ruled that evidende
records when financial institutions refuse to cooperatterived from a warrantless counterintelligence segrch
on avoluntary basis. Consequently, the FBI is requestingay not be used in court if the search occurs aftef the
legislation to give U.S. intelligence agencies th&overnment decides to prosecute. Neither problem
authority to require financial institutions to provideexists for wiretaps and other forms of electronic
access to records. Unlike the law enforcemersurveillance under the Foreign Intelligence Surveillapce
procedures under the Right to Financial Privacy Achct, which provides a court order procedure to se¢ure
neither a court order nor notice to the subject of the cooperation of private parties and permits the uge of
records would be required. The FBI has a strong caisdormation for law enforcement purposes with
for replacing the current voluntary system with a lavappropriate security.
that provides mandatory access for counterintelligence
purposes within a framework of Attorney General In light of this situation, the Committee recommended
guidelines and congressional oversight to provide 1984 that legislation be developed to establish
safeguards against abuses. The Committee, theref@@tutory procedures comparable to FISA for physical
has included legislation to address this need in tlsearch. The Committee is prepared to develop|and
Intelligence Authorization Act for Fiscal Year 1987. introduce such legislation in cooperation with the
Executive Branch.
There is a similar problem with access to telephone
and other telecommunications records. Paradoxically, The President’s interim report to the Intelligerice
it is easier in some states to wiretap an individual thabommittees comments, “It is imperative that FISA|be
to get the phone company to provide access to hisretained as it now exists.” The Committee similgrly
her bill records. For security reasons the lawendorsed FISA in 1984, finding that it has resulted in
enforcement alternative of a grand jury subpoena ‘isnhancement of U.S. intelligence capabilities” and also
usually impractical; and the Foreign Intelligencécontributed directly to the protection of the
Surveillance Act does not cover access to records. Aenstitutional rights and privacy interests of U|S.
with bank records, the FBI is tasking for legislation thgpersons.” The Committee believes that physical search
provides mandatory access for counterintelligendegislation can be achieved, with Executive brapch
purposes to such telecommunications records aspport, without endangering FISA.
telephone billing records. The Committee has
incorporated such legislation in the Intelligence Espionage investigations and prosecutions would falso
Authorization Act for Fiscal Year 1987. be more successful if greater expertise and resolirces
were brought to bear in certain areas. Since 198% the
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Army has recognized its counterintelligence efforts an be taken, as appropriate, and will continue to fol
instituted a specialized training program to develofhis matter.

greater expertise at the field level in espionage

investigations. Findings and Recommendations

The espionage prosecutions in 1985 and 198622. RecommendationThe United States should n
demonstrated the importance of early consultation witblerate violation of our espionage laws by any cou
Justice Department attorneys in developing tactics thaid should investigative the intelligence operation
reconcile intelligence and law enforcement interestsountries that control or permit the commission
In the Pelton case, close cooperation between NSA, agghionage in or against the United States on their be
the FBI, and the Justice Department resulted in Ehe Committee is pleased to learn on their behalf.
conviction with minimal disclosure of sensitive Committee is pleased to learn that the State Depart
information. Inthe Sharon Scranage case, the combinegls pledged to cooperate with enforcement ac
efforts of the CIA, the FBI, the Justice Department, andhenever evidence of espionage is presented, an
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the State Department produced a strategy th@ommittee supports efforts to set up a mechanisnp for

successfully led both to convictions and to the exchangegular interagency consultation on cases that m
of the Ghanaian official convicted in the case for severalarrant action.
prisoners in Ghana and their families.
23. Finding— The Foreign Intelligence Surveillan
The Committee understands that such consultationA€t continues to be considered by U.
now being instituted in a more timely manner than oftecounterintelligence agencies to be highly beneficig
occurred in the past. This welcome coordinatiotheir efforts. They strongly favor retention of FISA
requires that the Justice Department, in turn, haveitaow exists.
sufficient number of attorneys trained and experienced
in handling the unique problems in these cases. The24. RecommendatiorCongress should ena
Committee is especially concerned that those attorndgglislation to give the FBI the authority to requ
learn how to maintain controls on the release of sensitifieancial institutions and telecommunications carri
information. Department attorneys should also worto provide access to records, with notice restricti
with U.S. counterintelligence agencies in potentiatomparable to FISA. Any such authority should
espionage cases to ensure that their methods ardirmged to counterintelligence matters, governed by
consistent as possible with successful prosecution. darrent Attorney General's guidelines, and accompa
this regard, the Justice Department’s Criminal Divisioby improved provisions for congressional oversigh
has begun to build a cadre of experienced personnel
and to provide additional training to United States 25. RecommendatiarCongress should ena
Attorneys. legislation comparable to FISA to authorize phys
search for intelligence purposes, so as to reduce
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The Howard case, which is discussed in some detailacertainties in counterintelligence investigations that

in the Committee’s classified Report, revealed seriolmave prosecution as one of their objectives.
shortcomings in CIA performance relating to espionage
investigations. The Committee is pleased to learn that26. RecommendatiorU.S. counterintelligenct
the CIA has taken steps to correct problems pinpointediencies should continue to emphasize, as star
in investigations by its Inspector General and aprocedure, consultation with the Justice Departme
interagency group. The Committee will monitor thean early stage in potential espionage cases. The J
implementation of those changes. Department should provide increased training
Criminal Division attorneys and U.S. Attorney
Issues relating to the handling of the Howard case lepncerning the prosecution of espionage ca
the FBI and the Justice Department have also be#rtluding the need to protect sensitive informat
pinpointed and are the subject of continuingelating to such cases.
consideration. The Committee expects remedial actions
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27. Finding—The CIA has taken some steps that atgeen less specialized training and fewer incentives for
likely to improve counterintelligence investigations andareers in counterintelligence. Personnel are recriited
prosecutions, in the wake of investigations of thfor law enforcement or intelligence positions generally
Howard case. The Committee will monitorand are usually not assigned to counterintelligence pntil
implementation of those improvements. they have experience in other fields. The advantage of

this practice is that personnel can develop their basic

28. RecommendationThe FBI and the Justice investigative or intelligence skills in less sensitive arpas
Department should take actions, as appropriate, hefore taking on more important counterintelligence
remedy shortcomings exposed by the Howard caseduties. The disadvantage is that specialization and cpreer

advancement in counterintelligence may be discouraged
E. Overseas Operations because of the organization’s emphasis on other

Strategic counterintelligence objectives abroad difféunctions.
from those in the United States not only because of the
different environment, but also because of the addecEvery agency is taking steps to upgrade
requirements for counterintelligence support ikounterintelligence training, but the results thus far Have
intelligence collection programs. The Committedeen uneven. More should be done to encoufage
welcomes recent CIA initiatives to improve both iteagencies to share their experience with successful
counterintelligence efforts and its career opportunitieaethods. While each agency operates in a diffgrent
in counterintelligence. environment and with different internal regulations, jgint

discussion of such topics as the nature of the threat from

The Committee’s classified Report discusses furthparticular hostile services and the techniques|for
issues regarding CIA and Department of Defensd#fensive operations and counterespionage|in
counterintelligence overseas. vestigations could be very useful. This would also make

more efficient use of expert personnel to assist in gther

The investigation of espionage by U.S. civilian andgencies’ training. In the CIA and military services,
contractor personnel abroad raises jurisdictionaktter training in agency guidelines is also needed
guestions. The Committee believes that the FBI should
be called in and should work closely with agency In the aftermath of the Miller case, the Commitfee

security officials from the outset. has taken a close look at FBI personnel manageinent
policies for counterintelligence. At the Committeg’s
Finding and Recommendations request, the FBI prepared a study reviewing the impact

of FBI personnel policies on the Foreign

29. Finding.—The CIA has begun initiatives to Counterintelligence (FCI) Program in order to determnjine

improve its counterintelligence efforts. how the FBI may more effectively recruit, select, ass|gn,

train, promote and retain Special Agents for

30. RecommendationU.S. agencies abroad shouldcounterintelligence matters. The FBI study indicatdd a

continue to obtain the timely advice and assistance méed for improvements in several areas.
the FBI in cases of possible espionage by civilian and

contractor personnel. The FBI confronts unusual personnel management
problems because of the large hostile intelligence
F. Personnel Management and Training presence in New York City, where the cost of living lhas

Counterintelligence is not the main function of angiscourage FBI agents from seeking assignments or
of the organizations responsible for U.S. countepursuing careers. Unlike State Department persofnel,
intelligence programs. The CIA's primary task id=Bl agents in New York do not have a special housging
collection and analysis of political, economic andllowance to defray the cost of living in town. The
military intelligence; the FBI is a law enforcemenCommittee believes that action is needed to improve
organization; and each of the service counterintelligenbenefits and incentives in New York and is preparef to
organization is part of a larger criminal investigative adevelop legislation that may be needed for this purpose.
intelligence agency. This is one reason why there have

250



Decade of the Spy

Another manpower issue is the limited number of FBI 32. RecommendatienAdditional measures should

senior grade positions in the counterintelligence fieldye taken to improve benefits and incentives for

as compared to positions as Special Agent in ChargeAdients in New York City, including any legislatign

a field office and comparable headquarters positiomeeded to give the FBI comparable authority to the §
with primarily law enforcement duties. The Committeddepartment.
supports efforts to change this situation, including funds

requested in the FY 1987 budget to increase the numbeB3. Finding—The FBI is planning to increase the

Bl

tate

of senior grade counterintelligence positions at FBiumber of senior grade counterintelligence positions at
Headquarters.The committee also supports the FBIFBI Headquarters. The Committee supports these

policy requiring that all new Special Agents in Chargefforts.

of field offices who have not previously served in a

full-time counterintelligence position must receive FClI 34. RecommendationWhile each counter-
training. intelligence agency must recruit to satisfy its unig

The Committee intends to continue its review of FB$pecialized qualifications required for personnel to
counterintelligence personnel policies as part of @ach agency’s Cl needs as distinct from law enforce
broader ongoing study of intelligence communityor foreign intelligence needs.
personnel issues.

needs, grater attention should be given to determri:[:‘ing

35. RecommendatiorDoD counterintelligence

DoD counterintelligence components have similacomponents should continue to develop appropy
problems and should develop appropriate revisions avisions in personnel policy to encourage special
personnel policy to encourage specializedounterintelligence career development.
counterintelligence career development. In all the DoD
counterintelligence units, as well as the FBI, greater
efforts are needed to recruit and retain the best possible Operation Station Zebra
personnel.
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On 2 December 1986, Donna Geiger walked onbgard

Findings and Recommendations a Soviet scientific research vessel, Ak@demik Boris

Petrov, which was in the harbor of St. John’s,

31. RecommendatiorMore should be done to Newfoundland, for a three-day rest and relaxation.
encourage agencies to share their experience Wfsiger, a Navy lieutenant who was later promotedl to

successful Cl methods and to make more efficient Ugg tenant commander, was a double agent who had
of expert training personnel. recruited by the Naval Investigative Service. She
the key figure in a highly successful double-ag
operation involving the NIS, the Royal Canadi
Mounted Police (RCMP) and the Canadian Secy
Intelligence Service (CSIS).

According to Cpl. Gary Bass, head of the RCI
National Crime Intelligence Section in St. John's,
operation was conducted to learn if Soviet ships visi
the city were involved in collecting intelligenc

Lt. Cmdr. Geiger had just been stationed at the

When she went onboard the Soviet ship, she portr
herself as a “disgruntled female naval officer...worki

particularly against the US naval facility in Argentig.

Naval Facility (NAVFAC) in Argentia, Newfoundland.
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Stephen Joseph Ratkai, a Canadian-bom son of & i 3 world dominated by men...assigned to an isolated

Hungarian emigre.
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duty station.” She brought classified material to provasted about one and half hours. Lt. Cmdr. was g
of the Soviet ship and gave them the number of a patssified material. During this meeting she was gi

knew about the acoustics of Soviet submarines and
In February 1987, Lt. Cmdr. Geiger received the firdlS methods of tracking them. In addition, she V

letter was postmarked in Ottawa. The meetimgs photography,secret writing materials, and 4
postponed in subsequent letters before a meeting wascommodation address” in East Berlin where
finally held. could mail letters to signal for other meetings.

On 17 May 1987, acting on directions she receivedOn 11 June 1988, Lt. Cmdr. Geiger and “Micha
by mail, Lt. Cmdr Geiger went to the entrance of thmet again. By this time “Michael” had been identifi
Hotel Newfoundland in St. John's where she met as Stephen Joseph Ratkai, a Canadian-born sor
individual identified as “Michael” at approximately Hungarian emigre. Ratkai held dual Canadian
1600. Hungarian citizenship.

They went to her car in the parking lot of the hotel Unknown to Ratkai, the RCMP had been waiting
where she was given money and some tasking to collboh. From the time he deplaned at St. John'’s airpo
information. No documents were passed at this time8 June to the time of his arrest, the RCMP was care

monitoring him. Cpl. Bass stated that the RCMP

On 24 May 1987, another meeting was heldhis  not know if Soviet ships visiting St. John's intercep
time they met at a monument called the “War Memoriafadio communications while in port, but the RCN
about six blocks from the Hotel Newfoundladdter  refused to take any chances. They established a ne
a brief meeting, they went to a restauramtere of telephone communication without the use of rad
classified informatiorwas exchanged for moneyHe also said the RCMP did not conduct any moy
During this meeting shavas taskedo provide surveillance but had static surveillance around the
information on highly classified Sound Underwatemhere they believed Ratkai would travel during his
Surveillance System (SOSUS) and NAVFAC Argentia¥he RCMP also placed audio coverage in sev
area of responsibility. different hotels, including the one Ratkai checked

after his arrival. The RCMP and CSIS officevere

The two were scheduled to meet again in Octobeccupying rooms across and adjacent to Ratkai's rd
but the meeting had to be postponed. Lt. Cmdr. Geiger,

child in October. Geiger steered Ratkai to a room, which had b,
outfitted with audio and video surveillance. The mee

In December 1987, at about 1600 they met againlasted about one hour and 25 minutes. Lt. Cmdr. Gé
the entrance of the Hotel Newfoundland. The meetingas given more money in exchange for one class
document and portions of another. When Ratkai
the room he was immediately arrested in the hallw

Ratkai initially pleaded not guilty to three chargeg
espionage and one attempted espionage charge. H
6 February 1989, Ratkai pleaded guilty to espionad
the Supreme Court of Newfoundland. The governn
then consolidated the three charges into ttmaarked
the first conviction under Section 3(1C) of the Canac
Official Secrets Act for Espionage.

Meeting between Lt. Cmdr. Geiger aridithael,”
identified as Stephen Joeseph Ratkai.

who was married with one child, gave birth to her secondWhen they met at the Hotel Newfoundland, Lt. CrrFr.

ven

her intentions. She met with the captain and chief matgore money in exchange for eight documents, inclugling

ven

office box in St. John's where she could be contacteddditional tasking to find out what the United States

any
vas

letter indicatingsomeone would meet with heiThe provided with a modified camera designed for docunpent
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On 9 March 1989 Ratkawvas sentencetb two be prosecuted in Federal Court, John Lehman, Sec
concurrentnine-year prison terms. Ratkaias of the Navy, exercised his authority under Article of
subsequently paroled and, after the fall of Communiskdniform Code of Military Justice to have Alle
in Eastern Europe, he was allowed to return to Hungagpprehended and prosecuted in the military jug

system as a retired US Navy member.

Spies On 14 August 1987, Allen was convicted at a Cq

Martial of compromising US classified documents 4

Michael Hahn Allen sentenced to eight years in prison, fined $10,000,

Michael Hahn Allen, from Ponchatoula, Louisiana@S & result forfeited his military retirement benefits.

served for 22 years in the US Navy as a Radioman and

retired in 1972,as a Senior Chief Petty OfficerStephen Anthony Baba

Following his retirement, Allen ran a bar in Olongapo, Describedas a brilliant student, Stephen Antho

the Philippines, until 1982, when he waised ~ as gaba at age 18 graduated with honors from

photocopy clerk at the Naval Air Station, Cubi Point, itdniversity of Maryland with a degree in busing

the Philippines. Allen also had an automobile dealershifyance. He received his commission in the US Ng
and ran a cock-fighting operation. in 1980 from the Officer Candidate School, Newp

Rhode Island. His first assignment was as an Electrg
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Coworkers at the communications center becanidaterial Officer aboard a San Diego based frigate,

suspicious of Allen’s activities, and reported him td/SSLang
authorities. On 4 December 1986, the 53-year-old Allen,
who had routineaccess to information classified ©On 30 September 1981, a source released to the |

CONFIDENTIAL and SECRET, was arrested by thdnvestigative Service (NIS) a package containing

Naval
US

Naval Investigative Service on suspicion of espionagglassified material consisting of a copy of the May 1980

document, “Electronic Warfare Evaluatiand
He admitted he gave US classified information Education Quarterly,” and two microfiche classifi

unauthorized persons to foster his self-esteem angECRET”
personal interests. The documents provided by Allen

19%

d

included summaries of rebel force movemeans A 12-page letter accompanied the package from an

planned Philippine Government actions for most didividual claiming to be an officer in the US Na
1986. Because of Allen’s status as a US civiliarfSsigned to an unidentified ship. The writer advise
employed in an overseas location, his dasmight Was Willing to provide classified material in return f
special concerns as to how it should be handigr ~ Money and provided detailed instructions as to how

the US Justice Department indicated Allen would ndfansaction would take place.

Lang contacted NIS Resident Agency Naval Stati
San Diego, California, and advised that during
preceding weekend, an officer assigned to USSR
had been arrested for attempted “unarmed” robbel
a local jewelry store.

e
Michael Hahn Allen

Stephen Anthony Baba
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On 6 October, 1981, the executive officer of UBS
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During interrogation, Baba indicated a desperate neathich he had worked. At the same time, the apartment
for money and admitted to an unsuccessful attemptpooject in which both families lived was being sold for
extort money from the Navy Federal Credit Union. Itondominium conversion. When Bell told Zachargki
was subsequently determined that the possibility existiwt he would have to move since he could not afford
that Baba was the individual involved in the forwardinghe downpayment on the condominium, Zachafski
of the classified material to a foreign embassy. provided Bell with the cash necessary for the purchase.

On 23 October 1981, Baba was placed in pretrialBell soon realized that he was caught in a compro-
confinement at Metro Correction Center, San Diegmising position, and the relationship rapidly developed
California. On 26 October 1981, Baba was transportadto a conspiracy to commit espionage for money. [The
to Chula Vista, California, to attend a pretrial hearing?oles provided Bell with a list of documents they
during which time he attempted to escape fromesired, and he traveled to Innsbruck, Austria, and
confinement. On 20 January 1982, Baba was senten€aeheva, Switzerland, to turn over classified information
to eight years imprisonment, forfeiture of all pay andnd receive payments for his services.
allowances, and dismissal from the Navy.

Arrested by the FBI in July 1981, the 61-year ¢ld
William Holden Bell Bell quickly confessed to his espionage activities and

William Holden Bell attended the University of cooperated with the FBI in entrapping Zacharski. Bell
California, Los Angeles campus and in 1952, went tdmitted to receiving a grand total of $110,000, mostly
work for Hughes Aircraft Company. Later in his careen $100 bills and gold coins, from the Poles.
with Hughes Aircraft, he worked in Belgium and
following a divorce from his first wife, married a Belgian Documents compromised by Bell included reparts
citizen. His costly divorce and subsequent remarriagen a so-called “quiet” radar system; a look-down, shpot-
placed Bell under considerable financial strain as liwwn radar system; an all-weather radar systen] for
resettled in a suburb of Los Angeles. tanks; an experimental radar system for the US Navy;

the Phoenix air-to-air missile for the F-14; a ship

Bell became acquainted with Marian W. Zacharski, surveillance radar; a new air-to-air missile; the improyed
Polish citizen who was vice president of the PolisHAWK surface-to-air missile; the Patriot air deferfse
American Machinery Corporation (Polamco), in Losnissile; and a submarine sonar system.
Angeles, California, and a covert member of the Polish
intelligence service. In the summer and autumn ofBell was sentenced to eight years in prison and was
1977, Bell and Zacharski played tennis together, todiked $10,00 for his role in compromising the classifled
their wives out to dinner on occasion, and generalljughes’ documents. This relatively light sentence yas
enjoyed a friendly relationship. Gradually, Zacharslgiven as a result of Bell’s full cooperation with investiga-
was able to learn some of the details of Bell's worltive authorities. Zacharski was sentenced to life in prison.
and Bell showed Zacharski a classified docunoent On 10 June 1985, Zacharski was released in a prigoner
exchange between the United States, East Germany, and
Poland.

Edward Owen Buchanan
Airman Edward Owen Buchanan, a student assigned
to a munitions and weapons maintenance tech:rical
training school, Lowry AFB, Colorado telephoned the
East German Embassy in Washington, DC, on 6 May
1985. He was attempting to learn if Embassy officials
had received a letter he had sent in April 1985, contaihing
an offer to commit espionage for the East German
Government.

William Holden Bell
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During the telephone conversation, an Embassyerman Embassy and the Soviet Embassy for

the

employee told Buchanan that the Embassy was closedypose of committing espionage. Buchanan a&lso

and he was instructed to telephone the next dag admitted that, although he did not haaecess tg

next day he telephoned the Embassy again as he wkssified information at that time (because of his stuglent

instructed; however, an Embassy employee told histatus), he planned to sell classified informabtone

that he couldn’t help him. An hour later he called agaihis clearance had been granted and he was assigned to

and requested to speak to the Ambassador, but vaabase in Germany.
unsuccessful and hung up.

Buchanan was born in Orlando, Florida, on 7 Audust
Irritated with being put off by the East Germans1963, and was raised in a white, middle-class farily

Buchanan telephoned the Soviet Consulate locateddanvironment. After graduating from high schooal, h|s

San Francisco. He tried to tell the official his namegivilian job prospects were limited so he enlisted in fthe

duty location, and that he was in the USAF, but, unabléSAF on 16 January 1985. At the time of hj

S

to understand the Soviet official who answered thapprehension, he was unmarried and had compl|eted

telephone, he hung up. On 9 May 1985, he mailedagproximately ong/ear of college. Investigative

letter to the Soviet Embassy in Washington, DC fullynterviews disclosed that he was very naive and

identifying himself (name, military organization, dutyimmature. Although he expressean interest fin
station, and career specialty). The letter stated that thefecting and living in the Soviet Union, financial ga
had information of a scientific and technological naturevas his primary motivating factor in committing

that he wanted to sell to the Russian Government. ldepionage.
indicated he would continue to conduct business with

the Soviets if they liked his material. Buchananwas court-martialed on 26 August 1985

n

and sentenced to 30 months confinement, reducgd to
At this point, AFOSI/FBI agents, posing as SovieAirman Basic, forfeited of all pay and allowances, and

representatives, contacted Buchanan. Believing that biwen a dishonorable discharge.
was doing business with Soviet Intelligence Officers,

Buchanan offered to commit espionage and sellhomas Patrick Cavanagh
classified documents. He then provided documents toThomas Patrick Cavanagh worked for Hugh
the undercover AFOSI/FBI agents, which he claimedircraft Corporation from 1969 to 1981. In Novemhi

es
er

were classified SECRET and he was paid $1,000. Afté081, he secured employment with the Advanged

taking the money, Buchanan was apprehended. Systems Division of Northrop Corporation in Pigo

Rivera, California. In late 1984, Cavanagh was liv

ng

A later examination of the documents disclosed thaeparately from his wife and two sons and was degply
they were copies of unclassified articles from am debt. Atthe same time, Cavanagh's security clearance
electronics magazine. During an interview followingvas being reviewed for upgrading from Secret to Top
his arrest, Buchanan admitted contacting the EaSecret, and he was fearful that he would not receivg the

higher clearance when his indebtedness was disclpsed.

With his financial plight in mind, Cavanagh attemp
to establish contact with Soviet intelligence. He
secrets to sell and left no doubt that his moties
money. “Before our relationship ends, | want to
independently wealthy,” he told the prospective buy
He knew espionage was a serious crime. He also K
that the FBI arrested several people recently, and
were now in jail. In order to clear up mounting det
and make himself rich, the Northrop engineer was
willing to take some chances.

Thomas Patrick Cavanagh
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At the first meeting on 10 December 1984, Cavanagiearches without detection because they w
introduced himself to his contacts as Mr. “Peters.” Twsufficiently infrequent and predictable.
topics dominated his conversation: his financial
problems and worries about getting caught. “They’re When he arrived for a second meeting on
real security conscious (at Northrop)...” he remarke®ecember, his “friends” greeted him warmly. He ag
“So somehow we have to come to an agreement oentioned the difficulty of getting documents out.
money.” He added that he needed several thousamrdssed anxiously for quick payment and wanted sey
dollars, “Just to get the bill collectors off my back.” Hehousand dollars in two days, but the “Russia
thought he could bypass the document controls anguldn’t make any promises. Concerned because
random searches at the plant. background investigation was due to begin, Cavar]

wanted to cover his debts.

He didn’'t want to talk about his contacts on the
telephone “because it's constantly being bugged; theyThe third and final meeting with the “KGB agent
bug it with microwaves.” His biggest source of anxietypccurred on 18 December. When Cavanagh arri
however, was the security program at Northrop. Hee asked about the money. Cavanagh showed the
was extremely concerned about his accountability fadocuments he brought. He spoke of his financial k
documents. He refused to turn them over to the “KGRind displayed bitterness that he could not get a bus
agents because he wanted to get them back to the plaan for his Amway distribution, while foreig
as quickly as possible. “l can't give you the documenisimigrants easily got them.
and have them back in time. They have audits. A guy
just came by today and asked me how many secreThe agents suggested that future meetings be

open his safe and check his documents at any time. gt he did not want to keep his documents out

sheer coincidence, Cavanagh had a surprise audit oflbisgy. Besides, he said that unexplained foreign tr.

classified documents on the very day he first met withight flag his activities with security.

the “KGB.” It was strictly a random check by a

company security representative, who had no suspiciorifter copying the documents, the agents han

that the material he reviewed was about to be sold@avanagh the payment in small bills. He counte

the Soviets. The security officer found everything ieagerly. He wanted to have monthly meetings

order but Cavanagh was visibly shaken, according sobstantial payment each time. After they finished t

coworkers interviewed after the arrest. business, there was a knock on the door. When

opened the door, FBI agents entered the room

Reproduction controls at Northrop hamperedrrested Cavanagh. Charged and convicted on

Cavanagh. “You can't run your own copies in the plantounts of espionage, he was sentenced on 23 May

They got that regulated too.” Northrop Advancedb concurrent life terms in prison.

Systems Division controlled document reproduction

through a system of “fully-controlled machines.” There The FBI caught Cavanagh before he reached

is no self-service as special operators handle all copyiigviets. Greed and indebtedness were the m

machines under the oversight of security. Themwotivations for Cavanagh, but he showed some t

guarantee that all requirements meet authorizatiosseen before in other spy cases. Job and c3

agents” had to obtain a camera and a portable copiestmwed some tendency to violent or disruptive beha
make copies in the motel room. some instances of dishonesty, and a general lac
respect for authority and procedural process. Still, n

Northrop employees were subject to random searohthis rose to the level where supervisors consid
of anything carried in or out of the plant. Cavanagteporting it for security purposes. Cavanagh was r
worried about that as well. “I had to stick it in my shirtnodel citizen, but his behavior was well within tolera
and walk out with it.” He couldn't always fit things limits. He went over the edge, quite suddenly by
under his shirt, but he thought he could get through exit

ere
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indications, and tried to sell out the country to make On 8 February 1986, Chin was convicted by a Fetieral

himself rich. jury on all counts. Sentencing was set for 17 Ma
however, on 21 February the former CIA employ

ch;
ee

Larry Wu-Tai Chin committed suicide in his cell. His death was rulefl a
Larry Wu-Tai Chin, retired CIA employe&yas suicide by medical authorities. A few days prior to his
arrested 22 November 1985 and accused of havidgath, Chin had agreed to discuss his espionage actjvities

carried out a 33-year career of espionage on behalfwith the CIA in exchange for immunity from futulJe

the People’s Republic of China (PRC). prosecution.The CIAs debriefing of Chin was to tal
place prior to Chin's sentencing.
According to media reports, Chin, who retired in 1981
at age 63, had been an intelligence officer in the CIASlyde Lee Conrad

e

Foreign Broadcast Information Service. During his Clyde Lee Conrad, retired US Army Sergeant Hirst
career, he held a Top Secret clearance and had acce€3dss, was arrested on 23 August 1988 in West Germany
a wide range of intelligence information. and charged with copying and transmitting classified

documents to the Hungarian intelligence service
Born in Beijing, Chin was recruited by Chinesenearly a decade.
intelligence while he was a college student in the early

for

1940s. Later, he became a naturalized US citizen andHe was recruited in 1974 by a Hungarian-born

worked for the US Army Liaison Office in China inimmigrant, Zoltan Szabo, a veteran of Vietham, w

ho

1943. In 1952 he joined the CIA. served as an Army captain in Germany. Szabo bg¢gan

working for Hungarian intelligence in 1967. Szabov
It is believed that he provided the PRC with many afonvicted of espionage by an Austrian court in 19

as
89,

the CIA's Top Secret reports on East Asia written ovdiut served no jail time because of his cooperation ith

the past 20 years. Chin reportedly smuggled classifiedithorities in the prosecution of Conrad.
documents from his office and between 1976 and 1982,

gave photographs of these materials to Chinese courierswo Hungarian-born doctors arrested at the same fime
at frequent meetings in Toronto, Canada, Hong Koni Sweden acted as couriers in the espionage operdtion.
and London. He met with Chinese agents in East As@onrad is believed to have hired at least a dozen pgople

in March 1985. Chin may have received as much &sthe US Army to supply classified information. The

one million dollars for his complicity. Conrad ring was one of the biggest spy rings since W

orld

War Il. Conrad’s recruits continued to work for him

He was indicted on 17 counts of espionage-relategiter returning to the United States, illegally export

ng

and income tax violationgAt his trial, which began on hundreds of thousands of advanced computer chips to

4 February 1986, Chin admitted providing the Chinestie East Bloc through a phony company in Canadg.

with information over a period of 11 years, but for the

purpose of reconciliation between China and the Conrad was granted a Top Secret security clearpnce

United States. in 1978 when assigned to the USIBfantry Division

administrative specialist's job, which gave him acg
to extensive classified materials, Conrad had not

in 1985.

Documents provided to Hungarian agents conce
NATO’s plans for fighting a war against the Wars
Pact detailed descriptions of nuclear weapons, and
for movement of troops, tanks, and aircraft. Conrac
Larry Wu-Tai Chin, retired CIAemployee whowas ~ charge of a vault where all th& Bifantry Division’s

indicted on 17 counts of espionage-related and  secret documents were kept, took suitcases stuffed
income tax violations.

headquarters in Bad Kreuznach, Germany. Despitg his

eSS
een

subject to a periodic reinvestigation before his retirenent
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classified papers out of the base. The former sergeahbrtly to the airport. The cabdriver said that he pad
is reported to have receivedore than omdllion dropped his passenger at the Soviet Embassy, but that
dollars for selling documents. the passenger had returned quickly because the Empassy
was closed. Cooke then took a bus from the airpoyt to
The two Hungarian couriers, Sandor and ImrBis home in Richmond. He had failed to report his
Kercsik, weresentenced by a Swedisiourt on contacts with Soviet officials in violation of AFR 20%-
18 October to 18 months in prison. In 1989, Conrdalf, Reporting Espionage, Sabotage and Subversior), and
was charged with treason under West German law. was confronted and arrested on 21 May 1981 by| the
took more than a year to charge him formally due to tifdr Force Office of Special Investigations.
complexity of the case which initially was declared one
of espionage and then broadened to include the mor€&hristopher Cooke was born on 14 July 1955, at Fort
serious charge of treason. Lee, Virginia. His father was fatally shot when Cogke
was a child, and as he grew older, Cooke developged a
Tried in a West German Court, Conrad was sentencgdspicion that his grandfather had murdered his father.
to life imprisonment on 6 June 1990. He died ofver the years, his family provided Cooke with litfle
8 January 1998 in a German prison where he was seniitprmation about his fathesr the circumstanges

his sentence. surroundingthe shooting. After his arresg
psychological examination disclosed an adoles¢ent
Christopher M. Cooke identity crisis that centered on the lack of informatipn,

On 23 December 1980, it was learned taat he received as a child, concerning his father. Although
unidentified American had placed a telephone call tae had a strong dislike for his stepfather, he was dlose
Richmond, Virginia, from inside the Soviet Embass§o his mother.
in Washington, DC. Christopher M. Cooke, a second
lieutenant, Titan missile launch officer, and deputy Cooke graduated from Old Dominion University [in
commander of an Air Force Titan missile crew assignéday 1978 and later earned a master’s degree from
to McConnell AFB, Kansasyas on leave and hadViliam and Mary College. His thesis, completed|in
traveled home to Richmond, Virginia, for the holidayd979, centered on nuclear weaponry. He applied tyice,
and could have been this caller. although unsuccessfully, to join the CIA and was injthe

process of preparing a third application at the timg of

On 2 May 1981, Lt. Cooke departed McConnell AFBhis arrest. Although he was raised Catholic, he espoused
Kansason leave, flying first to St. Louis and then toa belief in Hinduism (nonpracticing) and traveled|to
Washington National Airport. He checked his luggagBombay, India, during the summer of 1979 to visit|an
in alocker and, empty handed, hailed a taxicab, returnitiglian woman he had met and fallen in love with while

at William and Mary College.

On one occasion, his stepfather threw him out of|the
house when he came home one evening and exprgssed
the view that socialism was better than capitalism. | He
entered the USAF in 1979, graduated from officers
training school, were he was considered a “know it all,”
argumentative, intelligent, insecure, and not well liked
by his peers.

After receiving a commission and completing missile
launch officer training, he was granted a TOP SECRET
security clearance and assigned to the 532 Strategic
Missile Squadron at McConnell AFB, Kansas. At the
time of his arrest, he was 25 years old and unmartied.
He had ordered a book from Walden Books in Wichita

Christopher M. Cooke
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Kansas entitledVilderness of Mirrorsby David C. “Scorpion.” On 19 December he telephoned the
Martin, which had recently been published in paperbadkoliday Inn asking if “Sally Rogers” (a name he had
and concerned the CIA and counterintelligence mattespecifically asked that the Soviets use for the wornan
Cooke was fascinated with espionage, constantly talkifig requested they send to the hotel to meet him)| had
to his friends and coworkers and even acting out somegistered and Cooke became frustrated whemn he
of his fantasies. discovered she had not. Although confused and
extremely frustrated by the Soviets’ lack of intergst,
When first interviewed, Cooke claimed to have &£ooke was undaunted in his desire to commit espiorjage.
serious interest in political science and explained that
his contacts with the Soviets were to ensure futureOn 22 December 1980, he telephoned the Sqviet
employment with the US Government. In effect, h&mbassy, using the name Johnson, and on 23 Decgmber
hoped to make a name for himself as a great politidaé drove his mother’s car to Washington, but us¢d a
scientist. Cooke claimed that his contacts with thixi to go to the Embassy after the car broke d
Soviets were made to persuade them to let him publi€looke was paid $50 by the Soviets for handwritten nptes
“a breakthrough in Soviet foreign policy.” He was vagude had copied from classified material. They allowed
when it came to explaining what this newhim to use the telephone to call home and tell his pafents
“breakthrough” would be. He went on to describehe car had broken down and that he would be lafe i
various overt and quasi-secret attempts to engage tk&urning. Cooke went back to Richmond and shqrtly
Soviets that he could be discreet and trusted as a politiefier the holidays resumed duty at McConnlell
analyst if they wanted to announce their change #FB, Kansas.
foreign policy through him.

From February to April 1981, Cooke continued|to
Although he had been rebuffed by the Soviets, hgather classified information from his duty section. | In
remained keen on the idea that someday he would iy, Cooke returned to Washington, DC and Richmpnd
able to persuade them to use him to announce a foremmleave. He expected the Soviets to telephone hif on
policy breakthrough. According to Cooke, his first3 May 1981, and, when they did not, he telephohed
attempt to contact the Soviets was on 15 or 16 Jutfem on 4 May, again extremely frustrated at bging
1980, from a hotel in St. Louis and again during 24 - 3@buffed. Cooke claimed that money was not |his
June 1980, from his apartment in Wichita. During thenotivation (although he was going to ask the SoVets
second telephone call, he offered to provide copies fafr $3,000) but that he was trying to live out his fantasies
Emergency War Orders, but was rebuffed. Cookeaf espionage. He intended to ask them for 1,000 Brjtish
described these attempts as “spontaneous,” althoughdoeinds ($2,000) and a British passport. If the Soyiets
noted that the “thought of committing espionage wasad asked, Cooke was prepared to travel abroad to|meet
ever present in my mind.” with them.

When Cooke became Deputy Commander of his During an interview, Cooke requested legal counsel
missile crew, he seriously began to think about sellirgnd a grant of immunity before being interviewed
information to the Soviets, but could not explain whyfurther. Believing that Cooke was part of a larger $py
He borrowed a friend’s Kodak 110 instamatic camendng, Air Force prosecutors and legal officials offerfied
to photograph documents at the missile site. He triedtam an oral agreement of immunity for full disclosyre
develop this film himself but failed. The next time heso that a damage assessment could be accomplished.
took photographs of documents, but this time he haditer he was charged with violation of Article 92,
them processed into negatives only at a local photo stdeniform Code of Military Justice, for failing to obey|a
Later he provided these negatives to the Soviets alolagvful order or regulation (AFR 205-57).
with a note regarding his willingness to provide
information concerning nuclear strike capabilities and On 22 February 1882, the Court of Military Appeals
added personal meet instructions at a Holiday Inn iasued a decision, in which the majority held that
Richmond, Virginia. Cooke used a pseudonym “Marlrosecution of Cooke constituted a violation of due
Johnson.” Underneath the name “Johnson” he wropgocess of law. This was based on the court’s opinion
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that “de facto” immunity had been granted and tha second meeting in October, he provided additipnal
Cooke held a reasonable expectation that if haassified information.
satisfactorily cooperated with USAF officials in their

damage assessment, there would be no court-martialAccording to Davies'’s recorded statement, he yas
The Court of Military Appeals ordered his release, antiotivated “out of revenge because of the unfair way he

Cooke resigned his commission. was treated by the Air Force.” He was also quotefl as
saying that he wanted to do something to embarrass the
Robert Ernest Cordrey United States and to interfere with the effectiveness of

Robert E. Cordrey, a US Marine Corps private, wats reconnaissance activities. Asked why he waited ftwo
an instructor at the Camp LeJeune, North Carolingears before providing the information, Davies saidq he
warfare school. In April 1984, Cordrey began makingraited “just to make sure they couldn't link me with it
numerous phone calls to foreign embassies in an atterifipttold anybody, just sort of... hide my trail.”
to sell documents and manuals relating to nuclear,
biological and chemical warfare. After numerous futile Davies, born in East Leigh, England in 1953, became
attempts, Cordrey made contact with a Czechoslovakaturalized US citizen at the age of 11. Since Octpber
intelligence officer, and he drove to Washington, D@984, Ford Aerospace and Communications Corp.|had
from Camp LeJeune for a clandestine meeting. Cordregnployed him in Palo Alto, California. Federal officials
showed his contact the list of documents in histated that the former airman did not hold a clearange at
possession (all unclassified), and he was told that tie time and that no information from the contragtor
would be contacted later. facility was involved in the case. Davies was reledsed

on $200,000 bail with the condition that he undefgo

On 12 April 1984, the FBI and the US Navabsychological evaluation. But on 27 May 1987 |he
Investigative Service learned that Cordrey wagleaded guilty to a reduced charge of attempting to
attempting to sell information to agents of the USSRpmmunicate secrets to an unauthorized person angl was
Czechoslovakia, East Germany, and Poland. Tkentenced to five years in prison.
23-year-old Cordrey was convicted on 13 August 1984,
on 18 counts of failing to report contacts with citizenSahag K. Dedeyan
of Communist countries. He was sentenced to 12 yearSahag K. Dedeyan, a naturalized US citizen, yvas
at hard labor, forfeiture of all pay and allowances, andesgaged in defense research with the Applied Physics
dishonorable discharge. In according with Cordreykaboratory, John Hopkins University. The 41-year-pld
pretrial agreement, his confinement was limited to twmathematician had been working at John's Hopking for
years inasmuch as Cordrey successfully underwent pashe years until his arrest by the FBI on 2 June 1

trial interrogation and polygraph examinations. Arrested on the same date and also charged
conspiring to turn over classified US and NATO
John Allen Davies documents to the Soviets was a distant relativg of

John Allen Davies, a 33-year-old San Jose, Californiaedeyan, Sarkis O. Paskalian. Dedeyan alloywed
resident at the time of his arrest and a former US Aftaskalian to photograph classified documents in| his
Force Staff sergeant and a lab technician at a Silichome.
Valley defense contractor, was formally charged on 27
October, 1986 with trying to deliver classified US Adocument specifically identified in the charges was
military information to agents of the Soviet Unionentitled Vulnerability Analysis: U.S. Reinforcement |of
Davies a 10-year veteran, who was separated from aciVATO. Dedeyan allegedly was paid $1,000 for
service for poor performance in 1984, had held a Secpebviding the document. Paskalian living in the U as
clearance during his military service and worked as apermanent resident alien had been recruited by
avionics sensor system technician. According to thetelligence for the purpose of coming to the Uni
FBI, on 22 September 1986, Davies met with an FEtates on an espionage mission. He was ordered Qjy the
undercover agent posing as a Soviet official in SaBoviets to develop a close relationship with his disfant
Francisco’'s Golden Gate Park. During the meetingpusin for the purpose of obtaining classified
Davies provided detailed verbal information and a hariaformation.
drawing concerning US reconnaissance technology. At
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Also named in the case as coconspirators were Edwandfact moved to South Africa in 1971, but had later

B. Charchyan and Adbulkhalik M. Gadzhiyev, both thirdeturned to the United States because of be
secretaries at the Soviet Mission to the United Natiomsnployment opportunities.
and Petros Petrosyan, a Soviet delegate to a United

tter

Nations conference on human rights. Dedeyan wasPrior to 1971, Dolce had been a US Army clandestine
specifically charged with having failed to report thevarfare specialist. His contacts with South Afrigan

illegal photographing of the defense documents in higpresentatives began when he sent them an unclag
home by Paskalian. paper on clandestine warfare which he had writ

sified
en.

There is no evidence that Dolce received money in

Hou Desheng exchange for documents.
The FBI detained Hou Desheng, a military attaché of

the Peoples Republic of China, on 21 December 19870n 20 April 1989, the former analyst was sentenced

while Hou attempted to obtain secret National Securitp 10 years in prison and fined $5,000.
Agency (NSA) documents from a federal employee.
Hou was taken into custody at a restaurant iwaldo H. Dubberstein
Washington, DC'’s Chinatown section after accepting Waldo H. Dubberstein, a former senior intelligen
what he believed to be classified NSA documents. analyst, was indicted by a Federal grand jury on 28 A
1983 on charges of having sold secret US milit
The federal employee, a US citizen, had been workirmgformation to Libya through Edwin P. Wilson. TH
under FBI direction. Arrested at the same time wagb-year-old Dubberstein was charged with hav
Zang Wei Chua, a PRC consular official in Chicagaeceived more than $32,000 from Wilson between 1
Both diplomats were asked to leave the country asaad 1980 for summaries and analyses of Middle

ce
pril
ary
e
ng
o077
East

result of “activities incompatible with their diplomatic security arrangements and military strengh.

status,” the first Chinese diplomats expelled since formBlubberstein was considered an expert on Middle
relations were established with the PRC in 1979.  affairs with the Central Intelligence Agency from whi
he retired in 1982.

Thomas Joseph Dolce

Thomas Joseph Dolce, civilian research analyst atThe grand jury charged that Dubberstein trave
Aberdeen Proving Grounds, Maryland, admitted ininder an alias in the spring of 1978 to meet with Lib
Federal court on 11 October 1988 that he had supplidelligence officers in Tripoli. He then discussed w
scores of Secret documents related to Soviet militatiiem the deployment of Middle East military forg
equipment to the Republic of South Africa between 1978nd passed to them several written assessmern
and 1983. Middle East military preparedness.

Dolce, who had been under investigation by the FBI On 29 April 1983, Dubberstein was found dead,
since April, resigned from his position on 30 Septembepparent suicide from a shotgun wound.
“for personal reasons.” Dolce had held a Secret
clearance at the US Army Material Systems AnalysRobert Wade Ellis
Activity at Aberdeen where he was employed Robert Wade Ellis, a US Navy Petty Officer, statior
since 1973. at the US Naval Air Station, Moffett Field, Californi

contacted the Soviet consulate in San Francisco

In pleading guilty to a single count of espionage, han offer to sell classified documents for $2,000. E
acknowledged passing documents on 40 or moveas arrested in February 1983 while attempting to
occasions by mail or in person to military attaches atocuments to an undercover FBI agent. He
the South African Embassy in Washington and at Soutlonvicted at a general court-martial for unauthori
African missions in London and Los Angelesdisclosure of classified information and was senter
California. According to Dolce, he was motivated byo three years confinement.
ideological rather than financial reasons and had a long-
term interest in the Republic of South Africa. He had
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David Fleming Forbich was described as a conduit who passeq
David Fleming, US Navy Chief Petty Officer, wasmilitary secrets to East German intelligence and by
convicted by a six-member military court on 4 Octobepwn admission had been selling documents to
1988 for the theft of 16 Secret photographs and fo@ermany for a period of 17 years. Forbich trave
classified training manuals, which he had at his hom&equently to the United States, contacting former
military personnel who had served in West Germal
At the time of his arrest in October 1987, Fleming
was chief photographer aboard the subméaurindolla, Convicted in June on two counts of espionage, For|
based at San Diego, California. At that time, Federalas sentenced to 15 years.
agents found classified material in Fleming's apartment.
Fleming contended that cramped quarters aboard télfredo Garcia
ship led him to develop photographs at home. In late 1985, the Naval Investigative Service (N
and FBI becameware of alleged espionage acti
Concluding that he knew that the materials, if kept dteing conducted by a group of civilians in the Vallg
home, could result in damage to national security, ti@alifornia area. Utilizing information provided by g
court convicted Fleming under statutes, which apply tooperating citizen, investigators determined t
acts of espionage. However, no evidence was presentéaksified documents were being stolen from the ne
to the court that the Chief Petty Officer had intended ®hipyard and sold to a civilian in VallejoThe
provide classified materials to representatives of anothiarestigation revealed that documents were being
country. by the individuals who planned to take them to a fore
country to sell. Agents discovered that the soofc
Fleming was sentenced to four years confinement atite documents was an active duty Navy member g
was given a bad conduct discharge from the Navy. Bhipyard. Later in the investigation, one of the crimi

recommendedhat the reminder of the four-yearGarcia as the source.
sentence be commuted. He was released on parole in

On 19 March 1984, Ernst Forbich, a West Germapower there. Participants in the conspiracy carried
automobile mechanic was arrested in Clearwater Beactmcuments on commercial aircraft and had gathere
Florida, after paying $550 for a classified documennaterial at a residence in Manila. NIS agents in Ma
supplied by an undercover agent posing as an Arnentered the home with a search warrant and reco
intelligence officer. the documents before the planned sale.

NIS and FBI agents conducted in-depth surveilla|
of Garcia that corroborated and supported the evid
against him. When agents confronted Garcia
investigative findings, he admitted to the crimin
activity. At a General Court-Martial convened
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April 1989, a Navy parole board in San Diegarticipants cooperated with investigators and identified

1990. Agents learned the espionage scheme resulted in a
number of classified documents being taken to|the
Ernst Forbrich Philippines for the purpose of selling them to a foregign

the
l the
hila
ered

nce
bnce
vith
al

in

January 1988, Garcia was found guilty of espion

to commit larceny, sale of government property,

12 years confinement, reduced in rank to E-1, forfei
pay and allowances, and received a dishonor
discharge from the US Navy. Garcia had served in
Navy for 15 years.

Wilfredo Garcia

ge,

conspiracy to commit espionage, larceny, conspifacy

nd

violations of military regulations. He was sentenced to
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Otto Attila Gilbert Point Mugu from November 1984 to March 1986 en
Otto Attila Gilbert, Hungarian-born US citizen, wasabruptly on that date with his arrest on charges
arrestedon 17 April 1982 after paying $4,000 for attempting to sell half of an aircraft ordinance-load
classified documents provided by a US Army officemanual to an undercover agent with the alleged in
who was working as a double agent under Army contrdhat the document be transmittéa a foreign
government.
The officer, CWO Jano$zmolka, had been
approached in 1977 by agents of Hungarian military The Springfield, Missouri, native was separated fi
intelligence while on a visit to his mother in Hunganhis wife and in financial trouble at the time he attem
and had reported the contact to Army intelligence. Whik® sell the information, classified Confidential, for $4
stationed in Europe, Szmolka agreed to work as a double
agent. In 1981 he received $3,000 for 16 rolls of film Haguewood admitted that he believed the docun
of unclassified documents and was offered $100,0@0 question, a weapons-loading manual, was clasg
for classified material on weapon and cryptographi€onfidential even though it had been declassified a;
systems. time he sold it to the undercover agent. He was
$360 for the manual and a related document.
Szmolkawas assigned to Fort Gordon, Georgia, in
1980, but maintained his contacts with Hungarian On 19 June 1986, Haguewood pleaded guilty
intelligence, which led to the meeting with Gilbertviolating regulations governing the handling
Gilbert was convicted of espionage and sentenced ttassified documents as part of a plea-bargain agree
15 years in prison. and was sentenced to two years in prison and rect
a dishonorable discharge from the US Navy.
This case is considered to be a classic example of
recruitment based on a hostage situation since impliddmes Hall 1lI
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threats were made against the Hungarian relations of dames Hall lll, US Army Warrant Officer, was arres

ed

US service member. on 21 December 1988 in Savannah, Georgia, after
bragging to an undercover FBI agent that over a pgriod

Robert Dean Haguewood of six years he had sold Top Secret intelligence daj
Robert Dean Haguewoodlas a 24-year-old Pettifast Germany and the Soviet Union. At the time, K
Officer 3d Class, US Navy, assigned to the Pacifibelieved he was speaking to a Soviet intelligence off
Missile Test Center, Point Mugu Naval Station,
California. The Pacific Missile Test Center is a testing During this conversation, he claimed that he had I
site for the cruise missile. Haguewood'’s assignment atotivated only by money. He told the FBI agent, pos
as a KGB officer, “l wasn't terribly short of monely.
just decided | didn't ever want to worry where my n
dollar was coming from. I'm not anti-American. |wa
the flag as much as anybody else.”

Also arrested in Bellear, Floridayas Huseyin
Yildirim, code named “the Meister,” a TurkisH
American. Yildirim served as a conduit between H
and East German agents. He worked as a civ
mechanic at a US Army auto shop in Germany
the time.

Accordingto FBI sources, Hall started passi
documents to East German agents in 1982 while se
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James Hall Ill, sentenced to 40 years in prison for  jn \West Berlin as a communications analyst monitoting

selling Top Secret intelligence data to East Germany  gastern Bloc traffic. Later, Hall wagansferred to|
and the Soviet Union.
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Frankfurtwhere he continued to pass “massivincluding Ruby Louise Schuler and business associptes.
amounts” of highly classified data on communicationk October 1980, Harper married Schuler, a secrethary—
intelligence. Hall is believed to have receiveder book keeper at Systems Control Inc., which had defgnse
$100,000 from agents of two countries during this periamntractsrelated to the Minuteman missile system.
of time. Schuler, a 36-year-old alcoholic, brought her husband
into her office in the evenings and on weekends sp he
In July 1987, he was reassigned to Ft. Stewart, neanuld photograph documents from the office safe. She
Savannah, Georgia. Hall had been under investigatialso brought material home for photographing @nd
by FBI and US Army counterintelligence officers fowould return the documents to the safe the followjing
several months before his arrest. He had been obserdagl.
meeting Yildirim three times in Novembeand
December. According to US officials, the operation Schuler agreed to help her hushand commit espiohage
appeargo have inflicted serious damaga US out of love and greed. She was also an alcohSle
electronic intelligence activities in Europe. carried a bottle of vodka in her purse and drank dufing
work hours. On one occasion, a coworker accomp
On 9 March 1989, Hall was sentenced to 40 yearslier as she made a large cash deposit to her bank account.
prison, fined $50,000 and given a dishonorabl€oworkers noticed but failed to report her unusual
discharge. Yildirim was convicted 20 July 1989 obehavior.
scheming with Hall and sentenced to liferosecutors
contended that from 1982 to 1988, Yildirim carried Numerous overseas meetings wieedd in Vienna,
classified military intelligence from Hall to East BlocAustria; Switzerland and Warsaw, Poland. At gne

agents and returned with money. meeting in Warsaw, on 5 June 1980, the documgnts

Harper provided the Poles were determined to bg so
James Durward Harper, Jr. and valuable that he was paid $100,000 in $100 bills. Dufing
Ruby Louise Schuler the approximate eight years of his espionage actiyity,

James Durward Harper, Jr., a freelance consultittarper received at least $250,000.
engineer and an ex-Marine, began working for Polish
intelligence in 1975. He was introduced to the Poles byln 1981, Harper anonymously contacted a lawyer in
a longtime business associate, William Bell Huglean attempt to gain immunity from prosecution by turnjng
Harper was given a list of high technology items desiregtate’s evidence. Through a combination of information
by the Poles and paid $10,000 as advance money dained in what little Harper told his lawyer and bits @nd
his efforts in obtaining these items. Polish intelligengaieces of information passed by a Polish agent of the
was so impressed with the information Harper providedentral Intelligence Agency, the FBI was able|to
that they made an early decision to bypass Hugle apstablish Harper’s Identity.
deal directly with Harper.

Harper, who did not have direct access to classified .
information, initially obtained information from friends =t
SL
= |
w .5'-‘“-:]"' =L
. I1I'l.. § : I:::
James Durward Harper, Jr. Ruby Louise Schuler
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The 49-year-old Harper was arrested on 15 Octobaccidentally been mixed in with some study matef
1983. His wife died of cirrhosis of the liver in June he brought home from work.
1983. It was discovered that Harper had classified
documents in his home as well as up to 200 pounds oDuring polygraph examinations on 7, 8, and 9 Aug

als

ust

classified documents hidden in other locations. Thed®85, Hawkins indicated deception. Upon interrogatfon,
documents concerned lasers, satellites, and advanttalvkins admitted that he had taken the secret messgages

weaponry. Itwas eventually determined that the Sovietss “souvenirs” and also stated that he had taken fi

e or

who had acquired Harper’s information from the Polesjx classified messages from COMSUBGRU-8 and
had gainedaccess to ovet00 highly sensitive thought about engaging in espionage. Hawkins further

documents dealing with the MX and Minutemarconfessed to taking about 15 additional Secret mesg
missiles and other US nuclear defense capabilities. with the idea of selling them to a hostile intelligen
service.

Harper was sentenced to life imprisonment on 14 May
1984. Expert testimony at Harper’s trial stated that the Hawkinswas charged with violation of Article 92
secrets Harper sold could impair the nation’s defens&ongful removal of classified material and wrong

ages
ce

ul

program into the 21century. Harper had confesseddestruction of a Top Secret message. A General Cpurt-
that he sold the secrets for the “money and the thrill dartial was held 14-15 January 1986, and Hawkins was
it.” The judge urged that Harper never be paroledentencedo a bad conduct discharge, one-yg¢ar

stating, “You are a traitor to your country who committed¢onfinementat the US Navy Brig at Philadelphi
the crime not for any political reason but for greed.” Pennsylvania, and reduction in grade to E-1.

Stephen Dwayne Hawkins Joseph George Helmich

On 18 June 1985, a witness reported seeing Joseph George Helmich, Jr., was born on 13 July ]
confidential message at the off base residence iofFort Lauderdale, Florida. His parents were divorg
Quartermaster Third Class Stephen Dwayne Hawkiasd his mother remarried a career Army offic
in Naples, Italy. NIS special agents interviewedHelmich was a high school dropout who enlisted in
Hawkins, but he denied any knowledge of a classifiddS Army on 8 November 1954 at 17 years of age.
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message at his home. Later, he admitted to havimgstrained in communications at the southeas

ern

mistakenly taken the message home and added thatSignal School and served in Korea from October 1955
did not know about the message until his neighbao February 1957. In 1958, he was granted a GED
pointed it out to him. Hawkins stated he then laced thegjuivalency for high school, married a US citizen who
message in his briefcase and returned it to his untitad been married previously, and in April of that ypar
COMSUBGRU-8. Asearch of Hawkins’home revealedvas assigned to the Signal Company of the US Army

two CIA originated Secret/Noforn/WNintel messagesCommunications Zone, Orleans, France, wher
Hawkins explained that the messamest have served until April 1959.

1960 to March 1963, he was assigned to the 275th

Company, Paris. While serving in Paris, he v
appointed Warrant Officer (22 December 1961). A
leaving Paris, he went to Fort Bragg, North Caroli
where he served in a signal battalion until July 19
With US involvement in Vietnam, Helmich was se
there where he worked in two signal units betws
September 1964 to December 1965. He returned t
United States and from January to November 196
was at the school and training center at Fort Gor
Georgia. Heresigned fromthe US Armyon

Joseph George Helmich

he

From April 1959 to April 1960, he was assigned| to
the US Army Gatrrison, Paris, France, and from May
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4 November 1966 rather than face termination after hi964, he had one more meeting with Soviet intelligence,
clearance was revoked on 22 September 1966 becatlse time in Mexico City. He claimed that he passed no
of financial instability. material then but he was given several thousand dojlars.
It was at this encounter that he probably told the Soyiets
Helmich was granted a TOP SECRET clearance all he knew about the new cryptographic system
the US Army Signal Training Center, Fort Gordon, oifKW26), which had just been introduced at Fort Bragg.
10 February 1958 based on a background investigatiéfier the 1964 meeting with Soviet intelligence [in
(Bl) completed by Third Army on 30 January 1958Mexico City, he had no contact with them except pne
On 26 June 1958, Headquarters, US Armietter and one visit to the Soviet Embassy in Ottawa,
Communications Zone Europe based on the same Blanada. He admitted being paid in toto betwgen
granted him a cryptologic clearance. Years later, in eai$1.31,000 and $141,000 by Soviet intelligence.
1974, the FBI furnished the Army an unknown subject
profile of a Soviet intelligence service agent, who was In 1964 his purchase of expensive cars, a house} and
an Army member during the mid-1960s. Later in 1974ther expensive items led to questions concerning his
Helmich was identified by the Special Operationsinexplained affluence and resulted in his bejng
Detachment, US Army INSCOM, as the only persomvestigated. He explained his affluence as being| the
meeting the FBI profile. The FBI began debriefingesult of an inheritance from his grandmother and by
Helmich during the summer of 1980 and, although heturns from “investments” he made in France. [He
initially claimed to have been recruited, he later admittefused a polygraph examination, and the investiggtion
that he had contacted a member of Soviet intelligeneeas terminated. Shortly afterward, he was transferred
in Paris and offered to sell classified information.  to Vietnam.

Helmich stated that in January 1963, he was severalAfter he returned from Vietnam, he had no accegs to
hundred dollars in debt and had written a number ofassified material; his financial irresponsibility resulted
worthless checks. His commanding officer in Paris revocation of his clearance. On 4 November 1966,
called him in and gave him 24 hours to clear up hise resigned from the Army in lieu of being forced qut.
debts and redeem the worthless checks or face a cottte drifted through a variety of menial jobs and eyen
martial and ejection from the service. Thereupon, hHeed to reenlist in the Army. He also wrote a lettel to
walked into the Soviet Embassy in Paris with classifiethe Soviets in an attempt to reestablish contact ith
teletype tape to establish his bona fides. The followirthem, but received a honcommittal answer suggesting
day his Soviet GRU handler gave him enough monde come to Paris. In 1980 he visited the Soviet Embpssy
to settle all his debts and buy a miniature camera. Duriimg Ottawa to reestablish contact and to inquire alpout
the next few weeks, until his rotation from France tdématching funds,” which he had been told wegre
Fort Bragg, Helmich met by his own count with hisdeposited in Switzerland each time he received payment
handler more than a dozen times about half of themfedm the Soviets. The visit was unsuccessful, and he
the Soviet Trade Mission. During these meetings, heas told again to travel to Paris.
furnished key lists, tapes, plain-text messages, portions
of a maintenance manual, and access to a set of rotor§uring the latter half of 1980 and early 1981, the KB
he was also trained in tradecratft. debriefed Helmich, concluding with polygraph

examinations in February 1981. During thgse

While assigned to Fort Bragg, Helmich flew to Pariexaminations, deception by him was indicafed
and met with his GRU handler on four occasions. Ea@woncerning his passing information about one of |the
time, he carried copies of key lists that he hadryptographic systems during the Mexico City meeting
photographed while on duty as Officer-of-the-Day. Oand the involvement of another person in his actiyity
the second trip, he stayed at the Soviet Trade Missiamith the Soviets. In July 1981, Helmich was arrested
On the next trip, his wife and sister accompanied hinand indicted on four counts of espionage. In Octqber
and on the last trip, his wife may have gone with hinhe pleaded guilty to one count of espionage and |was
During the last trip, in February 1964, he told his handleentenced to life imprisonment; he would have to s¢rve
that he had been alerted for transfer to Vietham. In July) years before being eligible to apply for parole.
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The key to this case appears to be the handling asfsisting him to resolve his chronic financial proble
Helmich’s financial situation in Paris in January 1963e might never have contacted Soviet intelligence.

He was in a desperate situation and was forced inttanagemenbeen curious about his immediate

desperate measures by insensitive managenidig. repayment of his debts, there may not have been
is notto excuseHelmich’'s actions. Although than the initial loss of material. Had there bee
management cannot be held responsible for Helmichisquirement for a periodic polygraph examinati
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financial irresponsibility, it placed him in an untenablédelmich might not have contacted the Soviets. And, if

position after the fact. Then, when HelmickHelmich had not been investigated in 1964, his rec
miraculously paid all his debts and redeemed his cheakeuld have been destroyed and so he would not
in a matter of hours, there was no apparent curiosity baen identified. One of the major factors in identify
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have
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the part of management. Once the contact with thén was that he refused to take a polygraph examingtion.

Soviets had been made and the initial payment accepted,

Helmich belonged to them for as long as he was useRilidolph Albert Herrmann

to them. Rudolph Albert Herrmann, a KGB officer, enter
the United States illegally with his family from Cana

bd
da

By 1964 his lifestyle and purchases of expensive cars1968. He operated as a Soviet agent within the United

and other itemsvere obvious signs of unexplaine8tates under the guise of a freelance photograptier
affluence. The resultant investigation did not resolvarimary assignment was political information.

the questions. He claimed to have inherited money from

his grandmother—he had inherited a few thousandwhile Herrmann claimed not to have recruit
dollars in 1958—but had spent the sum in a short timAmericans for espionage, he admitted to hayv
and he claimed to have made profitable investmentstiansmitted sensitive information collected by ot
France. When asked to take a polygraph examinatiogpies and to actings a courier for the KG
he refused. The investigatiamas then terminatedpprehended by the FBI in 1977, he agreed to op4
without any apparent effort to verify his claims ofas a double agent until the operation was terminate
investments in France, although US foreese still 1980.

present there. At least one Army enlisted man, a

subordinate of Helmich, and his wife knew of his flights Herrman and his family were granted asylum in
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to Paris, but did not report these facts. His wife knelsnited States and were resettled under a new identity.

that he was photographing classified material in his
home, but never reported this until after his trial. Brian Patrick Horton
Brian P. Horton enlisted in the US Navy in Aug
This case, in retrospect, is basau a series 179, completed basic training, and served aboar
fortuitous circumstances. If Helmich had worked in &S aircraft carrieEnterpriseprior to being reassigne
“no lone” environment, there would have been littléo the Nuclear Planning Branch, Fleet Intelligen
opportunity to remove or photograph classified materiaCenter, Norfolk, Virginia. While at the latter assignme
If management has been more sensitive and helpfuldetween April and October 1982, the 28-year-
married analyst placed four telephone calls and w
one letter to the Soviet Embassy in Washington,
In his communications, he offered to sell classif]
military information to the Soviets.Specifically
mentioned by him was his access to the Single Integ
Operations Plans, a classified master plan of how
United States would fight a war.

In June 1982, an extensive NIS/FBI investigation
initiated based on the above communications.
investigation subsequently identified the Navy mar]
Intelligence Specialist Second Class Brian Pat

Brian Patrick Horton
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Horton, assigned to the Nuclear Strike Planning Brangiolygraph examination, which indicated h
at the Fleet Intelligence Center, Europe and Atlanticyvolvement in petty theft and drug use. According
located in Norfolk, Virginia. newsreports, Howardvas one of two former CIA
employees identified by Soviet KGB defector Vita
After documenting his activities through sophisticatedurchenko who sold classified information to Sov
investigative techniques, Horton was interrogated aimtelligence. Howard worked for the CIA from Janug
admittedefforts to commit espionage. During1981 until June 1983.
prepolygraph interrogation on 2 and 3 October 1982,
Horton additionally admitted that he had single Although placed under surveillance by the FBI at
integrated operations plans (SIOP) for sale. Based 8anta Fe, New Mexico, home, Howard, who had 4
evidence accumulated during the investigation, Hortdrained in surveillance and evasion tactics, eluded
chose to plead guilty under a pretrial agreement thaBl team and fled the United States. At the time
includeda posttrial grant of immunity. This allowedwas workingas an economic analyst with the N
NIS to question Horton after his conviction andviexico Legislature.
sentencing for a period of up to six months to determine
any damage to national security caused by his actionddowardwas born in Alamagordo, New Mexico
1951. His father was a career Air Force sergeant.
This technique, now labeled the “Horton Clause” bgraduated from the University of Texas in 1972.
the NIS, allows not only for prosecution but also for aerved for four years with the Peace Corps in S
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determinationas to any possible damage to nationaghmerica and the United States. From 1976 to 1979

damage assessment is considered after the prosecublemelopment. He returned to the United States
phase, which entices the suspect to cooperate und@btaineda master’s degree in business administr
post trial grand-of-immunity in an effort to reduce higrom American University. After his graduation, he wq
sentence. to work for the CIA.

Horton was convictedn five counts of failure to  He allegedly met with KGB officers in Austria on 2
report contacts with hostile country nationals and orgeptember 1984 and received payment for class
count of solicitation to commit espionage. He wamformation. He is reported to have revealed to the K
sentencedo six years confinement at hard laborthe identity of a valuable US intelligenseurce in

forfeiture of all pay and allowances, a dishonorablgloscow. It was also reported that five Americ
discharge, and reduction in pay grade to E-1. diplomats wereexpelled from the Soviet Unioas

persona non gratas a result of information provide
Edward Lee Howard by Howard.

Edward Lee Howard, former CIA officer, was
reportedly forced to resign in June 1983 after failing a On 23 September 1985, espionage charges werg
in a federal arrest warrant issued in Albuguerque. H
charged with conspiracy to deliver national defe
information to an unspecified foreign government.

security. With the advent of the “Horton Clause,” thevas in Peru working for the Agency for Internaticgal
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On 7 August 1986, Howard was granted “The Ri
of Residence in the USSR” by the Soviet Uni
According to anzvestiaarticle, Howard’s request f

from the Special Services (Soviet term for CIA) of

USA, which groundlessly (without reason) are followi
him.” The Presidium of the Supreme Soviet, “guid
' ; by humanitarian considerations,” granted politi
Edward Lee Howard asylum to Howard.
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Ronald Louis Humphrey officer, the Soviets evaluated him for nearly a year before
Ronald Louis Humphrey was hired by the Unitecsking him to photograph classified documents.
States Information Agency (USIA) in 1966 as a civilian
program evaluator. He held both a bachelor and master'$n written instructions to the Air Force office
degree from the University of Washington. AlthougHzmaylov said he was only interested in current material
married, Humphrey had a mistress in Vietham and wasncerning the advanced and prospective weagon’s
attempting to get the mistress and her children out sfstem such as being developed under the SDI program.
Vietnam in the mid-1970s. All transactions and communications were to be carried
out by the use of dead drops at remote locations.
Beginning in 1976, Humphrey obtained State
Department material for passage to a Viethamese studenzmaylov was expelled from the United States [for
in the United States, Truong Dinh Hung. Truong, imctivities incompatible with his diplomatic role. He
turn, passed the information to a courier for delivery tthe highest-ranking Air Force officer at the Sovjet
Vietnamese officials. The information passed include&mbassy.
but was not limed to, .. information concerning United
States political, military, and diplomatic relations,Randy Miles Jeffries
efforts, and intelligence assessments” in Thailand, From 14 December to 20 December 1985, Randy
Singapore, Vietham, China, and Ethiopia. Miles Jeffries was in contact with Soviet intelligence
officers and subsequently with agents of the Federal
On 31 January 1978, both Humphrey and Truong weBureau of Investigation who were posing as Soviet
arrested on a seven-count indictment charging espionagtelligence officers. The 26-year-old Jeffries, marrjed
on behalf of Vietham. The 42-year-old Humphrey waand the father of three children, requested $5,00Q for
charged with conspiring with Truong to deliver classifiedecret and Top Secret documents. Jeffries had
State Department communications “relating to thé0 pages of classified documents, including transcfipts
national defense of the United States” to Vietname$mm Department of Defense testimony before the
officials. A search of his apartment revealed classifiedouse of Representatives Subcommittee on|the
document as well as notes on how to recruit spies. Procurement of Military Nuclear Systems. Hired only
six weeks previously as a $500-per-month messehger
Humphrey and Truong were sentenced on 7 July for the Acme Recording Company, Inc., Jeffries had

15 years each in prison. worked from 1980 to 1982 for the Federal Bureay of
In-vestigation. Jeffries was a known drug user; howgver,
Vladimir Izmaylov his background investigation did not reveal gny

On 19 June 1986, GRU Colonel Vladimir Izmaylovcausative factors for withholding a security clearance.
was apprehended by the FBI as he tried to dig up secret
documents left as part of a joint FBI-Air Force double- During the time Jeffries was employed by Acme,| he
agent operation. The documents had been buried negt aside material intended for destruction and cafried
to a telephone pole in rural Maryland. Before he wabem out of his place of employment hidden under| his
arrested, Izmaylov buried a milk carton with the latestoat. He contacted the Soviet Military Office |n
installment of the $41,000 he paid the US officer fovWashington, DC, in person in an attempt to sell [the
military documents. documents. In subsequent contacts he used a ¢over

name of “Dano.” The material he passed to the Soyiets

Izmaylov had been trying to obtain classifiedncluded transcripts of US nuclear war-fighting
documents about the US program to develop a spaceachines, vulnerabilities of US computer and telephone
based defense system against missiles. He was agstems, and operating areas of the Trident submarine.
interested in details of the cruise missile program arde planned to also sell additional sensitive documgnts
the technology used to help military aircraft escapen command, control, communications, and intelligence
detection by radar and a hypersonic passenger jetkno(@31) as well as Top Secret data on US Navy
as the transatmospheric vehicle. According to the U mmunications systems used to signhal nuclear

submarines.
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nine years in prison. Communist members of the academic community,
1971 they became naturalized citizens.
Mikhail Katkov
Mikhail Katkov, a second secretary assigned to theTwo years later, Karl obtained a translator’s job w
Soviet Mission at the United Nations, was detained the CIA where he translated Top Secret materials

attempting to acquire defense-related technology. ks arrested after being observed making frequ
was orderedo leave the Unitedstates on the contact with KGB operatives.
following day.
According to federal prosecutors, Mrs. Koect

Although few details about the case have beaperated as a paid courier for Czech intelligence
released, officials acknowledged that Katkov had bed883. An FBI agent testified that from February 19
under surveillance for “some time” and that his activities® August 1983, Karl Koecher passed on
amounted to “not a high deal, but nonetheless seridigechoslovak intelligence highly classified mater
espionage.”According to a State Department sourcancluding names of CIA personnel.
Katkov was the 42 Soviet representative to have been
expelled from the United States for espionage sinceThe case never came to trial. On 11 February 1
1950. the Koerchersvere exchanged in Berlin for Sov

dissident Anatoliy Shcharansky.

Bruce Leland Kearn

Bruce Leland Kearn, Navy operations specialisRenyu B. Kostadinov
assigned as command Secret control officer on boardPenyu B. Kostadinov, a commercial counselor at|

convicted at a General Court Martial for dereliction ofh December 1983 at a New York restaurant as

communicating classified documents to unauthorizd¢bstadinov had attempted to recruit a graduate stu
persons.No nation was hamed as having received anyho had access to documents related to nuclear e
of the classified documents. The American agreed to work under FBI control
apprehend Kostadinov.
While absent without leave, Kearn left behiad

briefcase, which was found to contain 147 classified One of Kostadinov’s official functions was to arran
microfiche (copiesof 15,000 pages of Secret for exchange students between Bulgaria and the U
documents), seven Confidential crypto publications, and
child pornographic photographs and literature. He was
sentenced to four years confinement.

Karl F. Koecher

Karl F. Koecher, former CIA employee, and his wife,
naturalized US citizens of Czechoslovak origin, were
arrested 27 November 1984 as they were preparing to
fly to Switzerland.

At the time, Karl Koecher was believed to be the first
foreign agent to have penetrated the CIA for having
operated successfullgs an “illegal” for Czech
intelligence for 19 years. In 1962, Czech intelligence
trained Koecher to be a foreign agent. He and his wife
staged a phony defection to the United States in 1965, Karl E. Koecher

duty and willfully delivering, transmitting or exchangedh sum of money for classified material.

On 13 March 1986, Jeffries was sentenced to threednd soon they became knows  outspoken agnti-
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New York City on 17 December 19&& he wad975. Koecher, who claimed that he was a double agent,
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the USSTuscaloosawas arrested in March 1984 andBulgarian Commercial Office in New York, was arresfed

he

dent

ergy.
to

ge
nited

270



Decade of the Spy

States. Although Kostadinov claimed diplomatic The former Chief Petty Officer was employed ap a

“swapped” along with three other Soviet Bloc agentmformation because he was short of cash and
for 25 persons who had “been helpful” to thewith the Navy.
United States.
Kunkle was indictecbn one count of attempt
Craig Dee Kunkle espionage and ordered held without bond. He pleaded
The FBI arrested Craig Dee Kunkle, former Chiehot guilty to the charge. On 4 May 1989, Kunkle
Petty Officer who specialized in antisubmarine warfarehanged his plea to guilty because, he said, he digl not
on 10 January 1989 as he attempted to sell classifiednt to subject his family to a trial. He faced a maxi
information for $5,000 to FBI agents posing as Sovietentence of life in prison and a $250,000 fine. The jydge
diplomats. The arrest took place at a Williamsburgijmposed a 12-year sentence that was agreed upgn by
Virginia motel. prosecutors and Kunkle’s attorneys. The judge, nating
Kunkle’s money problems, fined him $550. He is not
On 9 December 1988, Kunkle mailed a packet ddligible for parole and waplaced on three yedrs
diagrams, photographs, and information related farobation in addition to the sentence.
antisubmarine warfare tactics to an Alexandria, Virginia,
post office box he believed to be a Soviet drop pointuriy P. Leonov
The material was collected by Federal agents who hadOn 18 August 1983, Yuriy P. Leonov, a lieutenant
been in communication with Kunkle on six previousolonel in the GRU (Soviet military intelligence), under
occasions. cover as a Soviet Air Force attaché, was apprehenpded
after receiving 60 pounds of government documents
An investigation by the Naval Investigative Servicdrom an editor working under FBI control.The
and FBI began in early December 1988, when Kunklefsllowing day Leonov, who had diplomatic immuni
attempt to contact the Soviet Embassy in Washingtaras declaregersona non gratand expelled from th
was intercepted. Kunkle had served for 12 years in thinited States.
US Navy in antisubmarine squadrons in the Atlantic
and Pacific fleets and was discharged in 1985 “underThis ended a two-year recruitment attempt by Leohov
less than honorable conditions,” reportedly for multiplagainst Armand B. Weissn editor of technigal
incidents including indecent exposure. Kunkle also hagaliblications and a former government consultant.
a history of alcohol and drug abuse in addition to marithlad previously held a Top Secret clearance. Injall,

duty, he held a Secret clearance. publicationson weapon systems. Ultimately, Leonpv

Weiss provided the item with a large number of hig
technical publications for $500 cash. Leoreas
arrested by FBI agents waiting outside the editor’s offjce.

Clayton John Lonetree
Clayton J. Lonetree enlisted in the US Marine Cdrps
and in 1984 was posted to Moscow, USSR, wher¢ he
served as part of the Marine Corps Guard Detachinent
for the US Embassy. During his assignment in Mosdow,

Lonetree had an affair with a Soviet woman, Violatta

Seina, who had previously been a telephone opefator
and translator at the US Embassy. Soon after t{heir
relationship began, Seina introduced Lonetree to| her

Clayton John Lonetree, found guilty of espionage
on 21 August 1987.
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“Uncle Sasha” whowas later identified by US Alice Michelson
intelligence as being a KGB agent. The FBI arrested Alice Michelson on 1 October 1984
as she was boarding an airline flight in New York bouind
In December 1986, Lonetree turned himself in téor Czechoslovakia. Michelsomn East German
authoritiesat the US Embassy in Vienna, Austrianational, had in her possession tape recordings hifilden
Lonetree was tried on 13 counts, including espionage. a cigarette pack.
Among these countwere charges that he conspired
with Soviet agents to gather names and photographs oMichelson was in the United States as a couriel for
American intelligence agents, to provide personalit$oviet intelligence. Her assignment was to meet with a
data on American intelligence agents, and to providéS Army sergeant who was to provide her wjth
information concerning the floor plans of the Ulassifiedmaterial. Unknown to Michelson and her
Embassies in Moscow and Vienna. On 21 August 1983¢viet handlers was the fact that the sergeant was a
the 26-year-old Lonetree was found guilty of espionaggouble agent, posing as a KGB collaborator.
and 12 related charges.
Michelson wasindicted and held without bailf
On 24 August 1987, he was sentenced to 30 yearshiowever, before coming to trial she was “swapped|' in
prison, fined $5,000, lost all pay and allowances, reducddne 1985 along with three other Soviet Bloc agénts
to the rank of private, and given a dishonorablér 25 persons who had “been helpful” to the Unifed
discharge. On 27 February 1996, Lonetree was releasttdtes. The FBI described the case as a classic|spy
from prison. operation.

John Raymond Maynard Richard Miller
John Raymond Maynard, a US Navy seaman, whileOn 3 October 1984, Richard Miller, the first FBI
on unauthorized absence, was found to have 51 Tepecial agent to be indicted for espionage, was arr¢sted
Secret documents in his personal locker. Until the timgith two accomplices, Svetlana and Nikolai
of his arrest in August 1983, Maynard was assigned @gorodnikov.
the staff of the Commander-in-Chief Pacific Fleet in
Hawaii as an intelligence specialist. He was convicted According to news reports, Miller provided classified
at a General Court Martial for wrongfully removingdocuments to the Russians in exchange for a promise
classified material and wasentenced to 10 year®f $50,000 in gold and $15,000 in cash and the sexual
confinement. favors of Svetlana, a Russian emigre who, as a KGB
illegal agent, developed Miller for recruitment ahd
introduced him to a KGB officer.

Miller, who was married and had eight children, had
trouble keeping up with the mortgage payments or] his
home in San Diego county and had been moonlighting
to keep afloat financially. Compounding his problems
was a two-week suspension without pay in April 1984,
because of what FBI officials described as a chronic
problem of being overweight. Only a few weeks after
his suspension, Miller was approached |by
Ogorodnikova and asked to become a Soviet spy. Mijller,
who was assigned to the counterintelligence squad| met
Ogordnikova clandestinely.

On one occasion, Miller waited outside while
Ogordnikova visited the Russian consulate general in
San Francisco. Miller stated, but later denied, that he

=

Richard Miller, the first member of the FBI to be
indicted for espionage.
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had let her take his FBI credentials into the consulaterancisco de Asis Mira

After discussions between Ogorodnikova and a seniofFrancisco de Asis Mira, a Spanish-born naturalized

consulate official, Aleksandr Grishin, including aUsS citizen, entered the Air Force in May 1979. He \
conversation that the government presented as wirembsequently assigned to detachment 1, 601st Ta
evidence, the couple planned a trip to Vienna. Thet@pntrol Group, Birkenfeld, West Germany. Serge
prosecutors said Miller was to meet at a safehouse wiitira had been disgruntled because he had been tr
KGB officials. Grishin was later named an unindicteds a computer technician but was not being used in
coconspirator and left the United States. Miller did natapacity. Beginning in May 1982, while still assign
go to Vienna. A week before the departure date, e West Germany, Mira initiated a method of pasg
went to his FBI supervisor and reported his dealingsassified defense information to the East German $
with Ogorodnikova. A search of Miller's residenceSecurity Service.
uncovered several classified documents.
Mira sneaked a 35-mm camera into the radar
At the time of their trial, the Ogorodnikovs werewhere he worked and photographed the cover
accused of having been “utility agents” for the KGBandom pages of code books and maintenance sche
since 1980. After a 10-week trial, and in an agreementt Air Defense Radar installations. He processed
with federal prosecutors, each pleaded guilty to omotos, with the help of his girlfriend, and then us
count of conspiracy. Nikolai Ogorodnikov wastwo local minor drug dealers to carry the materia
immediately sentenced to eight years imprisonment. Hiast Germany and attempt to make contact with
wife later received a sentence of 18 years. KGB. Mira also sent a request for $30,000 to $50,
for the film. The requested amount of money was
Richard Miller pleaded innocent and after 11 weeksrovided but the East Germany intelligence officer
of testimony, a mistrial was declared. Following &xpress interest in a longer term relationship. The
second trial, which ended on 19 June 1986, Miller wasug dealers were told by the intelligence officer to 3
convicted on six counts of espionage for the Sovithieir drug dealing and obtain steady employment.
Union and bribery. His claimed that he was trying to

infiltrate the KGB as a double agent was rejected byThe drug dealers made four trips between Septe{I]ber

the jury. 1982 and March 1983, each time passing inform
provided by Mira, and were paid between $1,136
On 14 July 1986, Miller was sentenced to two lifé1,515 per visit. Realizing he was “in over his he
prison terms plus another 50 years and fined $60,0@Md feeling used by his accomplices, Mira sough
This conviction following his second trial wasextricate himself from a bad situation.
overturned in 1989 on the grounds that US District Judge
David Kenyon erred in admitting polygraph evidence. In March 1983, Mira went to the Air Force Office
Special Investigations (AFOSI) and related what he
Miller was granted bail in October 1989, whiledone, not realizing how thorough the investigat
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awaiting a new trial on charges that he passed Top Segreicess would be. Under guestioning, Mira claimed

FBI data to the Soviet woman who was his lover. Millethat he wanted to become a double agent and th
was forbidden to leave the Los Angeles area withotwanted to show the Air Force | could do more with

special permission and underwent therapy as ordeiiatklligence.” But in subsequent interviews he admi
by the Probation Department. he had originated the idea to commit espionage to
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some money and enlisted the two West Germans to assist

On 9 October 1990, he was convicted on all countsm. He was disgruntled because he had not gotte
of espionage for the second time. On 4 February 19%ksignment he wanted.
he was sentenced to 20 years in Federal prison. On 28
January 1993, a federal appeals court upheld hidn August 1984, Mira was dishonorably discharg
conviction. On 6 May 1994, Miller was released fronand sentenced to 10 years confinement. Under a
prison following the reduction of his sentence to 13 yeasrgain he would serve only seven years of the sent
by a Federal judge.
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Samuel Loring Morison noted by authorities who instituted an investigatior| of

Samuel Loring Morisorwas born in London, the leaked information. The joint investigation by the
England,on 30 October 1944, where his fatieas Naval Investigative Service and the FBI led to Morispn,
stationed during World War 1. Much of Morison’s resulting in his arrest on 1 October 1984. A search of
younger years were spent in New York and Maine. Hdorison’s apartment in Crofton, Maryland, revealed
attended Tabor Academy, a college preparatory schagveral hundred government documents. Many of the
in Massachusetts and in 1967 graduated from tlilmcumentsvere classified.
University of Louisville.

Investigations of this incidemtever revealed ahy
His family has a history of service to the US defensiatent to provide information to a hostile intelligence
community, and his paternal grandfather was a Nawgrvice. Morison was charged with espionage and theft
historian. His grandfather was also a Rear Admiral irof government property and at his trial he testified that
the Naval Reserve and a professor at Harvard Universitys only purpose in sending the photographiatme’s
Morison served as an officer in the US Navy to includeras because the “public should be aware of what|was
duty off the Vietnam coast in 1968. In 1974, Morisorgoing on on the other side.” On 17 October 1985 jand
was employed as an analyst at the Naval Intelligendéorison wasfound guilty in Federal Court of the
Support Center (NISC). charges in Federal Court and on 4 December 1985| was
sentenced to two years in prison.
In 1976, Morison affiliated himself witdane’s
Defense Weeklpy doing part-time worlkas the Tommaso Mortati
American editor for the London-based firm. In the years Tommaso Mortati, former US Army paratrooper, was
that followed, Morison became increasingly dissatisfiedrrested in Vincenza, Italy, by Italian security authoritles.
with his position at NISC and more intent on obtainingde was charged with passing Top Secret documerts to
a full-time position withJane’swhere he was earning the Hungarian military intelligence service.
up to $5,000 per year for his part-time employment. As
a GS-12 Soviet amphibious ship analyst with a Top According to European news reports, the former afmy
Secret clearance, Morison providéghe'swith three sergeant who was born in Italy, confessed to disclosing
Secret satellite photographs that he had taken in Jglgcrets about American and NATO bases in Italy, jand
1984, from the desk of a coworker at NISC. Thelaimed he belonged to a still-active espionage net| He
classified control markings were cut away by Morisoiis presumed to have been a member of the same nefwork
before mailing them tdane’s that included the Clyde Lee Conrad spy ring in Bad
Kreuznach, Germany.
Jane’s in turn, published the photographs, which
depicted a nuclear-powered Soviet aircraft carrier underMortati emigrated to the United States where|he
construction. The 11 August 1984 edition dhne’'s, obtained US citizenship. He left the army in 1987 put
which included these still classified photograplas remained in Italy as his American wife continued|to
work for the U.S. Army base in Vincenza.

U

Mortati’s arrest followed that of Hungarian-bofn
naturalized American Zolton Szabo who recruifed
Mortati in 1981, sent him for two weeks of training|in
Budapest, and continued to be his contddbrtati
confessed to Italian authorities that he attempted to ribe
several ltalian officers in 1984 and 1985, offering money
for information.

Press reports state that Italy’s military secret seryice
7] was informed about Mortati's activities by German gnd
Austrian counterintelligence authorities. A searcH of

1

Samuel Loring Morison
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his home revealed a hidden two-way radio to transmitFrom Sucre he went to La Paz where a Soyiet
his reports in code. Up until the time of his arrest, hEmbassy official arranged for his flight to Moscopw.
had received $500 a month from the HungariaNesbitt claims he stayed 11 days in Moscow in a gafe
Intelligence Service plus a payment for every repottouse, wrote from memory 32 pages detailing [US

filed based on its importance. defense communications, was polygraphed, toured the
city, and met important KGB personnel. However,|he
Michael R. Murphy grew upsetbver the Soviets’ failure to grant him

Michael R. Murphy, a US Navy Seaman assigned titizenship and provide him with an apartment a
the USSJames K. Polkreportedly made several callsjob.
to the Soviet Mission to the United Nations in June 1981.
Murphy offered to make a deal, which he said “would He returned, in a circuitous route, to Guatemala wiere
benefit both the Soviets and himself.” He was offerelle contacted US authorities who then accompanied him
immunity from prosecution in exchange for cooperatiorio Washington, DC. He was met by the FBI and arrepted
A polygraph examination indicate that he had contactdd days later. He offered his services as a double agent
the Soviets three times, but had not passed attythe FBI claiming he did not give the Soviets gny
information. In August 1981, Murphy was dischargeduseful information. The National Security Agengy,
from the Navy. however, determined that information Nesbitt said| he

provided is still classified.

Frank Arnold Nesbitt

Frank Arnold Nesbitt, a former Marine and Air Force The former communications officer served in {he
communications officer was arrested by the FBI on lailitary between 1963-66 and 1969-79. On 8 Novenber
October 1989 and charged with delivering unauthorizeib89, he was indicted on a charge of conspiring with a
information to the Soviet Government. Soviet agent to pass sensitimational defensed

informationto the Soviet Union. Nesbitt initially

Neshitt, a Memphis, Tennessee, resident, left behipieaded innocent to espionage and conspiracy chgrges.
family and bewildered colleagues in June 1989,
appending a terse note to his weed trimmer (“I'm gone. According to his lawyer, Nesbitt “wanted to haye
Don't look for me.”) and flew to Belize in Central some excitement in his life.” A Soviet foreign minister
America. Plans to settle there did not work out, so hepokesman has said that Neshitts denied Sqviet
movedon to Guatemala City where he enrolled ircitizenship because a check of his autobiography he
Spanish classes. In August while sightseeing in Sucgave the Soviet parliament “led to suspicion of his
Bolivia, he happened to board a bus full of Russigoossible connections with the criminal underworld.
Ballet dancers. He attended the ballet that evening and
the next day bumped into a Soviet official traveling with On 1 February 1990, Neshitt changed his plea to glilty
the group. This meeting set in motion his trip tan order to receive a substantially reduced sentencel On
Moscow. 27 April he was sentenced in US District Court to]10
years in a psychiatric treatment facility at a fedgral
prison. His psychiatric evaluation states that he suffers
from severe personality disorders.

Bruce Damian Ott

Bruce Ott originally from Erie, Pennsylvania, joingd
the US Air Force in December 1983, having first seryed
four years in the US Army reserve. Ott was a hligh
school honors student, who in April 1984 was assigned
duties as an administrative clerk at the First Stratggic
Reconnaissance Wing, Beale AFB, California.

Frank Arnold Nesbitt
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In early January 1986, Airman 1st Class Ott, then 2B an attempt to release himself from pressures ar
years old, attempted to contact the Soviet Consulaave his fading self-image.”
General in San Francisco, California, for the purpose
of providing sensitive material to the Soviets. Anvuriy N. Pakhtusov
investigation was initiated, and Ott was arrested on 22Yuriy N. Pakhtusov, a lieutenant colonel in the So
January 198éby Air Forc®ffice of Special army, arrived in the United States in June 1988.
Investigations and FBI agents at a Davis, Californiayas assigned to the Soviet Military Mission as assis
motel as he attempted to sell classified information tmilitary attaché.
undercover agents posing as Soviet representatives. One
of the documents he tried to sell was “The Strategic Air Two months later, he began approaching an Amer,
Command Tactical Doctrine for SR-71 Crews"employee of a defense contractor to obtain docum
Regulation 55-2, Volume XI. At the time, Beale Airdealing with how the US government protects classi
Force Base was the home base of the SR-71 “blackbirafid other sensitive information contained in its comp
reconnaissance aircraft. systems.What he didn’'t know was that the Americ

reported the approaches to US authorities.

A military prosecutor contended that Ott had told the

“Soviet official” that he would like to be a “long-term  Pakhtusov, 35-years-old, was caught as part of a

motivation to commit espionage was to extricate himsetie American employee working under FBI control.
from debt. He had hoped to be paid up to $165,000 fdrMarch 1989, he was ordered out of the country
his information. Several friends described Ott as beirdgclaredpersonanon gratafor engaging in activitieg
immature, quiet, naive, and friendly. incompatible with his diplomatic status.

Following aneight-day General Court Martial Leslie J. Payne
proceeding, Ott was convicted and found guilty for Specialist Fifth Class Leslie J. Payne was statig
failing to report unauthorized contacts, attempting tm the US Army in West Germany when he attemg
deliver a classified document to a foreign agent, antb pass classified documents to an unnamed for
for unauthorized removal of classified information frongovernment. The 27-year-old Payne gave the class
his duty section. On 7 August he was sentenced to @6cuments to his East German—born wife, 29-year
years at hard labor in prison, reduced to the lowest rarigjsta, who acted as the intermediary.
forfeited all pay and allowances, and a dishonorable
discharge. According to his defense lawyer, Ott was aThe West German police arrested the couplg
“damaged individual who desperately turned to spyin@ctober 1974, and a West German court tried Kri
who may have been working for the East Gern
intelligence. Payne was tried by US Army court a

benefit of a foreign government.” On 15 January 19
Payne was sentenced to four years hard labor and
a dishonorable discharge.

Ronald William Pelton

Ronald William Pelton grew up in Benton Harb
Michigan, and graduated in 1960 in the upper 25 pet
of his high school class. Following high school,
joined the US Air Force for a four-year tour.
November 1965, at the age of 24, Pelton was hired
civilian employee communications specialist at
National Security Agency (NSA). At NSA, Pelton he

Bruce Damian Ott
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a Top Secret security clearance. From 1966 to 1972)n the summer of 1985, Pelton and his wife separated
Pelton was assigned to Great Britain. but did not obtain a divorce. On 25 November 1985,
he was arrested on charges of espionage. Authorities
Pelton is married and has four children. During thevere led to Pelton as a result of information provigled

14 years he was employed at NSA, Pelton had seridng Soviet defector Vitaliy Yurchenko.

monetary problems and he and his family lived in

poverty in the Washington, DC area. Of the opinion Pelton was convicted on 5 Junel1986 on one cou
that he could earn a greater income in the private sectoonspiracy, two counts of espionage, and one cou
Pelton resigned from the NSA in July 1979, when hdisclosing classified information to unauthoriz
was earninga salary of approximately $24,000 (thepersons. On 16 December 1986, he was sentenc
approximate salary of a GS-12 in 1979). That year hbree concurrent life terms plus a 10-year concur
filed for bankruptcy. He had a series of jobs betwederm.

1979 and 1985 unrelated to defense or communications

intelligence. Michael A. Peri

Nt of
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Michael A. Peri, age 22 and an electronic warfare

In January 1980, Pelton went to the Soviet Embassignals specialist for the US Army, fled on 20 Febru
in Washington, DC, with an offer to sell information hel989 to East Germany with a laptop computer
had gained as a result of his NSA employméutiton military secrets He voluntarily returned to the W,
had several meetings between 1980 and 1983 with 4 March of that year to plead guilty to espiong
Anatoly Slavonic, an officer of the KGB assigned tdHe was sentenced to 30 years in a military prison.
the Soviet Embassy. In October 1983, he made the first
of several trips to Vienna for extensive debriefings Even after his court-matrtial, authorities were at a
concerning his knowledge of an US intelligencéo explain what happened. Peri said he malg
collection project targeting the Soviet Union. Thémpulsive mistake, that he felt overworkaad
debriefing routinely lasted three to four days, eight houtshappreciated in his job for theMArmored Cavalry
per day. In January 1983 during a trip to Vienna, PeltdRegiment in Fulda, West Germartyis work involved
was paid $15,000 and during his five years of providingperating equipment that detects enemy radar and
US intelligence information to the Soviets he was paisignals.

a total of at least $35,000.
Peri had been described as a “a good, clear

soldier” with a “perfect record.” During his tour ¢f

duty in Germany, he had been promoted and t\
nominated for a soldier of the month award.

Ronald William Pelton
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Jeffrey Loring Pickering requested classified documents not needed in his V

On 7 June 1983, an individual using the namPBollard used his position as an analyst to justify
Christopher Eric Loring entered the Naval Regionakquests for documents to the Navy Message C¢
Medical Clinic, Seattle, Washington, acting very erraticather than clandestinely acquire the documents.
and stating that he possessed a large quantity of “se@isb had courier orders, and the Navy Message C

vork.
his
Pnter
He
pnter

documents vital to the security of our country.” Thevrapped the documents Pollard passed to the Isr
individual was in possession of one plastic

searches of Pickering’'s automobile and residence kyth FBI agents on November 21, Pollard and his
NIS Special Agents, four Government markedirove to the Israeli Embassy in Washington where
envelopes containing classified microfiche and 143tayed for approximately 20 minutes. Inside
microfiche cards containing a variety of classifiedEmbassy, Pollard requested political asylum with
defense publications were located. hope of fleeing the United States. The Israelis refd
to grant them asylum.
Through investigation, the individual was identified
as Jeffery Loring Pickering, who had previously served When they came out, the FBI arrested Pollard \
in the US Marine Corps. During his Marine enlistmenthen confessed he worked for the Israelis and thg
he was described as a thief, thrill seeker, and a perpetsald sensitive documents to them since June 1984.
liar. Pickering left the Marines in August 1973, bunhext day, the FBI arrested his wife, Anne Hender
became dissatisfied with civilian life and began effortPollard. Both were charged under the espionage
to reenlist in the military. Pickering assumed an aliagr selling classified documents to an Israeli intellige
Christopher Eric Loring, hid the facts of his prior USMQunit for $50,000.
affiliation, and enlisted in the US Navy on 23 January
1979. Immediately after the arrest, the Israeli Governm
announced that this news came as a complete su
During interrogation, Pickering admitted stealing thand that the Government would cooperate in any
classified material from the ship’s office of the USShe US Government. The Israelis also promised to re

Pickering likewise expressed an interest in the KGBostarrest investigation, codenamed Siren,

and advised of fantasizing about espionage. Haunched. Afew days after the investigation began
ultimately admitted mailing a five-page Secret documeihdraeli Government announced that the Pollard case
to the Soviet Embassy, Washington, DC, along with @ rogue operation conducted by a few intellige

typed letter offering additional classified material to th@peratives. The United States was not satisfied
Soviet Union. the Israeli explanation and pressed Prime Mini
Simon Peres.

On 3 October 1983, Pickering pled guilty at a General
Court-Martial to several violations of the UCMJ, In response to Peres’ agreement to cooperate fu
including espionage. He was convicted and sentenceelegation of high-ranking officials from the FBI a
to five years at hard labor, forfeiture of $400 per montBepartments of State and Justice traveled to Isral
for 60 months, reduction to E-1 and a bad condu€tecember 1985 to pursue the Pollard investigation.

Advisor at State and his assistant, Pat Schaubel; Jd

Jonathan Jay Pollard diGenova, US Attorney for the District of Columbi

On 21 November 1985, the FBI arrested Jonathassistant Attorney General Edward S.G. Dennis Jr., |

Jay Pollard, a 31-year-old Naval Investigative Servicaf the criminal division; Deputy Assistant Attorng

analyst (Antiterrorism Unit) and charged him withGeneral Mark M. Richard; and William J. Birney, t

selling sensitive documents to the Israelis. He wagcond-ranking prosecutor in the US attorney’s of]
turned in by a colleague at work who noticed that Pollard

elis.

addressograph card imprinted with the address of theThe FBI entered the case on November 15 and began
Soviet Embassy, Washington, DC. During permissiva series of interviews with Pollard. After an intervi¢w
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in Washington, DC; and FBI agents Joseph JohnsorOn 4 June 1986, Jonathan Jay Pollard pleaded duilty
and Eugene Noltkamper. in US District Court to reduced charges of espionage in
return for providing government prosecutors with detgils
The delegation remained in Israel for one webhke of what was described as a highly organized and well-
cooperation promised by Peres was not forthcominfinanced Israeli spy operation of which he was a part.
The lIsraelis finally relented and gave up theiA negotiated plea avoided a trial that would have made
stonewalling after the delegation threatened to returnitonecessary to declassi§ome of the sensitive
the United States. When the delegation returned to timformation and would have obviously strained relatipns
United States, they believed that the Israelis had fullyetween the United States and Israel. The Isifaeli
cooperated with them. The Department of State issugthbassy in Washington released a statement labgling
a statement to that effect. Later, the Americans “baseless” recemews reports, which suggested
Government learned that the Israelis had not been Rsllard waspart of a widespread Israeli espionage
honest as once thought. operation in the United States.

When the United States learned that the IsraelisPollard pleaded guilty to one count of conspirind to
withheld the role of Col. Aviem Sella, Israeli Air Force,deliver national defense information to a foreign
who recruited and handled Pollard for several monthgpvernment. The usual sentence for espionage is [ife
the United States protested again to Israthe in prison but by Pollard’s pleading guiltyhe
Americans threatened to withdraw its immunity frongovernment, as part of its plea bargain, waived the fight
prosecution granted to Rafael Eitan, Yossi Yagur, ard ask for a life sentence. Anne Henderson Pollard jalso
Irit Erb, all involved in the Pollard operation. The Israelipleaded guilty to lesser charges: being an accegsory
again agreed to fully cooperate but, to this day, it after the fact to possession of natiom@fense
believed they still did not come clean on the Pollardocuments and conspiring to receive embezzled
operation. government property. Each of her offenses caaigd

maximum penalty of five years imprisonment ang a

According to the Israelis, at their first meeting with$250,000 fine. The government agreed to recomnjend
Pollard, he identified himsekis a civilian Navy to the judge that Anne Pollaskrve her sentenges
intelligence officer and produced his ID card and hisoncurrently. As part of the plea-bargain agreemgnts,
courier authorization. He said he wanted to give tH&e Pollards had to continue to cooperafi¢h
Israelis certain information that was being withheld fronnvestigators and testify if necessary.
them by the United States. At the first meeting, Pollard
did not provide any classified information but did at a In February 1987 Wolf Blizter, a reporter féhe
subsequent meeting. At a meeting in Paris, Pollard wagrusalem Poststated that “far from the small-time
introduced to his new handler, Rafael Eitan, who agre@tingler portrayed in some news accounts,” Pollard was
to pay Pollard $1,500 each month. “a master spy, who provided very important informatjon
to the Israelis.” News wire reports stated that
information provided by Pollard “included detail¢d
information that expedited Israel’s raid on Tunisial in
1985 and noted that a reportThe Jerusalem Pogt
described him as one of the most important spigs in
Israel’s history.”

On 4 March 1987, Pollard was sentenced to lif¢ in
prison. His wife, Anne, received a five-year term. After
Anne was released from prison, she went to Isragl to
reside. She is now divorced from her husband.

Pollard has continuously sought pardon for his
Jonathan Jay Pollard activities but in 1997, for the second time, President
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Clinton denied clemency to Pollard. The President citaglith espionage, failure to report contacts with a forgign

Pollard's lack of remorse and said that to shorten higovernment, theft, and unauthorized dispositior] of

sentenceafter he had served only 10 yeavas government property.

unwarranted and would not serve the goal of deterrence.

He previously denied clemency in March 1994, as did On 26 August 1988, Richardson was sentenced oy a

President Bush in January 1993. military jury to 10 years in prison, fined $36,000,
discharged with a bad conduct record.

Daniel Walter Richardson
Daniel Walter Richardson, a US Army sergeanitvan N. Rogalsky

attempting to spy for the Soviet Union. been a merchant sailor in the Soviet Union and whi

Richardson intended to offer unspecified nationahechanic.
defense information to Soviet representatiues
exchange for money. No information is believed to In November 1975, Rogalskgnet an Radi
have been compromised. Officiatdated that Corporation of America (RCA) engineer at a pa
Richardsonwas apprehended after electroniPaloAlto, California. Rogalsky asked the engineer,

undercover government agent posing as a Soviet. space shuttle program. The engineer reported the r
to the FBI and agreed to cooperate with the FBI
He was arrested at the Holiday Inn in Aberdeertounterintelligence operation directed against Rogalsky.
Maryland, (with an unclassified military manual andOn 7 January 1977, after accepting a classified docuent
circuitry from the M-1 tank in his possession) as h&om the engineer, Rogalsky was arrested on charges of
attempted to meet with the undercover agent. An Arngonspiringto commit espionage. The documgnt
spokesman stated that Richardson had a Secret clearam®erned a highly classified and sensitive project uhder
but “no ready access to classified materiaddthough  study at RCA for the Department of Defense. Aranking
trainedas an instructor, his job was to issue tools tofficial assigned to the Soviet Mission of the Uni
students at the Ordinance Center School at AberdeeNations, Yevgeniy Petrovic Karpov, wammed
coconspirator in the case.
An administrative official identified “money and
revenge against the military” as Richardson’s chief In January 1981, Rogalsky, then 38 years old, vas
motivations for espionage. Described as a mediocreleased from Federal custody without standing tfial.
soldier, Richardson was demoted in August 1987 farhe Federal District Court judge hearing the case rpled
repeated tardiness. He was charged at the time of artbst Rogalsky was mentally incompetent to stand frial
and ordered him to undergo periodic psychiafric
counseling.

Sharon Marie Scranage
Sharon Marie Scranage was a CIA clerk stationed in
Ghana. Shortly after her arrival there in May 1983, she
began to date Michael Soussoudis, a cousin of| the
Ghanaian head of state. The two became intimatef and
Scranage began to provide sensitive CIA informafion
to him. Later, when Scranage hesitated to coopgrate
= —— = . with him, he not only threatened her but other GIA
Sharon Scranage being led away from arraign-

ment on 11 July 1985 at the US District Court in employees if she did not continue with her espionage
Alexandria, Virginia. activities. Scranage provided the identity of several CIA
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affiliates to Soussoudis and compromised intelligenat Marine Corps Base, Camp LeJeune, North Carg

on communications, radio, and military equipment. He wassentencedto two years confinemer,
dishonorable discharge, and forfeiture of all pay

In May 1985, Scranage returned to the United Statalowances.

and took a routine CIA polygraph examination. When

her responses aroused concern, the FBI initiated Glenn Michael Souther

investigation. Scranage admitted providing information On 11 July 1988, the Soviet newspajpmrestia

to Soussoudis, who had since relocated to the Unitadnounced that Glenn Michael Souther, a former

ina.

hnd

us

States. Scranage cooperatedith  the FBI inNavy photographic specialist, who disappeared in May

apprehending him. 1986, had been granted political asylum in the Sd
Union.

In November 1985, she was sentenced to five years’
imprisonment, which was later reduced to two years. Just before his disappearance, Souther, a rg
Soussoudis’ 20-year prison sentence was suspendedyceduate with a major in Russian Studies from

the condition he leave the United States and that eighbminion University in Virginia, was questioned lpy

viet

cent
DId

ne

Ghanaians accused of working for the CIA be releas&BI| counterintelligence agents. According to @

from custody and allowed to leave Ghana. source, investigators wemcting “on morethan
suspicions, but didn't catch him in the act of espionage,

Brian Everett Slavens and thus couldn’t hold Souther at the time he \

PFC Brian Everett Slavens, USMC, Marine Barracksgjuestioned.”
Adak, Alaska, advised his sister, while on leave, that he
did not intend to return to the Marine Corps and that heAccording to US Government officials, several ye
had visited the Soviet Embassy in Washington, D®efore Souther was granted access to highly clasg
during late August/early September 1982lavens’ satellite intelligence, his estranged wife warned N
father alerted the Marine Corps of his son’s intent timvestigators that her husband was a Soviet spy.
desert, and summarily, Slavens was arrested by Nawalestigation did take place but failed to turn up 4
Investigative Service Special Agents on 4 Septembevidence to support his wife's charges.
1982.

While attending Old Dominion University, South

During interrogation, Slavens admitted entering thbad been assigned as an active reservist to the

Soviet Embassy and offering to provide informationntelligence Center in Norfolk where he had acces|

vVas

ars
ified
vy
An
10

er

Navy
S to

concerning the military installation where he workeatlassified information. Souther’s sudden disappearance

onAdak. He denied transferring any classified materiafas of considerable concern to FBI and Navy offic
to the Soviets, but explained that his intent was to sell
US military information for $500 to $1,000. According

to Slavens, he was actually inside the Soviet Embassy
less than 30 minutes, during which time he was asked
to provide an autobiographical sketch and to reconsider
his actions.

Slavens subsequently requested legal counsel, and his
lawyer later agreed to have Slavens undergo a polygraph
examination. Slavenwas administered a polygraph
examination on 5 September 1982, the results of which
indicated that he did not disclose any classified
information to the Soviets.

On 24 November 1982, Slavens pled guilty to a charge
of attempted espionage at a General Court-Martial held

Glenn Michael Souther

als
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since the former Navy enlisted man had held specidle cards back to the Government for amnesty |and
security clearances while on active duty with the Sixtmoney.
Fleet in the early 1980s. During that time he had access
to highly classified photointelligence materials. Souther The price to the US Government was discounted fom
joined the Navy in 1975 and left active duty in 1983100,000 to $1,000, a price that Tobias’s younger
with the position of photographer’s mate. brother, Bruce Edward, participated in settiGgveral
calls were placed to the Secret Service by Pizzo, one of
According to the Soviets, the former Navy specialistvhich wastraced by the FBI. The suspeat®ere
had asked for asylum because “he had to hide from tbenfronted by FBI agents and submitted to an intenjiew
US specialservices which were pursuing himto verify their identification. The interview concluded
groundlessly.” Described as a bright but undisciplinedith insufficient evidence to detain the subjects. The
young manby former teachers and acquaintancegollowing day, both Tobias and Pizzo fled with the help
Souther reportedly had wanted to become a US Nawdlan acquaintance, Dale Irene.
officer, but had been turned down as a Navy officer
candidate. On 17 August 1984, Tobias and Pizzo were arrested
in San Francisco. While confined, Tobias called Irgne,
On 22 June 1989, at the age of 32, he reportediyggesting he retrieve and destroy nine cards rm
i

committed suicide by asphyxiation after shutting himseliehinda toilet in Tobias’s apartment. On 22 Auguist
in his garage and starting his Russian-made car. Russl@84, Irene was interviewed at his house at which {ime
newspapers suggested he had been disappointedhikyproduced the nine crypto cards that he had failed to
aspects of Soviet life after defecting in 1986 and wadestroy.
prone to depression.
The Government withdrew plea-bargain
Michael Timothy Tobias arrangements with Pizzo, Irene, and Bruce Tobias when
On 29 July 1984, Radioman Seaman Michael The three repeatedly failed lie detector tests, particularly
Tobias, assigned aboard the landing ship BE&ia on matters regarding the existence and disposition of
(LST-183), secreted crypto cards from a shredder befdx@o more crypto cards, which were never found.
their destruction. The theft occurred when a second
radioman signed off the destruction report for 12 cardsOn 22 January 1985, Bruce Tobias and Dale Ifene
without witnessing their actual destruction. pled guilty to two counts of theft of Government
property. Bruce Tobias was sentenced to time served
In August 1984, Tobias and a friend, Francis Pizz¢159 days) and 10 years probation. Dale Irene was
Jr., drove to the Soviet Consulate in San Francisco, s#ntenced to two years confinement. On 7 August 1985,
arrived during the early morning before regular busine$szzo pleaded guilty to four counts of conspiracy and
hours. Having failed in their initial attempt to contact ane count of theft of Government property and was
“foreign power” and obviously having second thoughtsentencedo 10 years confinement and five years
about committing espionage, the pair drove back to Sarobation. On 14 August 1985, Michael Tobias whas
Diego and called the US Secret Service offering to selbnvicted on four counts of conspiracy and three copnts

Michael Timothy Tobias Francis Pizzo, Jr.
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of theft of Government property and sentenced to d6tter to a representative of the Government of Tai

van

years confinement and five years’ probation. in which he revealed the identity of an intelligerice

officer of the Peoples Republic of China.
Arne Treholt

Arne Treholt, head of the press section of the According to testimony at the trial, which was delayed
Norwegian Foreign Ministry, was arrested on 20 Januamntil October 1991, the unidentified agent operating in

1984 by Norwegian authorities while boarding amaiwan had unsuccessfully approached the FBI
airplane for Vienna, Austria. At the time of his arrestan offer to work as a double agent. Although

vith
he

he had a suitcase of classified documents in hisgformation Tsou passed to a Taiwanese representative

possession. in Houston, Texas, was classified Secret, Tsou clai
that he considered the information to be declass
A search of his apartment uncovered a collection afnce the offer was not accepted.
6,000 pages of classified material. Treholt, charged with
supplying secret NATO documents to the KGB, had Tsou fled to Taiwan when the Communistse to

med
fied

comeunder suspicion as early as 1980 while he wamwer on the mainland in 1949 and moved to the Unjited
serving as a member of the Norwegian delegation ®tates 20 years later where he began a naturalized US

the United Nations in New York. At that time he wasitizen. He worked for the FBI from 1980 to 1986, fi
placed under surveillance by the FBI. in San Francisco and later Houston.

Pretrial statementand testimony reveal that he On4 October 1991, Tsou was found guilty as char
received over $7,000 from Soviet intelligence and th&towever, prosecutors claimed that this represented
he had been subject to blackmail. It is also believéthe tip of the iceberg” of what Tsou gave to Taiwan
that Treholt was motivated by pro-Soviet ideologicabfficials during his six years with the FBI.
beliefs. Treholt pleaded innocent to charges and

St

hed.
only
bse

underwent an 11-week trial by jury. On 2 January 1992, Tsou was sentenced to a 10fyear

federal prison term.
On 20 June 1985, the Norwegian court found Treholt
guilty of seven counts of espionage. He was sentencéimes R. Wilmoth and Russell Paul Brown

to 20 years’ imprisonment. James R. Wilmoth, a US Navy Airman Recruit, was
a food service worker aboard the aircraft carrier YSS
Douglas Tsou Midway. The Naval Investigative Service arrested him

Douglas Tsou, Chinese-born former FBI employeén Yokosuka, Japan, in July 1989, for attempting to

sell

was indicted in 1988on one count of espionageclassified information to a Soviet agent in Japan, where

following his admission that in 1986 he had written the Midwaywas based.

James R. Wilmoth Russell Paul Brown
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He was tried and convicted at a General Court-Martialibmarine patrol schedules and a confidential techpical
on 24 September 1989. In addition to attemptgulblication. Wine was given a General Court-Mart|al,
espionage, Wilmoth was convicted of failure to repogled guilty to mishandling classified material, sentenced
a contact with a citizen of the Soviet Union, conspiradyp three years in prison, reduced to E-1, and giv¢n a
to unlawfully transfer classified material, anddishonorable discharge.
possession, use, and distribution of hashish.

Hans Palmer Wold

He was sentenced to 35 years at hard labor; howeveklans Palmer Wold was an Intelligence Speciglist
since he cooperated in the investigation, his sententaird Class assigned to the Intelligence Division abqard
was reduced to 15 years. He also received USSRanger when he requested and was granted lgave
dishonorable discharge and was ordered to forfeit #lom 13 June through 2 July 1983. The leave \as
his pay. granted with the understanding that Wold could remain

in the local San Diego area, but on or about 2 July, Wold's

He had been in the US Navy for over two years ammbmmand received a message from the American|Red
had a history of disciplinary problems, includingCross, Subic Bay, Republic of the Philippines, in which
unauthorized leave of absence. Wilmoth did not have/old requested an extension of leave. Wold's regliest
security clearance. was granted, and his leave extended to five additipnal

days. But he failed to report for duty on 7 July 1983

Classified information was procured by Petty Officeand was listed as an unauthorized absentee.
Third Class Russell Paul Brown, also stationed aboard
the Midway. Brown held a Secret security clearance Wold's command then requested Naval Investigalive
and took classified documents obtained from the buBervice (NIS) assistance in locating him and ensuring
bag in the electronic warfare center ofkidway. He his turnover to the Special Security Officer for the
passed the documents to Wilmoth, who planned @ommander of the US Naval Forces in the Philippines
exchange the documents for cash in an arrangem@@OMUSNAVPHIL) at Subic Bay for appropria
with a KGB intelligence officer in Japan. debriefing. On 19 July 1983, NIS special agents

apprehended Wold at his fiancée’s residence in

Brown was convicted in October 1989 of conspirac@longapo City, in the Republic of the Philippines, for
to commit espionage and lying to Navy investigatorbeing an unauthorized absentee. During Wold’s
A miltary judge sentenced him to 10 years in prison,apprehension, an undeveloped roll of Kodak 110-cplor
dishonorable discharge, reduction in rank from E-3 fim was seized.
E-1, and forfeiture of all pay and allowances. Motivation
for the attempted sale to the Soviets was “money andNold was released to the Intelligence Officer|at

greed.” COMUSNAVPHIL to be debriefed. During his
processing, Wold told a Chief Intelligence Speciglist
Edward Hilledon Wine that the roll of film seized by NIS contained photographs

In August 1968, Sonar Technician First Class Edwaftbm a Top Secret publication. NIS was apprised of{the
Hilledon Wine, Jr., US Navy, arranged to provideontents of the film and initiated an investigation into
classified US submarine information to a civiliarthe matter.
associate for passage to representatives of the Soviet
Union in New York City. Wine had been assigned to aWold admitted to NIS special agents that he had
nuclear submarine, USSkatd SSN-578), home ported covertly photographed portions of a Top Sedret
in New London, Connecticut. The civilian associatpublication aboard USSangerduring early June 1983,
informed the FBI of Wine’s intention, and the FBlwith the intention of contacting the Soviets. The film,
contacted the Naval Investigative Service (NIS).  processed under strict security measures, revealed that

it did in fact contain images of pages from a Top Secret

An investigation resulted in the arrest of Wine. Aoublication entitled “Navy Application of Nationgl
subsequent search resulted in the discovery Beconnaissance Systems.” It was determined that a
handwritten notes containing Secret data pertaining ttatal of 12 out-of-focus images were on the roll of film.
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On 5 October 1983, Wold pled guilty at a General During these conversations Wolf talked about his
Court-Martial to unauthorized absence; using marijuamailitary experience, and his desire to “defect” gnd
aboard USSRanger false swearing; and, threeprovide Air Force secrets “for monetary gain and to|get
specifications of violating title 18 US Code, Sectiomevengefor his treatment by the United Statges
793, “making photographs with intent or reason Government.”"He was directed to mail letters to a ppst
believe information was to be used to the injury of theffice box in Maryland detailing the type of informatign
U.S. or the advantage of a foreign nation.” he was capable of providing. Wolf passed algng

classified documents concerning Top Secret signal

Wold was sentenced to four years at hard labor;irgelligence. The FBI says they are “confident there
dishonorable discharge; forfeiture of all pay andas no exchange of information (with foreign agemts)
allowances; and reduction in rate to E-1. in this case.”

Ronald Craig Wolf On 28 February 1990, Wolf pleaded guilty in feddral
Ronald Craig Wolf, a former Air Force pilot fromcourt. In return for his guilty plea, the governmgnt
1974 to 1981, was arrested on 5 May 1989 in Dallagduced the severity of the charges against Wolf ffom
Texas, for selling classified information to an FBlife imprisonment to up to 10 years in prison. In June
undercover officer posing as a Soviet agent. Durirp90, Wolf was sentenced to 10 years without pargle.
his Air Force career, Wolf was trained as a Russian voice-
processing specialist and flew intelligence missions day Clyde Wolff
reconnaissance aircraft in the Far East. He held a TO®n 17 December 1984, the FBI arrested Jay Clyde
SECRET clearance. Wolff, a 24-year-old auto painter and former US Navy
enlisted man, in Gallup, New Mexico, for offering fto
Discharged from the military in 1981 because of hisell classified documents dealing with US weappns
“unsuitability for service due to financial systems aboard a US Navy vessel.
irresponsibility,” he worked as an automobile salesman
for a while, but was unemployed at the time of his arrest Wolff, who was discharged from the Navy in 1983,
The FBI's investigation began in March 1989 whemet with an undercover agent and offered to sell
informationwas obtained indicating Wolf's desire toclassified material for $5,000 to $6,000. According to
sell sensitive information to the Soviet Union. Wolthe FBI, a tip led to the meeting with Wolff at|a
talked with FBI undercover agent “Sergei Kitin” on aconvenience store where he was apprehended.
number of occasions thinking he was a representative
of the Soviet Union assigned to the Soviet Embassy. Wolff pleaded guilty to one count of attempting |to
sell classified documents. On 28 June 1985, a judge
sentenced him to five years in prison.

James D. Wood
James D. Wood, a US Air Force technical sergg¢ant
with an unblemished military record was arrested in New
York on 21 July 1973. Sergeant Wood was charged
with committing espionage on behalf of the SoViet
Union.

The 35-year-old had been with the US Air Force Office
- of Special Investigations for four years prior to his arrgst.
' At the time of the arrest, Wood was discovered to Have

& 1 |

;_?r:' A highly classified documents in the trunk of his rental
||, - car. The documentsere describeds containing

E” S - counterintelligence procedures and data showing Jhat

the United States had learned about the Soviet Union.

James D. Wood
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Included in the Confidential and Secret documents wagscasions and paid several thousand dollars for a wide
a listing of names, possibly of Soviets supplyingange of technical but unclassified information abput
information to US intelligence. robotics, computers, and artificial intelligence.

Apparently motivated by money, Sergeant Wood was At the time of Zakharov's first approach in April 1983,
discovered by FBI agents when they followed a Sovigtie recruitment target, identified only by the codengame
diplomat from Washington, DC, to New YorkThe “Birg,” informed the FBI and agreed to work under FBI
Soviet was later identified as Victor Chernyshev, Firstontrol in order to apprehend the Soviet agént.
Secretary, Soviet Embassy, Washington, DC. Wodebllowing his graduation in 1985, Birg obtainad
would not reveal in court “for security reasons,” whyposition with a high-technology firm.
he had attempted to commit espionage. He received an
initial payment of $1,000 in a dead drop in California. Under FBI direction, he agreed to sign a 10-ygar
The Soviets provided him with elaborate writterwritten contract with Zakharov to provide classified
instructions for a meeting in New York in July, as wellnformation. Money to be paid by the Soviets was|to
as a promise that his initial payment “would be greatlge determined by the quantity and quality of the
increased provided you supplys  with valuablénformation.
information.”

On 30 September 1986, Zakharov pleaded no coptest

The married veteran of 18 years’ military service wat espionage charges and was ordered to leavé the
sentencedo two years of hard labor and given acountry within 24 hours. Zakjarov's expulsioame
dishonorable discharge after pleading guilty to chargésss that 24 hours after the release of Amerigan
of trying to pass Secret documents to a Soviet diplomabrrespondent Nicholas Daniloff, who had been arrested

in the Soviet Union for alleged espionage activities.
Gennadiy F. Zakharov

Gennadiy F. Zakharov, a Soviet physicist employedlfred Zehe
at the United Nations Secretariat, was arrested on 23lfred Zehe, an East German physicist and opergtive
August 1986, on a Queens New York subway platforfior East German intelligencayas arrested on 8
as he gave $1,000 to an employee of a US deferidevember 1983, the result of a successful sfing
contractor for three classified documents. operation.

Zakharov, who did not have diplomatic immunity, On 21 December 1981, Bill Tanner, a civilian enginger
had attempted to recruit the employee over a period @mployedat the US Naval Electroni€ystems
three yearsAt the time of Zakharov's first approach, aEngineering Center in Charleston, South Carolina,
Guyanese national and resident alien of the Unitetialked into the East German Embassy in Washington,
States, was in his junior year at Queens College, NéC. Tanner offered to exchange classified informatjon
York. Zakharov met with the student on numeroufor money. Tanner was actually a double agent working
under the control of the Naval Investigative Service
and the FBI. TheFBI's targetwas the Eas
German intelligence service, the Ministerium fyer
Staatssicherheit (MfS); how it worked and what type
of information it was looking for.

Zehe was Tanner’s primary contact. Zehe is repgrted
to be the first East German operative apprehendgd in
this country. In July 1984, Zehe was freed on $500,000
bail to await trial. He subsequently pleaded guilty &nd
was sentenced oa April 1983 to eight year$
imprisonment with a fine of $5000.

Alfred Zehe
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In June 1985, Zehe was traded with three other EasteriThe Oganesyans were resettled in the United Sates
Bloc agents for 25 persons who had “been helpful” tm mid-March 1973. They could not, however, adjlst
the United States. to life here. On 20 September 1973, Mrs. Oganeslyan,

who was eight and a half months pregnant, insistef on
an immediate return to the USSR to give birth|in
Defectors Armenia. On 27 September 1973, she was interviewed
by a US State Department official who was satislied
that she was going of her own free will. The offigal
rned her and her child over to the Soviets. Duringthe
eeting, Oganesyan also decided to return to the UESR.

Artush Sergeyevich Oganesyan

Artush Sergeyevich Oganesyan, born 21 May 193
Leninakan, USSR, was a lieutenant in the Armenian
KGB who defected in Turkey in July 1972 and later

redefected 1o the USSR, During his career, Oganesyan used the aliases Atom

Bagratuni, Arthur Zebum, and Artush Hohenesyan

Oganesyan grew up in Leninakan and attendq\%
secondary schools there from 1947 until 1956. He wa:

yvorking as _a tailor in 1959 when he was consqiptqgorov Oblast, USSR, was a GRU officer who defegted
into the Soviet Army. Although he attended the M'"ta%o the West in Indonesia in June 1972. He redefected to

Technical School for Rocket Troop Officers near Rigathe Soviet Embassy in Washington, DC, and retufned
Latvia he failed to qualify for a Commission.to the USSR in November 1973 ' ’

Subsequently, he served with an air defense rocket
regiment as a corporal until his discharge on 9 Decembe , :
1962. After returning home he worked asamerchand% Petrov came from a peasant family whose etinic

kolay Grigoryevich Petrov
ikolay Grigoryevich Petrov, born 24 October 1939,

inspector from January 1963 until April 1970. In 196 ﬁgm was Mari, a Finno-Ugrian group. From 1947

. ntil 1957, he attended local primary and secondary
he became a Communist Party member. Ayear later Chools. After completing secondary school, he entgred

joined the KGB in Leninakan and became 2 nearby technical school to become an electrigian.

counterintelligen_ce operatigns Oﬁic‘?r- Oganesyaapon graduation in 1959 he obtained a job with a
married a local girl on 3 April 1971 without formally collective farm in the area, traveling from village |to

gptlfylnght_he I;GB.ThITatgr thle KGB to rdedred him .tovillage to install and repair electrical equipment. Pefrov
lvorce nis wrte. IS development and a growingy,imeq that on this job he had easy access to hpme-

disillusionment led Oganesyan and his wife and 'nfa'ij‘stilled liquor, and he soon found that he was drin}ng

son to flee from the USSR on foot, cross the border in L
Turkey, and defect to Turkish border guards OFE excess. To escape from this situation, he persu (r:l]zd

10 July 1972, e collective farm chairman to release him so th

could join the Soviet Army.

Oganesyan .qnd(_erwent extensive interrogation by Petrov began his military service in November 1959
Turkish authorities in Istanbul for several weeks. H a tank training regiment in the Urals. After baic

was then released to US Intelligence for appropri 7 ining, he was assigned to an armored regiment in
processing and arrived in the United States in the fa"rfﬁmgar’y in 1960. By early 1961 he was a tank
;972. Ogangsyan pr_owded information on KG “ommander and senior sergeant.

internal security operations and personnel, as well as

the local Armenian scene. He also brought out a KGB In 1962, Petrov was admitted to the Military Instit{ite

document entitledphabetical List of Agents of Foreign . [
Intelligence Service, Defectors, Members of Anti—SoviO[ Foreign Languages. He retumed to Moscow to begin

Organizations, Members of Punitive Units and Othe five-year course in Indonesian with English as his

e . . Second language. In September 1965, while af the
Criminals Under Search Warramtblished in 1969. Institute, Petrov married Nina Alekseyevna Kotenipa,

This document gave a good insight into KGB countet n economist in the Central Statistical Directorate of

intelligence operations and practices, especial% RSESR. In 1966. Petrov became a member of the
concerning Soviet defectors and their backgrounds anc? ' ’

status.

—
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CPSU. While at the Institute, he had a favorable Pangstaurants and drink heavily. On 12 June wlile
and academic record. gambling in a restaurant near the American Embassy
he became slightly drunk. He also became exhilarpted

Petrov graduated from the Institute with the rank dby an initial winning streak. When he began to Igse,
lieutenant and joined the Tenth Directorate of the Soviebwever, he went to the Soviet Embassy and took mpney
Army General Staff, which controls Soviet military aidfrom the military attaché’s fund to which he had acdess
programs. In 1967, Petrov was assigned as an interpreteithe accountable officer. He then went to dinner yith

to a Soviet State Committee for Economic Relatiors Soviet friend. During dinner Petrov had more to drink.
project in Surabaya, Indonesia. The project wakfter leaving his friend, Petrov returned to the restaufant
responsible for the delivery and maintenance of Soviit hopes of recouping his losses. However, at the|end
naval craft and equipment provided to the Indonesiaf the day he had lost all of his own money plus aljout
navy. Avyear later, Petrov was reassigned to Jakarta$900 from the military attaché fund.

Up until that time, Petrov had had no contact with In a drunken state Petrov went to the US Embassy to
Soviet intelligence. Shortly after his arrival in Jakartasell information for money. After waiting half an hopr
however, he was approached by the Soviet militatp see the defense attaché, he left the Embassy. While
attaché who offered Petrov a translator’s job in thdriving away in his car he swerved too sharply and his
attaché’s office. Petrov accepted the new job out ofr overturned. Petrov succeeded in righting the| car
deference to the military attaché, with the proviso thatith local help and drove back to the US Embassy.| He
he first be allowed home leave in the USSR. Thiead been slightly injured in the accident, and his|car
approval for this transfer came through in July 196%yas battered. This time he met the US defense atfaché
and, when Petrov returned to Moscow on leave, trand other US officials.
Tenth Directorate personnel office sent him on to the
GRU personnel office. Petrov returned to the Soviets for about a day ahd a

half. During this period he claimed that he tried|to

While still in the USSR, Petrov entered the Militarycommit suicide by hanging but the cord broke. T

Indonesian Desk. his way to the home of the US naval attaché.

In January 1971, Petrov with his wife and son arrivesubsequently exfiltrated to the USA.
again in Jakarta, where he served as interpreter and

operations officers. In December 1971, he received odefection. He claimed instead that he defected dde to
agent to handle. This agent was an Indonesian nasiycumstances only. Petrov had a strong attachment to
civilian employee, who supplied current informatiorhis wife and young son. He also had a deep feeling for
on naval forces and personnel. Petrov also handled kil village and his close relatives who continued to Jive
of the military attaché’s administrative finances. Hishere.
superiors were satisfied with his work, and he was
promoted to captain in March 1972. Due to the circumstances of his defection and| his
continued loyalty to the Soviet system, Petrov was
On 6 June 1972, Petrov's wife and son left Jakarta @onsidered a good candidate for redefection. He|did,
home leave. His own departure was delayed becausewever, provide a good deal of information pn
of an agent meeting that was scheduled for late Jumeunterintelligence and positive intelligence topjcs
By himself, Petrov began to play slot machines in Jakaméile being debriefed. The most detailed and usgful
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data that he reported was on the training he receivedPaitrov continued to be a “hot and cold” handling

the Military Institute of Foreign Languages and th@roblem. During the summer of 1973, on sevd

ral

Military Diplomatic Academy. Much of this was occasions when Petrov was under the influence of liquor,

actually new information. Tight operationalhe started calling Soviet diplomatic installations
compartmentation substantially limited his knowledg&Vashington and New York. Finally, he contacted |

in
he

about GRU headquarters and its operations. On tBeviet Embassy and turned himself in on the evening
other hand, his reporting on GRU activities in Jakartaf 12 November 1973. At a meeting on 15 Novemper

and on Soviet colony life there was more extensive ar®73 with State Department officials, Petrov stated

hat

guite valuable. He was, for example, asked questioitsvas his own decision to return to the USSR. [On
about which US intelligence had information just to test8 November 1973, Petrov, accompanied by a flying
his reliability, and he in turn usually responded wittsquad of KGB and GRU officers from the Embagsy
accurate answers. and the UN delegation, boarded an Aeroflot flight gn-

route to Moscow.
An attempt was made to resettle Petrov in a
midwestern city, where he could have access to schools
and job opportunities. This effort unfortunately failed.
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IMPORTANT DATES AND COUNTERINTELLIGENCE EVENTS

1980 21 January Christopher J.Boyce escapes from Federal Prison in Lompoc,
California.

29 October David H.Barnett, former CIA employee, arrested for spying for the
USSR.

1981 24 June William H. Bell, Hughes Aircraft Corporation, arrested for spying for
Poland.

15 July Joseph George Helmich Jr., US Army, arrested and charged with
delivering classified information and equipment to Soviet agents.

21 August Christopher J. Boyce recaptured at Port Angeles, Washington.

23 October Stephen A.Baba, US Navy; arrested for providing classified docu-
ments to the South Africans. In Jan 1982 sentenced to eight years in
prison.

4 December President Reagan signs Executive Order 12333, ‘United States Intelli-

gence Activities.”

1982 23 June President Reagan signs Intelligence Identities Protection Act during a
visit to CIA.

22 September Anatoliy Bogaty, KGB officer, defects in Athens, Greece.

1983 11 March President Ronald Reagan signs National Security Decision Directive
Number 84 ‘Safeguarding National Security Information”into law.

6 June Chinese Ministry of State Security established to collect foreign
intelligence and conduct counterintelligence.

1984 12 April Robert E. Cordrey, US Marine Corps, arrested for spying for the USSR
and Czechoslovakia.

22 August Michael Timothy Tobias and Francis Xavier,US Navy; arrested for
espionage in San Francisco, California.

23 August Bruce Edward Tobias, US Navy, arrested for espionage in San Diego,
California. Convicted of non-espionage charges; theft of Government

Statute. Dale Verne Irene, friend of Tobias also arrested.

1 October Alice Michelson, KGB cooptee,arrested for espionage.
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1984

1985

IMPORTANT

1 October

3 October

27 November

15 December

18 December

22 January

14 March

16 April

17 May

17 May

19 May

22 May

29 May
31 May
11 July
6 August

9 August

Decade of the Spy

DATES AND COUNTERINTELLIGENCE EVENTS

Samuel Loring Morison, US Navy analyst, arrested for passing classi-
fied photographs to a publisher.

Richard W, Miller, FBI, arrested for spying for the USSR.

Karl Frantisek Koecher, CIA, and his wife Hanna are arrested for
spying for the USSR and Czechoslovakia.

Jay Clyde Wolff, former US Navy, arrested for espionage in Albuquer
que, New Mexico.

Thomas P Cavanagh, Northrop Corporation, arrested for attempting
to pass classified information to Soviet intelligence.

Bruce Edward Tobias, US Navy; is convicted of espionage. Dale Verne
Iren, a friend of Tobias, is also convicted.

Thomas Patrick Cavanagh is convicted of espionage charges and is
sentenced to life in prison.

Rick Ames first walks into Soviet Embassy; gives classified information
to KGB.

Edward O.Buchanan, USAEis arrested for spying for Soviets and East
Germans.

Jay Clyde Wolff, former US Navy; convicted of espionage.

John Walker, former US Navy officer, is arrested on espionage
charges. Later sentenced to two life terms plus 10 years.

Michael Lance Walker, US Navy, arrested for espionage aboard the
USS Nimitz, off Haifa, Israel.

Arthur James Walker, former US Navy, arrested for espionage.
Alice Michaelson is convicted of espionage.

Sharon Marie Scranage, CIA employee, arrested for espionage.
Francis Xavier Pizzo, US Navy,is convicted of espionage.

Arthur James Walker of the Walker spy ring is convicted of espionage.
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IMPORTANT

DATES AND COUNTERINTELLIGENCE EVENTS

1985

1986

14 August

26 August

27 September

17 October

28 October

2 November

21 November

24 November

25 November

20 December
22 January

23 January

7February

12 February

4 March

Michael Timothy Tobias, Radioman Third Class, US Navy; is convicted
of espionage and sentenced to twenty years in prison.

Edward O. Buchanan is convicted of espionage and is sentenced to
prison.

Sharon Marie Scranage, a CIA employee is convicted of espionage
and is sentenced to five years in prison.

Samuel Loring Morison,a naval analyst,is convicted of espionage and
sentenced to two years in prison.

Michael Walker,son of John Walker, is found guilty of espionage and
is sentenced to 25 years in prison.

KGB defector Vitali Yurchenko flees to KGB residence in Washington
following dinner in Georgetown restaurant with his CIA handler.

Jonathan J.Pollard,a naval intelligence analyst, arrested for spying for
Israel.

Ronald Pelton,a former NSA employee, is arrested on espionage
charges.Sentenced to three concurrent life sentences.

Lawrence W.Chin, a CIA analyst, is arrested for spying for Chinese
Ministry of State Security.

Randy Miles Jeffries,a congressional courier,arrested for espionage.
Bruce D. Ott, US Air Force, arrested for espionage.

Randy Miles Jeffries,a congressional courier,is convicted of
espionage and sentenced to ten years in prison.

Lawrence Wu-Tai Chin, a CIA analyst, is convicted of espionage. He
commits suicide while awaiting sentencing.

Karl and Hana Koecher are released in an East-West trade of
prisoners.

Robert Dean Haguewood, US Navy, arrested on charges of attempting
to sell classified documents to a foreign government.
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1986

IMPORTANT

7 March

14 March

4 June

5 June

19 June

19 June

24 July

6 August

7 August

23 August

22 October

27 October

18 November

Decade of the Spy

DATES AND COUNTERINTELLIGENCE EVENTS

U.S. orders Soviet Union to reduce its staff at the UN by 38%.

Michael Sellers expelled for spying from the Soviet Union; first Ameri-
can expelled since June 1985.

Johnathan Jay Pollard and his wife, Anne Louise Pollard,are con-
victed of espionage.

Ronald William Pelton, formerly of the NSA, is found guilty of espio-
nage and is sentenced to life in prison.

Richard W.Miller,a FBI agent, is convicted of espionage and is
sentenced to life in prison.

KGB officer Oleg Agraniants defects in Tunis.

Jerry Whitworth, US Navy; is convicted of espionage and sentenced
to 365 years in prison for spying for the USSR.

Bruce Damian Ott,an Air Force sergeant, is found guilty of espionage
and is sentenced to 25 years at hard labor.

Edward Lee Howard, former CIA employee, granted “The Right of
Residence in the USSR” by the Soviet Union.

Gennadiy Fedrovich Zakharov, KGB officer,arrested for espionage.
Soviets retaliate by arresting US journalist Daniloff.

Adolf Tolkachev,codenamed Farewell,executed for high treason by
Soviet government.

Allen Davies, a former Air Force staff sergeant, is arrested on espio-
nage charges. Heisthen tried, convicted, and sentenced to five years
in prison.

The Intelligence Community argues against the Moscow Embassy
staffing plan proposed by US Ambassador to Moscow Hartman on
the grounds that it allows too many support personnel at the expense
of intelligence and other substantive functions.
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1986

1987

1988

IMPORTANT

4 December

31 December

2 April

12 May

28 May

6 June

14 June

25 June

14 January

4 April

16 April

18 July

23 August

December

21 December

DATES AND COUNTERINTELLIGENCE EVENTS

Michael H.Allen, US Navy; arrested for spying for the Philippine
police. In August 1987 sentenced to eight years in prison.

Clayton Lonetree,a US Marine Corps sergeant, is arrested on
espionage charges.

Moscow announces the defection of an American soldier,William E.
Roberts, serving in West Germany:

James Angleton, former CIA CI Chief, dies of lung cancer.

John Allen Davies, formerly of the Air Force,is convicted of
espionage.

Maj. Florentino Azpillaga Lombard, from Cuban Ministry of Interior,
defects to U.S. in Czechoslovakia.

Former CIA employee Philip Agee returns to the US for the first time
in 16 years.

A State Department report describes Moscow’s use of its Chamber of
Commerce and Industry as a major front for KGB agents to collect
western technology through trade promotion efforts.

Daniel Walter Richardson, US Army, arrested for espionage.

CIAs Counterintelligence Center established.

Thomas J. Dolce, US Army, arrested for spying for South Africa.
Former Navy enlisted man Glen Souther,who was the subject of an
FBI espionage investigation,surfaces in Moscow and is granted
political asylum.

Imre Kercsik and Sandor Kercsik, arrested by Swedish authorities
for espionage. Both acted as couriers for the Clyde Lee Conrad

espionage ring.

Randall S.Bush, US Navy, arrested for attempting to pass information
to a foreign power.

James W.Hall, US Army; arrested for spying for the USSR and East
Germany. He is sentenced to 40 years in prison.
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1989

IMPORTANT

10 January

7February

4 March

8 March

21 May

25 July

14 October

9 November

1 December

Decade of the Spy

DATES AND COUNTERINTELLIGENCE EVENTS

Craig D.Kunkle, former U.S. Navy technician, arrested and charged
with espionage by two FBI agents posing as Soviet officials.

Alan C.Thompson, executive director of New York-based National
Council of American-Soviet Friendship,a Soviet front group used to
promote propaganda and disinformation,arrested on currency
charges.

Donald Wayne King and Ronald Dean Graf, US Navy, arrested on
charges of espionage and stealing $150,000 worth of classified
military parts and electronic components.

Soviet Army Lieutenant Colonel Yuri Pakhtusov;an assistant military
attaché in the United States, is arrested for spying. He is declared
persona non grata and is expelled from the US.

Zoltan Szabo, U.S. Army; arrested by Austrian police for espionage as
part of Clyde Lee Conrad ring.

Russell PBrown, US Navy, arrested for spying for the USSR.

Frank Nesbitt, former Marine and Air Force officer, arrested and
charged with delivering classified information to the Soviets.

Berlin Wall’s dismantling begins. On the same day, East Germany
throws open its borders, allowing its citizens to travel freely to the
West.

Thomas Morati, former Administrative clerk, US Army, arrested in Italy

as part of the Clyde Lee Conrad espionage ring. Sentenced on
21 December 1989 to 20 months in jail.
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